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Abstract 

This study examines the relationship between cybersecurity and the digitalization of small and medium-sized enterprises 

(SMEs). Digitalization is conceptualized as a gradual, path-dependent process in which firms adopt digital technologies over 

time, increasing both connectivity and exposure to cyber threats. Drawing on protection motivation theory (PMT), we interpret 

digitalization as a form of motivated protective behavior shaped by two cognitive mechanisms: threat appraisal and coping 

appraisal. To investigate this relationship, we conducted a survey of 239 UK-based SMEs in 2022 and analyzed the data using 

regression models and artificial neural networks (ANN). The findings show that cybersecurity practices are significantly and 

positively associated with digitalization, but their association varies depending on SMEs’ digital maturity. At early stages, dig- 

italization is driven primarily by perceived cyber risk, whereas at more advanced stages, established cybersecurity routines 

and standards act as enablers of further digital adoption. This study contributes to the literature by extending PMT to the orga- 

nizational level and demonstrating that cybersecurity is not merely a constraint or protective add-on, but a central mechanism 

shaping digital transformation in SMEs. 
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dational to business continuity, resilience, and digital transforma- 
tion [ 11–13 ]. 

Despite the increasing relevance of cybersecurity in digital en- 
vironments, its role in shaping the adoption of digital technolo- 
gies remains contested. On one hand, several studies frame cyber- 
security as a barrier to digitalization, citing concerns about cost, 
complexity, regulatory compliance, and potential operational dis- 
ruptions [ 10 , 11 ]. From this perspective, technologies such as big 
data analytics, cloud platforms, robotics, or smart devices raise 
the stakes for companies by increasing the surface area for attacks. 
As firms weigh the costs of implementing adequate protective sys- 
tems, particularly under regulatory constraints such as the GDPR, 
digitalization may be delayed or avoided altogether [ 14 , 15 ]. 

Conversely, a growing body of work suggests that cybersecu- 
rity can act as an enabler of digitalization, particularly when it is 
institutionalized through formal standards and integrated into or- 
ganizational processes. Firms that implement cybersecurity rou- 
tines (e.g. ISO 27001, Cyber Essentials, or internal governance 
mechanisms) may be more confident in adopting new digital tech- 
nologies, knowing they have systems in place to mitigate asso- 
ciated risks [ 12 , 16 , 17 ]. In this view, cybersecurity enhances man- 
agerial control and trust, allowing firms to use technologies such 

as blockchain and secure cloud storage not only for efficiency but 
also as protection mechanisms against cyber threats [ 18 , 19 ]. 
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Introduction 

The digitalization of companies increasingly relies on the adoption
of emerging technologies such as cloud computing, big data, arti-
ficial intelligence (AI), machine learning (ML), robotics, smart de-
vices, and blockchain [ 1 , 2 ]. These technologies enable firms to en-
hance productivity, efficiency, and innovation by automating pro-
cesses, generating insights from data, and connecting with part-
ners, customers, and infrastructures in real time [ 3–5 ]. In particu-
lar, the Internet of Things (IoT) and smart systems frameworks ex-
pand digitalization beyond internal systems, embedding compu-
tational power and connectivity in physical assets. Through sen-
sors, distributed networks, and cloud infrastructures, companies
become part of a broader digital ecosystem, facilitating access to
information and new markets [ 6 , 7 ]. 

However, this growing interconnectivity introduces new vulner-
abilities. As digital infrastructures expand, so too does the expo-
sure of firms to cybersecurity incidents, including malware, phish-
ing, denial-of-service attacks, ransomware, and tampering, par-
ticularly through poorly secured devices, platforms, or interfaces
[ 8 , 9 ]. The increasing reliance on external networks, remote sys-
tems, and data sharing makes digitalized firms attractive and vul-
nerable targets [ 10 ]. As such, cybersecurity has emerged not only
as a technical safeguard but as a strategic capability that is foun-
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This debate reveals a critical gap in literature: while digital-
zation and cybersecurity are increasingly intertwined, few stud-
es have examined their relationship as a function of firm-level
ecision-making and perception. This is particularly true for small
nd medium-sized enterprises (SMEs), which face distinct chal-

enges. SMEs often lack dedicated IT departments, operate with
onstrained resources, and rely heavily on the judgment of owner-
anagers, making them especially sensitive to both the perceived

isks and benefits of digitalization [ 2 , 20 ]. At the same time, SMEs
epresent the backbone of many economies and are increasingly
eing targeted by cybercriminals due to their perceived vulnera-
ilities and lower levels of preparedness [ 10 ]. 

To address this gap, this study draws on protection motivation
heory (PMT) to investigate the relationship between cybersecu-
ity perceptions and practices and digital technology adoption in
MEs. PMT, originally developed to explain health behavior [ 21 ],
as since been widely applied to cybersecurity at the individual

evel [ 22–24 ]. It posits that protective behaviors are driven by two
ets of cognitive appraisals: threat appraisal, which considers the
everity and vulnerability of a threat, and coping appraisal, which
eflects the perceived efficacy of the response, the firm’s ability to
arry it out, and the associated costs. While PMT has been used ex-
ensively to understand user adoption of security behaviors, its ap-
lication to organizational technology adoption remains limited
 25 , 26 ]. For our study, PMT is the most appropriate theoretical lens
or this context because it uniquely captures the cognitive risk per-
eptions and behavioral coping mechanisms that drive decision-
aking under uncertainty. 
This study extends PMT to the organizational level, interpret-

ng digitalization as a motivated protective behavior undertaken
n response to cybersecurity threats. Firms may adopt digital tech-
ologies both as a means of protection and as an enabler of opera-

ional performance, but only if they believe they have the capabil-
ties to manage cyber risks. The study also recognizes that digital-
zation is not binary, but a cumulative, dynamic process in which
irms progressively integrate more complex technologies as they
uild competence and resilience. In doing so, the relationship be-

ween cybersecurity and digitalization may vary depending on the
irm’s stage of digital maturity. Operationally, this study defines a
irm’s digital maturity by the breadth of its digital integration, mea-
ured as the cumulative number of digital technologies the firm
as adopted [ 2 ]. 

To explore these dynamics, we focus on two key research ques-
ions: are SMEs’ perceptions of cybersecurity threat and coping ca-
acity associated with their level of digitalization, and do these re-

ationships vary across SMEs at differ ent stages of digital maturity?
o address these questions, we conducted a national survey of 239
MEs in the UK in 2022 and analyzed the data using both regres-
ion models and artificial neural networks (ANN). 

This paper makes several contributions. Theoretically, it ex-
ends PMT to the domain of SME digital transformation, showing
ow both perceived risk and organizational preparedness shape
igitalization behavior. Empirically, it distinguishes between mul-

iple dimensions of coping appraisal (technical controls, manage-
ial practices, and formal standards) and demonstrates how these
nfluence digitalization in different ways. It also shows that this in-
luence is not uniform: the impact of cybersecurity varies signifi-
antly across firms with different digital maturity profiles, reveal-
ng heterogeneous patterns of motivation and response. Method-
logically, the study combines causal and predictive techniques
to capture both linear and nonlinear dynamics in cybersecurity
decision-making. In doing so, it contributes to a better under-
standing of how cybersecurity concerns shape the digital futures
of SMEs. 

Conceptual framework 

This section outlines the theoretical foundation of the study,
which is anchored in PMT [ 21 ]. We select PMT as our primary the-
oretical lens because it uniquely centers on the cognitive and be-
havioral mechanisms of decision-making under uncertainty, inter-
preting digitalization not merely as an operational upgrade, but
as a motivated protective response to cybersecurity threats. While
alternative frameworks offer valuable insights into organizational
change and technology adoption, they do not fully capture these
specific risk-driven mechanisms. For instance, the Technology–
Organization–Environment (TOE) framework primarily explains
how structural, environmental, and technological contexts influ-
ence an organization’s adoption decisions [ 27 ]. Similarly, the dy-
namic capabilities perspective emphasizes a firm’s overarching
capacity to sense opportunities, seize them, and reconfigure in-
ternal competencies to adapt to rapidly changing environments
[ 28 ]. Although these perspectives are highly relevant, they largely
treat factors like cybersecurity as a contextual constraint or an op-
erational requirement. In contrast, PMT allows us to map exactly
how perceived risk (threat appraisal) and organizational prepared-
ness (coping appraisal) directly motivate or stall technological in-
tegration. Thus, PMT provides a more precise framework for un-
derstanding the interdependent evolution of digitalization and cy-
bersecurity in SMEs. 

PMT and digital technology adoption 

PMT was originally developed by Rogers (1975) [ 21 ] to explain
how individuals engage in protective behaviors in response to per-
ceived health threats. It has since been adapted to various do-
mains, particularly in the field of cybersecurity, where it helps ex-
plain the cognitive mechanisms behind security-related decision-
making [ 22 , 24 ]. PMT proposes that protective behaviors are the
result of two parallel cognitive evaluations: threat appraisal and
coping appraisal [ 29 , 30 ]. 

Threat appraisal refers to the individual or organization’s eval-
uation of the risk posed by a particular threat. It comprises two
components: perceived severity, or the extent to which the conse-
quences of a threat are judged to be serious, and perceived vul-
nerability, which is the perceived likelihood that the threat will af-
fect them [ 23 , 31 ]. In cybersecurity contexts, this might relate to the
perceived business impact of a data breach or the likelihood of be-
ing targeted by phishing, malware, or ransomware attacks [ 32 , 33 ].
Previous research has shown that perceived threat alone does not
always lead to protective behavior, but rather it must be accom-
panied by the belief that effec tive countermeasur es ar e available
and achievable [ 34 ]. 

In this context, the coping appraisal mechanisms are critical.
Coping appraisal comprises three elements: response efficacy, or
the perceived effectiveness of a recommended security measure;
self-efficacy, or the belief in one’s ability to successfully implement
that measure; and response cost, or the perceived barriers such
as time, effort, or financial resources required to act [ 22 , 30 ]. In
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organizational settings, these elements manifest as managerial
confidence in cybersecurity tools, the presence of internal capa-
bilities to implement and maintain protective systems, and the
perceived burden of adopting and integrating such measures into
business operations [ 29 ]. 

Although PMT has primarily been used to study individual
user behavior (e.g. password hygiene and secure browsing), re-
cent scholarship has emphasized its potential for explaining
organizational-level decision-making, particularly in the context
of digital transformation and cybersecurity [ 25 , 26 ]. From this per-
spective, digitalization itself can be conceptualized as a form of
motivated protective behavior. That is, firms may choose to adopt
digital technologies not only for efficiency or productivity gains
but also as a way to build resilience, maintain operational conti-
nuity, and safeguard assets in increasingly hostile cyber environ-
ments. 

In practice, the digitalization of companies is carried out
through the incorporation of digital technologies such as big data,
cloud computing, AI, ML, smart devices, robotics, data analyt-
ics, and blockchain. These technologies involve the integration
of intelligent machines, storage systems, and smart production
infrastructures, which are often enabled through wireless sensor
networks, communication protocols, and distributed control sys-
tems [ 2 ]. Digital technologies, when combined with production
and management systems, serve as the backbone of digital trans-
formation, increasing efficiency, traceability, and responsiveness
across supply chains and operational processes [ 3 , 6 , 35 , 36 ]. How-
ever, the adoption of these technologies also introduces new vul-
nerabilities. The deployment of IoT devices, for example, expands
the attack surface and raises the likelihood of data breaches, while
the integration of cloud platforms raises concerns about privacy,
access control, and regulatory compliance [ 12 ]. As a result, deci-
sions about whether and how to adopt digital technologies are in-
creasingly conditioned by cybersecurity risk perceptions and or-
ganizational capacity to manage those risks. 

This theoretical lens positions PMT as particularly useful in ex-
plaining heterogeneous digital adoption patterns among SMEs,
who often lack formal IT departments and face acute resource
constraints. In these firms, decision-makers are typically owners
or senior managers whose perceptions of cyber threat severity,
their confidence in available protections, and their willingness to
absorb associated costs strongly shape the trajectory of digital-
ization. PMT provides a structured framework for evaluating how
these perceptions translate into action, revealing the cognitive
drivers of both adoption and avoidance in cybersecurity-intensive
environments. 

Cybersecurity in the firms 

As explained above, the adoption of digital technologies involves
the interconnection of organizations, leading to an increase in
network-based activities. They are also increasingly exposed to
cybersecurity incidents [ 15 , 37 ]. Companies are exposed to cyber-
security attacks, which are constantly growing, becoming more
sophisticated, and diversifying in nature [ 10 , 14 , 38 ]. The literature
identifies different types of cybersecurity attacks that use various
techniques, including phishing, malware or web attacks, and the
exploitation of vulnerabilities arising from the incorrect use of IT
systems within organizations. The European Union Agency for Cy-
bersecurity (ENISA) has classified various types of attacks in cy-
berspace [ 39 ], including malware, which accounts for 30% of all
cyberattacks. Other attacks include website and domain attacks
to steal personal information and bank details, as well as phishing
attempts that seek to impersonate identities and deploy malware.
Apart from external attacks, internal staff can also cause security
breaches, either intentionally or unintentionally. ENISA [ 39 ] high-
lights the importance of this type of threat, noting that 77% of data
leaks in firms result from internal sources. These cybersecurity in-
cidents have an impact on SMEs in the form of disruptions, which
can affect business operations and hinder staff from carrying out
their daily work [ 10 ]. The cybersecurity impact not only results
in economic losses for SMEs but can also have repercussions on
their reputation and legal liabilities. For example, data breaches
and noncompliance with the General Data Protection Regulation
(GDPR) can lead to legal consequences and financial penalties for
SMEs. 

Against this backdrop, cybersecurity in organizations intends to
protect IT systems, consisting of a set of measures, strategies and
procedures aimed at alleviating the risks and vulnerabilities of in-
formation systems [ 17 ]. These actions can be of an operative na-
ture, or even of a strategic and organizational nature [ 40 ]. First,
there are cybersecurity control mechanisms, where the firm de-
velops cybersecurity routines and procedures, developing activi-
ties such as software updates, the use of firewalls and identifica-
tion routines, as well as network security measures, which can be
combined with secure communication methods such as VPN and
data encryption [ 10 ]. Second, companies introduce measures of
an organizational and strategic nature concerning their cybersecu-
rity (cybersecurity management), such as the assignment of teams
for the management of information security, development of poli-
cies and cybersecurity risk assessment systems (for example, ISO
27000s, Cyber essentials), or the inclusion of cybersecurity issues
in the meetings of the senior managers of the companies [ 40 ]. In
this regard, companies find cybersecurity standards to be a mech-
anism that facilitates the establishment of procedures, processes,
and routines within organizations to ensure the proper protection
of the firms. This is the case with international standards such as
ISO 27000 [ 17 ] and UK Cyber Essentials [ 41 ]. These standards pro-
vide guidelines and best practices for companies to enhance their
cybersecurity measures and ensure the security of their systems,
data, and networks. Implementing these standards can help SMEs
establish a strong cybersecurity framework and demonstrate their
commitment to protecting sensitive information and mitigating
cyber risks. 

Research questions 

Drawing on PMT, we conceptualize the digitalization of SMEs as
a motivated protective behavior, undertaken in response to per-
ceived cybersecurity threats and the organization’s perceived abil-
ity to manage those threats [ 21 , 22 , 24 ]. PMT posits that protec-
tive actions emerge through two cognitive evaluations: threat ap-
praisal and coping appraisal. Threat appraisal refers to perceived
severity and vulnerability to cyber incidents, while coping ap-
praisal reflects beliefs about the effectiveness of protective actions
(response efficacy), the firm’s capability to carry them out (self-
efficacy), and the costs associated with such actions (response
cost) [ 23 , 26 , 29 ]. 

To operationalize PMT in the context of SME digitalization,
we examine four interrelated dimensions of cybersecurity capac-
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Figure 1 Conceptual framework. 
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ty: cybersecurity control , cybersecurity management , cybersecu-
ity impact , and cybersecurity standards . 

Cybersecurity control refers to the deployment of technical safe-
uards, including firewalls, malware detection systems, intrusion
onitoring tools, and encryption protocols. These controls en-

ance response efficacy by reducing the likelihood and impact of
yber incidents [ 11 , 13 ]. However, maintaining and updating such
ystems may also introduce response costs, particularly in SMEs
hat lack specialized IT personnel [ 20 , 42 ]. Thus, depending on per-
eived capabilities, cybersecurity controls may either enable or in-
ibit further digitalization. 

Cybersecurity management reflects the organizational routines,
uch as role assignments, security awareness training, monitor-
ng practices, incident response planning, and internal account-
bility structures. These managerial practices contribute to self-
fficacy, as they help SMEs internalize procedures for preventing,
etecting, and responding to cyber threats [ 10 , 15 ]. Yet, building
uch routines requires time, learning, and investment that may be
erceived as effort costs, especially in smaller firms with stretched
anagerial capacity [ 43 ]. 
Cybersecurity impact captures managers’ perceptions of the

everity and probability of cyberattacks and their economic,
perational, reputational, and legal ramifications. SMEs often
nderestimate their own vulnerability, assuming they are “too
mall” to be targeted, which reduces perceived threat and thus
eakens protective motivation [ 16 , 20 , 44 ]. However, as cyber-

ttacks increasingly propagate opportunistically through sup-
ly chains, breaches involving SMEs have become more com-
on, heightening awareness of potential harm [ 19 , 45 ]. When

erceived threat severity outweighs perceived coping capability,
MEs may avoid digitalization due to fear of exposure [ 8 ]. Con-
ersely, when coping capacity is perceived as high, threat aware-
ess may motivate investment in secure digital infrastructures
 24 , 33 ]. 
Cybersecurity standards , such as ISO/IEC 27002, NIST CSF, and
GDPR-aligned data practices, provide codified protective pro-
cedures that formalize cybersecurity governance. Implementing
such standards strengthens both response efficacy (confidence
that controls are effective) and self-efficacy (confidence in the or-
ganization’s ability to manage cyber risks) [ 15 , 17 ]. However, cer-
tification processes and compliance audits require financial re-
sources, skilled personnel, and time, which create response cost
barriers that are amplified in SMEs [ 46 ]. 

Importantly, digitalization in SMEs is not a singular adoption
event but a cumulative, path-dependent transformation, where
firms gradually incorporate increasingly complex digital tools,
such as cloud computing, data analytics, AI-enabled decision sup-
port, IoT devices, and blockchain-based applications, as capabili-
ties and routines develop [ 2 , 35 ]. Therefore, SMEs at different dig-
ital maturity levels will differ in their perceived threat severity,
coping capacity, and response costs. Digitally nascent firms may
view cybersecurity as a constraint, while digitally mature firms
may leverage cybersecurity practices to enable further digitaliza-
tion [ 3 , 18 ]. 

Hence, we propose the following research questions (see Fig. 1 ):

� Research Question 1a (RQ1a): Do SMEs’ perceptions of cyber-
security threat and coping capacity associated with their level
of digitalization? 

� Research Question 1b (RQ1b): Do these associations vary
across SMEs at different stages of digital maturity? 

Methodology and data 

Data 

To address our research questions, we administered a survey tar-
geting SMEs in the UK. The sample was drawn from the Govern-
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Table 1 Distribution by Standard Industrial Classification (SIC) codes. 

SIC section Sector (simplified) Percentage (%) 

A Agriculture 1 
C Manufacturing 8 
E Utilities and waste 0 
F Construction 6 
G Wholesale and retail 9 
H Transport and storage 3 
I Accommodation and food 3 
J Information and 

communication 

17 

K Financial services 3 
L Real estate 1 
M Professional, scientific, and 

technical 
20 

N Administrative and support 8 
O Public administration 0 
P Education 3 
Q Health and social work 4 
R Arts and recreation 6 
S Other services 5 
T Households 0 
U Extraterritorial 2 
Total 100 
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ment’s Inter-Departmental Business Register, which includes or-
ganizations from all sectors of the UK economy. A random proba-
bility sampling approach was used to reduce selection bias, with
an initial target population of 1000 SMEs. Data collection took
place between February and May 2022, covering the period from
2019 to 2022. The survey was conducted online in two waves. Af-
ter reviewing the returned questionnaires and excluding nonre-
sponses and incomplete entries, the final dataset used for analysis
comprised 239 SMEs. The distribution of the sample is made up of
a high percentage (77.8%) of microenterprises (1–9 employees),
with less representation (16.4%) of small companies (10–49 em-
ployees), and lastly, medium-sized companies (50–249 employ-
ees), with 5.8%. Regarding the sectoral distribution, following SIC
classification, we find 19 sectors represented, finding a very bal-
anced sample (see Table 1 ). Thus, the most represented sectors
are professional , scientific, and technical activities (SIC: 74 909),
agents involved in the sale of a variety of goods (SIC: 46 190), manu-
facture of loaded electronic boards activities (SIC: 26 120), business
support service activities (SIC: 82 990), human health activities (SIC:
86 900), amusement and recreation activities (SIC: 93 290), and re-
pair of computers and peripheral equipment (95 110). Finally, we
have found a homogeneous geographical distribution of the sam-
ple across the UK. 

Measures 

The first variable of our research captures digital technologies. In
this study, a firm’s digital maturity is operationalized as its degree
of digitalization , which is considered the degree of penetration of
digital technologies in SMEs. A higher cumulative number of digi-
tal technologies used by SMEs corresponds to a greater degree of
digital maturity. Following previous studies, we employ a multi-
item question asking which of the following digital technologies
has your enterprise adopted?, containing multi-item options: (i)
AI; (ii) Cloud computing; (iii) Robotics; (iv) Smart devices; (v) Big
data analytics; (vi) High-speed infrastructure; and (vii) Blockchain
[ 2 , 5 ]. 

The second group of variables refers to the management of
cybersecurity in SMEs. Previous works [ 10 ] classify cybersecurity
actions in two variables. The first variable refers to the cyber-
security processes and routines used in the period 2019–2022
( cybercontrols ), using a multi-item question. The items chosen in
this question are: (i) Regular software updates (including patch-
ing); (ii) Encrypting or securing data; (iii) Malware protection;
(iv) Use of VPN; (v) Firewalls and network security; (vi) Identity
and Access Management; (vii) Physical security controls on firm-
owned devices; (viii) Only allowing access via firm-owned devices;
(ix) A segregated guest wireless network; and (x) Regular backing
up data securely. The second variable refers to the strategic and
organizational measures in the implementation of cybersecurity
in SMEs ( cybermanagement ), during the period 2019–2022. The
question is multi-item: (i) An outsourced provider that manages
your cybersecurity; (ii) Staff members with information security
or governance responsibilities; (iii) A formal policy or policies in
place covering cybersecurity risks; (iv) Invested in threat intel-
ligence; (v) An independent cybersecurity assessment; (vi) Any
business-as-usual health checks that are undertaken regularly;
and (vii) Formal cybersecurity discussions with the CEO, board
or equivalent. Both cybercontrols and cybermanagement were
constructed as cumulative indices based on the total number of
measures each SME adopted. 

The next variable refers to the cybersecurity impacts in eco-
nomic and management terms in SMEs ( cyberimpacts ). In line with
the literature by Fernandez de Arroyabe and Fernandez de Arroy-
abe [ 10 ] and drawing on the taxonomy proposed by Agrafiotis et
al . [ 47 ], we consider the following incidents generated: (i) Stopped
the business-as-usual activities; (ii) Negative impact on the rev-
enue or share value; (iii) Repair or recovery costs; (iv) Fines from
regulators or authorities, or associated legal costs; and (v) Repu-
tational damage and loss of customer trust. Consistent with the
previous variables, cyberimpacts was constructed as a cumulative
index representing the breadth of incidents experienced. 

The last variable is the possession of the cybersecurity stan-
dards ( cyberstandards ). The question posed was: Has your orga-
nization adopted the International Standard for Information Se-
curity Management (ISO 27001) or Cyber Essential (note, the ISO
27001 is an international standard to manage information secu-
rity from the International Organization for Standardization (ISO),
while Cyber Essentials is a UK Government backed scheme to cer-
tify firms have a minimum level of cyber security.)? The variable is
measured by a Likert scale from 1 to 4, being 1 (No, I am not aware
of these certifications); 2 (No, and do not intend to do so); 3 (No,
but is intending to do so); and 4 (Yes). 

Methods 

To test our research questions, we employed a two-stage an-
alytical strategy combining regression analysis and ANN. This
approach balances the interpretability and inferential power of
regression with the exploratory and pattern-recognition capa-
bilities of ANN, especially for identifying nonlinear relationships
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nd interactions between cybersecurity and digitalization factors
 48 , 49 ]. 

Regression models were used to estimate the effects of cyberse-
urity factors on digitalization levels and to test the significance of
ach dimension. However, due to potential issues of collinearity
nd unbalanced response rates, particularly regarding incident-
elated questions, we complemented this with a multilayer per-
eptron (MLP)-based ANN model [ 46 , 50 ]. 

For the simulation with ANN, we use the typology of ANN as
 MLP. In the context of neural networks, the architecture is re-

erred to as that of a supervised network, which is so named be-
ause the predicted results can be compared to known values of
he output variables. Specifically, the architecture of a MLP con-
ists of an input layer, one or more hidden layers, and an output
ayer. By connecting the neurons in the hidden and output layers

ith their respective weights, it becomes possible to analyze the
nteraction between the input variables. This ANN approach is par-
icularly useful in the cybersecurity context, where data sparsity,
onlinear effec t s, and managerial decision complexity often limit

he explanatory power of traditional linear models. 
To develop the ANN-MLP architecture, we adopted the method-

logy of Wang [ 51 ], Ciurana et al . [ 52 ], Arranz et al . [ 46 ], and Arroy-
be et al . [ 46 ]. The design process entails two critical factors: de-
ermining the number and size of hidden layers and selecting the
ppropriate learning algorithm. The number of inputs and outputs
f the network is determined by the number of input and output
ariables, whereas the number and size of hidden layers are deter-
ined through a trial-and-error approach involving several combi-

ations of the number of hidden layers and neurons [ 46 , 52 ] (To ac-
urately model function approximation, Ciurana et al . (2008) [ 52 ]
uggest that a two-layer neural network is adequate.), with vari-
us activation functions tested to identify the optimal architecture

hat minimizes the error. Our optimal architectures converged on a
ingle hidden layer configuration, with the specific number of hid-
en units dynamically varying between 1 and 12 neurons depend-

ng on the simulation. Specifically, the hyperbolic tangent function
as utilized as the activation function for the hidden layers, while

he SoftMax function was employed for the output layer. Addition-
lly, we employ the backpropagation algorithm for learning, which
djusts the connection weights of each neuron, reducing the error.
he network was trained using a minibatch method with a gra-
ient descent optimization algorithm, configured with an initial

earning rate of 0.4, a lower boundary of 0.001, 10 learning epochs,
nd a momentum of 0.9. To evaluate classification performance
nd guide the learning process, we used cross-entropy error, es-
ablishing a stopping rule of one consecutive step with no de-
rease in error. To ensure model validation and reproducibility, the
ataset was randomly partitioned into a training set (70%) to es-

imate the network parameters and train the model, and a testing
et (30%) to evaluate the model’s predictive accuracy and prevent
verfitting. The resulting models demonstrated strong predictive
apability, achieving overall classification accuracies on the test-
ng subsets that ranged from 50.0% to 100% across the different
luster models. 

nalysis and results 

e first checked the robustness of the survey and the results.
irstly, we analyzed the responses obtained in the two waves,
and we did not find significant discrepancies between the two
waves. Second, we performed checks of the survey to verify the
robustness of the questionnaires and answers, testing the com-
mon method variance and common method bias, following the
method of Podsakoff et al . [ 53 ]. The analysis has identified eight
distinct constructs that collectively account for 60.03% of the vari-
ance. The first factor accounts for 19.19% of the variance, which
is in line with the recommended threshold of 50%. Consequently,
we can infer that common method variance and common method
bias are not a significant concern in our findings. Furthermore, an
initial assessment of the control variables indicates a weak posi-
tive covariance between firm size and the degree of digitalization
(covariance = 0.090, r = 0.116, P = .112). Because this relationship
is not statistically significant, it suggests that firm size alone does
not definitively drive digital maturity within our specific sample of
SMEs. 

Regarding the level of adoption of digital technologies by SMEs,
our results show that the most frequently adopted digital tech-
nology is cloud computing, accounting for 49.8% of cases. AI, big
data, smart devices, and high-speed infrastructure are adopted
to a lesser degree, with a prevalence of 10% among SMEs. The
adoption of robotics and blockchain is relatively infrequent. The
results indicate that the degree of penetration of digital technolo-
gies adopted by SMEs is low. Only 13.8% of companies adopt two
or more digital technologies, while 7.9% adopt three or more tech-
nologies (While these descriptive statistics provide a baseline for
the degree of digitalization, it is important to acknowledge the
possibility that participants may be underreporting their actual
technological footprint. Because the data relies on self-reported
measures from single respondents, adoption rates may appear ar-
tificially low due to a lack of visibility across all organizational de-
partments or the presence of decentralized, informal technology
use (often referred to as “shadow IT”) within the SMEs.). 

Regarding cybersecurity control systems, we observe that 50%
of the SMEs adopted software updates, firewalls, and backing up,
as cybersecurity control systems; however, the least incorporated
are VPN, access management, and network segregation, which are
adopted in < 20% of companies. In line with the previous variable,
we have analyzed the degree of penetration of control systems ( cy-
bercontrol ), measured as a cumulative index of the ten cyberse-
curity control systems. The results show that SMEs combine var-
ious cybersecurity control mechanisms (between 4 and 7 differ-
ent control mechanisms), being the most frequently used software
updates, firewall and malware protection, combined with access
management measures, physical controls or VPN. Regarding cy-
bersecurity management systems, in general, only 10% of com-
panies use some cybersecurity management procedures, such
as outsourcing management, the assignment of personnel to as-
sume these responsibilities, or the setting of policies for cyberse-
curity. Additionally, our results show there is very little use of sev-
eral systems simultaneously ( cybermanagement ), such as the ex-
istence of personnel and discussions on the board of companies,
or the establishment of cybersecurity policies. Regarding the cy-
bersecurity impact ( cyberimpact ), the most frequent impact is the
stoppage of activities and costs derived from the damages of the
incidents. Very infrequent, they damage the firm’s reputation or
problems with the authorities. Regarding the use of cybersecurity
standards ( cyberstandards ), either in the case of Cyber Essentials
or ISO 27000s, ̃ 20% of SMEs are either in the process of imple-
mentation or have implemented one of these standards. 



Journal of Cybersecurity, 2026, Volume 12, Issue 1 7

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

D
ow

nloaded from
 academ

ic.oup.com
/cybersecurity/article/12/1/tyag034/8931525 by U

niversity of G
reenw

ich user on 20 O
ctober 2026
Regarding the first research question (RQ1a) on how cybersecu-
rity is associated with the level of adoption of digital technologies
in SMEs, Table 2 presents the regression results. Cybersecurity has
a positive association with the digitalization of SMEs, and alloca-
tion as a driver for the adoption of digital technologies. More in de-
tail, we find that cybercontrol ( β = −0.176; P < .001), cyberman-
agement ( β = −0.392; P < .001), cyberimpact ( β = −0.586; P <

.01), and cyberstandards ( β = −0.521; P < .001) have a positive
and significant effect on the dependent variable. 

Additionally, in complement to the regression analysis for RQ1,
we conducted an analysis using ANN-MLP. The results have re-
vealed that the optimal architecture for predicting cybersecurity
impact is 4-5-1. This architecture consists of four neurons in the
input layer, five neurons in the hidden layer, and one neuron in
the output layer. The hyperbolic tangent function was used as the
activation function for the hidden layer, while the SoftMax func-
tion was used for the output layer. We evaluated the fitting of the
ANN-MLP design by applying cross-entropy error in both the train-
ing and testing phases, also, we assessed the predictability of our
models using the Receiver Operating Characteristic (ROC) curve.
The ROC curve is a graph of sensitivity versus specificity that in-
dicates the classification performance [ 50 ]. The accuracy of the
model is higher when the curve moves away from the 45-degree
line. Our ROC curve revealed that the selected architecture can
predict > 70% of the output variable values (see Fig. 2 ). 

Additionally, from the simulation with ANN-MLP, Fig. 3 shows
the normalized importance of each input variable on the out-
put variable. The normalized importance is estimated with Gar-
son’s algorithm, where the relative importance of each input vari-
able arises as the absolute sum of the weights of each variable
in each neuron and layer. Cybersecurity control has the high-
est importance ( cybercontrol : 0.339; 100% normalized value), fol-
lowed by cybersecurity impact ( cyberimpact : 0.249; 73.3% nor-
malized value), standards ( cyberstandards : 0.209; 61.5% normal-
ized value), and finally, the cybersecurity management, has the
least importance ( cybermanagement : 0.204; 60.0% normalized
value). 

Regarding the second research question (RQ1b), which exam-
ines how the level of digitalization acquired by SMEs affec t s the
relationship between cybersecurity and the degree of digitaliza-
tion in SMEs, we conducted an exploratory analysis to classify the
SMEs into differ ent gr oups based on their de gr ee of digitalization.
Then, we analyzed if the effect of cybersecurity and the degree of
penetration of digital technologies is homogenous across differ-
ent levels of digitalization. Using the K-mean Cluster as a statis-
tical model [ 54 , 55 ], we have proceeded in two stages. First, the
K-mean input variables are the seven digitalization technologies.
Second, we proceed to the choice of the most robust solution us-
ing Silhouette analysis [ 54 , 55 ]. This analysis allows us to deter-
mine the robustness of the cluster solution, the cohesion of each
cluster and the separation of the groups. Silhouette index takes
values in the interval [ −1, 1], with values closer to 1 being the most
robust solution. After proceeding to obtain the Silhouette index,
the three clusters solution has a higher value of Silhouette (0.75).
Furthermore, we performed a complementary analysis, using the
Schwarz’ Bayesian Criterion [ 56 , 57 ], and the results confirm that
the solution three clusters are the most robust in terms of cohe-
sion and separation. 

The results of the K-mean cluster analysis show that SMEs are
grouped into three clusters. Additionally, we have performed a ro-
bustness check of the analysis, using ANOVA, and the results show
a significant difference in the degree of digitalization as a function
of the cluster variable. In Table 3 , we present the mean values of
each variable used in the analysis for each cluster. Overall, we ob-
serve that Cluster 1 (Digitally Mature) has a higher level of digital-
ization compared to Clusters 2 (Non-Adopters), and 3 (Developing
Adopters), which aligns with a higher level of cybersecurity in the
companies within Cluster 1 (Digitally Mature). 

Cluster 1 (Digital Mature), composed of 25 companies, has an
average level of digitalization of 3.4, indicating that each SME, on
average, adopts between three and four digital technologies (out
of the maximum range of six). In this cluster, 96% of them adopt
cloud computing, to a lesser extent big data (64%), and high-speed
infrastructure (40%). The adoption of smart devices, robotics, AI,
or blockchain is less frequent. As for protection methods, we
observe that cybercontrols have an average score of 5.4, while
cybermanagement has a score of 2.1. This is, in 76% of the cases,
SMEs in this cluster maintain software updates, and use encryp-
tion software (68%), firewalls (68%), malware protection (52%), or
backup solutions (52%). To a lesser extent, they employ network
segregation and access control, for example. Regarding cyberse-
curity management in terms of procedures and routines, it de-
creases in comparison to control systems (average: 2.1). The most
frequently used practices include staff allocation (40%), periodic
checks (32%), board discussions (32%), and the use of cybersecu-
rity policies (32%). Regarding the implementation of cybersecu-
rity standards, ̃ 50% of them have implemented or are in the pro-
cess of implementing cyber essentials standards, and to a lesser
extent, the implementation of ISO 27000 (38.1%). However, there
is a lack of awareness regarding the cybersecurity impact that in-
cidents have on the SMEs in this cluster, although this is common
across all the clusters. 

As for Cluster 2 (Non-Adopters), containing 119 SMEs, we see
that the level of digitalization is almost non-existent, with an aver-
age score of 0.1 on a scale of 0–6. Thus, when SMEs have adopted
any digital technology, it is primarily robotics (2.5%), big data
(1.7%), and blockchain (1.7%). Further analyzing these results,
we find that the adoption of these digital technologies is concen-
trated in only 7% of the SMEs. In terms of the implementation
of cybersecurity mechanisms, it is very limited, primarily based
on software updates (28%), firewalls (25%), and backup solutions
(24.4%). Regarding organizational procedures and routines, the al-
location of specific personnel (5.9%) and outsourcing (5.0%) are
the most common practices. As for the implementation of cyber-
security standards, it only applies to < 5% of SMEs, both in ISO and
Cyber Essentials. Similarly, there is almost no knowledge of cyber-
security incidents. 

Cluster 3 (Developing Adopters), involving 95 companies, is
positioned in an intermediate position compared to the previ-
ous clusters. In terms of the level of digitalization, it is limited,
with an average adoption score of 1.2 for digital techniques. The
most adopted digital technologies are high-speed infrastructure
(12.6%), smart devices (9.5%), and big data (8.4%). Regarding cy-
bersecurity management, the frequent use of control mechanisms
such as firewalls (58.9%), backup solutions (57.9%), malware pro-
tection (56.8%), and software updates (66.3%) can be observed.
To a lesser extent, organizational procedures and routines are im-
plemented, such as periodic checks (20.0%) and policies (22.1%).
Approximately 25% of the companies have implemented cyberse-
curity standards. Lastly, in line with the previous clusters, there is
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Table 2 Regression analysis. 

Variables Model 1 Model 2 Model 3 Model 4 Model 5 

Size 0.176 ∗ (0.044) 0.029 (0.264) −0.229 (0.280) 0.156 (0.266) 0.258 (0.281) 
Growth 0.319∗∗∗ (0.129) 0.244∗∗ (0.143) 0.244∗∗ (0.144) 0.270∗∗ (0.143) 0.282∗∗ (0.151) 
Competencies −0.320∗∗∗ (0.114) −0.218∗∗∗ (0.133) −0.167∗∗∗ (0.070) −0.447∗∗∗ (0.168) −0.212 ∗∗ (0.175) 
CYBERCONTROL 0.176∗∗∗ (0.060) 
CYBERMANAGEMENT 0.392∗∗∗ (0.092) 
CYBERIMPACT 0.586∗∗ (0.229) 
CYBERSTANDARDS 0.521∗∗∗ (0.157) 
-2 Log Likelihood 340.512 368.859 356.357 340.512 340.512 
Chi-Square 21.7434 16.752 27.867 21.743 21.743 
Sig. 0.000 0.002 0.000 0.001 0.001 
Cox and Snell 0.156 0.116 0.185 0.102 0.156 
Nagelkerke 0.144 0.115 0.197 0.108 0.166 
McFadden 0.047 0.090 0.072 0.038 0.060 

Notes: Dependent variable: Degree of digitalization. Number of observations: 239. ∗P < .05; ∗∗P < .01; and ∗∗∗P < .001. 

Figure 2 ROC curve in ANN-MLP simulation. Note: The legend values (0–5) represent the categorical levels of the dependent variable, DIGITALIZATION, 

operationalized as the cumulative number of digital technologies adopted by an SME. 
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Figure 3 Normalized importance of ANN-MLP simulation. 

Table 3 Mean values of clusters. 

Variables Range 

Cluster 1 (digital ma- 

ture) Cluster 2 (nonadopters) 

Cluster 3 (developing 

adopters) 

Min. Max. Mean Std. D. Mean Std. D. Mean Std. D. 

DIGITALIZATION 0.00 6.00 3.440 1.260 0.100 0.399 1.242 0.430 
CYBERCONTROLS 0.00 10.00 5.400 3.500 1.705 2.799 4.252 3.361 
CYBERMANAGEMENT 0.00 7.00 2.120 2.697 0.235 0.788 1.084 1.843 
CYBERIMPACT 0.00 5.00 0.320 1.029 0.092 0.318 0.147 0.618 
ISO 1.00 4.00 2.285 1.270 1.619 0.961 1.930 1.025 
CYBER ESSENTIALS 1.00 4.00 2.714 1.189 1.619 0.854 2.027 1.150 
TOTAL SMES 25 119 95 

Note: For Cluster 1, 60% are microenterprises, 28% small companies, and 12% medium-sized companies. For Cluster 2, 71% are microenterprises, 20% small 
companies, and 9% medium-sized companies. For Cluster 3, 87% are microenterprises, 11% small companies, and 2% medium-sized companies. 
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a significant lack of awareness regarding the impact of cybersecu-
rity incidents on the SMEs in this cluster. 

To further explore RQ2 and identify the differ ences in per cep-
tion among the three clusters regarding which cybersecurity vari-
able has the most impact on the degree of digitalization of SMEs,
we conducted an ANN-MLP analysis. Figure 4 displays the normal-
ized importance of cybersecurity variables, illustrating the archi-
tecture of the ANN-MLP and the degree of robustness for each
cluster. The results reveal significant differences among the three
clusters. In Cluster 1 (Digitally Mature), which has a higher level of
adoption of digital techniques and a greater degree of cybersecu-
rity implementation, the findings indicate that cybersecurity man-
agement (cybermanagement) and cybersecurity standards (stan-
dards) are of greater importance in the adoption of digital tech-
nologies, while cybersecurity control mechanisms (cybercontrol)
and cybersecurity impact (cyberimpact) are of lesser importance.
However, for the clusters with a lower level of digitalization, Clus-
ter 2 (Non-Adopters) highlights the importance of cybersecurity
impact (cyberimpact), while Cluster 2 (Developing Adopters) em-
phasizes the significance of cybersecurity control (cybercontrol) in
the adoption of digital technologies. 

Discussion 

Baseline configurations: technology 

complexity and cybersecurity myopia 

Our results have demonstrated the limited level of digitalization in
SMEs, primarily based on the use of cloud computing, sometimes
complemented by AI applications, smart devices, or high-speed
infrastructure. The findings corroborate previous studies that have
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Figure 4 Normalized importance of ANN-MLP simulation Clusters. 
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argued the complexity of adopting digital technologies as the pri-
mary obstacle to achieving a higher level of digitalization [ 2 ]. We
observe that cloud computing is characterized as having a lower
level of complexity compared to, for example, the use of big data,
which requires analytical capabilities, or AI applications and smart
devices, which require knowledge of the wide variety of applica-
tions available in the market and their potential use. Therefore, in
line with the literature, this complexity serves as a disincentive for
SMEs to adopt these technologies [ 2 , 58 ]. Moreover, Kshetri, and
Ballestar et al . [ 18 , 59 ] pointed out that blockchain and robotics
have been characterized not only by their level of complexity but
also by their specificity; for example, blockchain has seen exten-
sive use in logistics, making it challenging for SMEs to adopt digi-
talization. From a PMT perspective, these findings reflect the role
of response cost, one of PMT’s core coping appraisal dimensions.
When SMEs perceive the implementation of advanced digital tech-
nologies as costly or complex, their coping appraisal decreases,
reducing motivation to adopt such technologies [ 34 ]. Moreover,
limited internal expertise lowers self-efficacy, further constraining
digitalization decisions [ 23 ]. 

Regarding cybersecurity in SMEs, our results reveal a limited
implementation of control and management systems, as well as
cybersecurity standards, confirming previous research that high-
lights SMEs’ myopia toward cybersecurity [ 10 ]. The literature indi-
cates that SMEs perceive themselves as less likely targets for cyber-
security attacks, leading to low involvement of senior managers in
cybersecurity management and the use of limited cybersecurity
systems [ 16 , 20 ]. Our results support previous works [ 10 ], conclud-
ing that cybersecurity management primarily relies on control sys-
tems such as firewalls, malware protection, and software updates.
While the implementation of organizational security procedures
and processes is almost nonexistent across the broader SME sam-
ple, where cybersecurity management mainly involves assigning
responsibilities without defining policies or routines, our cluster
analysis reveals that these organizational measures become a crit-
ically important, distinguishing capability for the specific subset
of highly digitalized firms. Moreover, our results emphasize the
low awareness SMEs have of potential attacks and their limited
interest in implementing cybersecurity standards, corroborating
previous literature [ 10 , 20 ]. This pattern aligns with low threat ap-
praisal, where SMEs underestimate both attack likelihood (per-
ceived vulnerability) and the severity of consequences [ 29 ]. PMT
suggests that when threat appraisal is low, protective behavior
is unlikely, even when coping strategies are available [ 24 ]. Thus,
SMEs’ limited cybersecurity investment emerges not simply from
resource constraints, but from cognitive underestimation of cyber
risk. 

The interdependent nexus of 

cybersecurity capacity and digitalization 

(RQ1a) 

Regarding the first research question (RQ1a), which investigates
the relationship between cybersecurity and the degree of digital-
ization in SMEs, our results demonstrate a positive association.
First, in line with previous literature, an increase in the cyberse-
curity management level will potentially lead to a higher level of
digitalization [ 11 , 15 , 60 ]. Corallo et al . [ 15 ], and ISO/IEC 27002:2022
[ 17 ] have emphasized how cybersecurity protection facilitates on-
line activities, mitigates potential incidents, and establishes orga-
nizational procedures and processes for conducting online oper-
ations. Through the PMT lens, this reflects increased self-efficacy
(belief that the organization can manage threats) and response ef-
ficacy (belief that security measures are effective), both of which
increase motivation to adopt digital technologies [ 22 , 23 ]. 

In this regard, we highlight that the greater implementation
of cybersecurity standards positively impacts online activities by
defining organizational processes and procedures (e.g. [ 15 , 17 ]).
Theoretical perspectives, such as the self-determination theory
[ 61 , 62 ] suggest that managers make decisions based on factors in-
cluding control over activities. Considering the significance of se-
nior managers’ decisions in SMEs, we can infer that greater con-
trol over online activities, enabled by routines, procedures, and or-
ganizational processes, will facilitate the decision to increase the
level of digitalization. 

Furthermore, the results show that a higher cybersecurity im-
pact in SMEs is associated with a higher likelihood of increas-
ing the level of digitalization. Existing cybersecurity literature has
emphasized the role of cloud computing, blockchain, and smart
devices as enablers of cybersecurity protection in organizations
[ 18 , 63 ]. SMEs upload their data to the cloud, relying on IT service
providers’ secure servers to safeguard their data and avoid data
breaches and potential issues with GDPR compliance. Similarly,
Kshetri [ 18 ], and Dahiya et al . [ 19 ] have drawn parallels between
encryption tools and blockchain, where the underlying principles
of cryptography, decentralization, and consensus ensure trust in
transactions. Finally, although more fragile from a cybersecurity
perspective, the use of smart devices with their own protections
and encryption systems allows SMEs to utilize digital platforms
for conducting their activities [ 19 ]. This finding highlights a sec-
ond PMT mechanism: when perceived threat severity increases
but coping appraisal is strong, organizations are more likely to pur-
sue protective actions; in this case, digitalization [ 26 , 29 ]. In other
words, digital technologies could be being adopted not only for ef-
ficiency gains but as defensive infrastructure. However, while our
PMT framework conceptualizes digitalization as a protective re-
sponse enabled by cybersecurity preparedness, we must also ac-
knowledge the reciprocal nature of this relationship. The adop-
tion of new digital technologies inherently expands an organiza-
tion’s attack surface, which in turn compels them to implement
stronger cybersecurity controls and management systems to pro-
tect these new assets. Therefore, rather than a strictly unidirec-
tional causal pathway, our findings suggest that cybersecurity and
digitalization coevolve in a mutually reinforcing cycle where tech-
nological adoption and protective capacity continuously drive one
another. 

Lastly, the results highlight the importance of cybersecurity fac-
tors in the level of digitalization of SMEs. We observe that cyberse-
curity control measures and cybersecurity impact have relatively
greater importance compared to cybersecurity standards and cy-
bersecurity management influencing the degree of digitalization
in SMEs. As mentioned earlier, the literature has already under-
scored the limited importance of cybersecurity in SMEs compared
to large companies, with SMEs primarily focusing on basic control
systems while neglecting routines and organizational processes
[ 10 ]. This reflects a reactive protection posture, where SMEs en-
gage in protective behaviors only after perceiving immediate cy-
ber threat [ 23 ], rather than proactively building organizational se-
curity capacity [ 24 ]. 
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Overall, our findings emphasize the positive influence of cyber-
ecurity measures on digitalization in SMEs, emphasizing the rel-
tive importance of different cybersecurity factors in this context.

aturity-based heterogeneity in cognitive 

ppraisals (RQ1b) 

egarding the second research question (RQ1b), which investigates
hether the effect of cybersecurity on the penetration of digital

echnologies is homogenous across different levels of digitaliza-
ion, our results have shown heterogeneity in this effec t. First, the
esults reveal a group of SMEs (Cluster 1—Digitally Mature) that
redominantly combine cloud computing with big data and high-
peed infrastructure as their primary digital technologies. This
ector comprises companies that manage and explore data, such
s publishing activities or information services, as well as busi-
esses that utilize networks to transmit significant informational
ackages, such as motion pictures, videos, and television. In line
ith previous studies, we observe that sector-specific technolog-

cal needs, along with the prior level of digitalization, influence
he level of digitalization (see for example, [ 64 ]). The literature has
dentified experience, competencies, and skills in handling digital
echnologies as motivating factors for digitalization [ 6 , 35 ]. More-
ver, we find that the level of implementation of cybersecurity sys-

ems is the highest in this cluster, with a substantial number of
MEs having cybersecurity standards in place, along with corre-
ponding cybersecurity procedures, routines, and organizational
rocesses. This facilitation of new digital technology adoption is
ttributable to the presence of cybersecurity management prac-
ices. When considering the importance of cybersecurity at the
evel of digitalization, these SMEs prioritize cybersecurity manage-

ent and cybersecurity standards as the factors with the most sig-
ificant impact, compared to cybersecurity impact and cybersecu-
ity control. These results confirm that the possession of organiza-
ional processes, routines, and cybersecurity measures resulting
rom the implementation of standards or cybersecurity manage-

ent facilitates digitalization [ 17 ]. Possessing appropriate protec-
ion measures in the organization, coupled with an organizational
tructure and processes, enables managers to have greater con-
rol over the situation, making them more inclined to introduce
ew digital technologies by mitigating the uncertainty of potential
ybersecurity incidents [ 62 ]. 

Secondly, Cluster 2 (Non-Adopters) comprises SMEs with an
ncipient adoption of digitalization and cybersecurity. Although
hese companies potentially belong to sectors that are suscep-
ible to digitalization, such as consultancy, architecture or engi-
eering activities, scientific research and development, or mar-
et research, they have not fully embraced digitalization. Further-
ore, the level of cybersecurity in this cluster follows a parallel
ith the level of digitalization, being scarce and primarily based
n minimal cybersecurity control tools. When considering the fac-

or with the most significant impact, we find that cybersecurity im-
act takes precedence, followed by cybersecurity measures. Thus,

he results align with previous studies indicating that the trigger
or digitalization in these companies is their use as a cybersecurity
rotection system [ 19 , 59 ]. 

Lastly, the results demonstrate a third group with an interme-
iate level of digitalization and cybersecurity, belonging to sec-

ors similar to those in Cluster 2 (Non-Adopters). These companies
ave achieved a certain level of digitalization, not only driven by
market needs but also consider an adequate system of protection
based on cybersecurity control mechanisms as the catalyst for dig-
italization [ 19 , 59 ]. Interestingly, cybersecurity standards appear to
have a secondary role in this cluster. This is in line with previous
studies that consider that senior managers perceive the impor-
tance of controlling activities and mitigating uncertainties in the
network as key factors in the decision to adopt digital technolo-
gies [ 61 , 62 ]. 

Overall, these differ ences r eflec t varying combinations of thr eat
appraisal and coping appraisal across maturity stages, consistent
with PMT [ 21 , 26 ]. For the majority of SMEs in our sample, risk ap-
praisals remain low, a condition that inherently corresponds to the
limited degree of overall digital adoption observed. According to
PMT principles, without a significant perceived threat, there is lit-
tle motivation to engage in complex protective behaviors, such as
extensive technological integration. Because PMT captures funda-
mental cognitive mechanisms rather than fleeting technological
trends, these underlying appraisal behaviors represent stable psy-
chological processes [ 21 , 65 ]. However, as SMEs become more dig-
itally advanced and their attack surface expands, their threat ap-
praisal naturally increases. Within this specific subset of advanced
firms, those with high threat appraisal and strong coping appraisal
advance in digitalization, while those with high threat but low cop-
ing capacity remain stalled. 

Furthermore, these empirical findings validate our theoretical
choice of PMT over alternative organizational frameworks. If an-
alyzed strictly through the TOE framework, cybersecurity might
have been reduced to a static environmental constraint or tech-
nological barrier [ 27 , 66 ]. Instead, our data reveals it is a dynamic,
cognitive driver that actively motivates adoption depending on
the firm’s maturity. Similarly, while the dynamic capabilities per-
spective elegantly describes how advanced SMEs (such as those
in Cluster 1—Digitally Mature) “sense and seize” digital opportuni-
ties by reconfiguring their organizational routines and assets [ 28 ],
it largely assumes the motivation to do so. By viewing this through
the lens of PMT, our results clarify the psychological mechanics
behind capability building: the development of advanced digital
and cybersecurity capabilities is directly motivated by the cogni-
tive need to align escalating threat appraisals with robust coping
mechanisms. 

Conclusion 

The objective of this study was to examine how cybersecurity in-
fluences the digitalization of SMEs. We conceptualized digitaliza-
tion as a dynamic, cumulative process in which firms progressively
adopt digital technologies (from basic to more complex systems)
as they acquire new capabilities. In parallel, this process increases
organizational exposure to cyber threats, making cybersecurity
not only a technical requirement but also a strategic variable that
shapes the trajectory of digital adoption. 

To understand this relationship, we drew on the PMT [ 21 , 22 ],
which posits that individuals and organizations engage in pro-
tective behavior when they (1) appraise the severity and likeli-
hood of a threat (threat appraisal), and (2) believe they have the
capacity and tools to cope with it (coping appraisal). We oper-
ationalized four dimensions of cybersecurity (controls, manage-
ment, impact, and standards) as indicators of these two cogni-
tive processes. This framework enabled us to interpret digitaliza-
tion as a motivated response to cybersecurity concerns, driven by
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firms’ perceptions of cyber risk and their confidence in mitigating
it [ 23 , 26 , 29 ]. 

Our first contribution is theoretical. We extend PMT from its tra-
ditional focus on individual behavior to organizational decision-
making in the context of digital transformation. While prior re-
search has applied PMT to individual users’ adoption of cyber-
security practices [ 24 , 34 ], few studies have examined how firms,
and in particular SMEs, respond to cybersecurity threats when
planning or implementing digital technologies [ 67 ]. Our findings
show that SMEs’ level of digitalization is significantly influenced by
both threat appraisal (e.g. perceived cyber impact) and coping ap-
praisal (e.g. existing controls, standards, and management prac-
tices). Firms with higher perceived risk and stronger internal capa-
bilities are more likely to digitalize. This expands the theoretical
scope of PMT and offers a more nuanced understanding of tech-
nology adoption under conditions of uncertainty. However, this
contribution must be qualified by the size of the organizations that
participated in our study. Because our sample consists predomi-
nantly of micro and small enterprises, these dynamics specifically
reflect the unique, resource-constrained realities of this popula-
tion and may not fully represent the digitalization and cybersecu-
rity pathways of larger, well-resourced organizations. 

A second contribution lies in our understanding of digitaliza-
tion as an uneven and path-dependent process. Prior literature
has often treated digitalization as a binary or linear transforma-
tion [ 3 , 68 ]. While the generally low levels of adoption in our sam-
ple might initially suggest a simple binary between adopters and
nonadopters, our study challenges this view by revealing mean-
ingful nuances in how cybersecurity factors influence adoption de-
cisions across different stages. Through cluster analysis, we identi-
fied three distinct groups: digitally advanced SMEs with mature cy-
bersecurity capabilities; digitally limited firms with minimal cyber
awareness; and an intermediate group relying primarily on tech-
nical controls. These findings highlight that cybersecurity affects
digitalization heterogeneously, depending on where firms are sit-
uated in their transformation journey. 

At low levels of digitalization, cybersecurity may act as a basic
protective tool. For example, firms may adopt cloud platforms to
outsource data protection or use simple firewalls to guard against
attacks. In this case, threat appraisal is often low, and coping ca-
pacity is rudimentary. As SMEs become more digitally advanced,
they begin to integrate more sophisticated cybersecurity routines
(e.g. ISO 27001, policy frameworks, and internal roles), which en-
hance self-efficacy and response efficacy. In such contexts, cyber-
security becomes a strategic enabler of digitalization rather than
a barrier. This reflects the full activation of PMT: perceived threats
motivate protective action when firms believe they have the ca-
pacity to respond effectively [ 22 , 29 ]. 

Our third contribution is practical. For SME managers, our find-
ings highlight the importance of building cybersecurity capabili-
ties not only to defend against threats but to unlock digital oppor-
tunities. Technical measures alone, such as firewalls or antivirus
software, are insufficient for sustained transformation. Instead,
firms should invest in organizational cybersecurity management
practices, including staff training, executive oversight, and adop-
tion of standards like Cyber Essentials or ISO/IEC 27002 (ISO/IEC
27002:2022). These routines increase managerial confidence and
institutional readiness for adopting new technologies. This prac-
tical implication is directly supported by our cluster analysis re-
sults, which demonstrated that the most digitally advanced sub-
set of SMEs (Cluster 1—Digitally Mature) was uniquely character-
ized not just by technical controls, but by a significantly higher im-
plementation of these strategic and organizational cybersecurity
management measures. 

For policymakers, our findings suggest that cybersecurity sup-
port schemes should be better aligned with digitalization policy.
Rather than treating cybersecurity as an end in itself, governments
should recognize its enabling role in SME transformation. Public
programs that subsidize cybersecurity certification, offer training,
or provide toolkits for developing internal processes can lower
perceived response costs and raise coping appraisal, especially in
smaller firms with limited resources [ 10 , 20 ]. 

Finally, we offer a methodological contribution by combining
regression analysis with machine learning (ANN-MLP) to model
complex, nonlinear relationships among variables. This dual ap-
proach addresses common empirical challenges in cybersecurity
research, including collinearity, non-normality, and unbalanced 

response data [ 46 ]. Our ANN results confirm and extend the re-
gression findings, revealing the relative importance of different cy-
bersecurity dimensions depending on the digital maturity of firms.
Our paper illustrates the value of hybrid analytic models for study-
ing multifactor phenomena such as digitalization. 

Finally, while this study offers valuable insights, certain limita-
tions present avenues for future research. First, our findings are
based on a sample of UK SMEs. While the UK provides a robust
context due to its established regulatory frameworks (e.g. GDPR)
and national cybersecurity initiatives (e.g. Cyber Essentials), fu-
ture research should explore whether these dynamics general-
ize to SMEs operating in other institutional or regulatory envi-
ronments with different compliance pressures. Second, our sur-
vey data was collected in 2022. Given the rapid evolution of both
digital technologies and the cybersecurity threat landscape, spe-
cific technological adoption patterns may shift. However, because
our conceptual framework relies on PMT, the underlying cognitive
mechanisms we observe represent stable psychological processes 
[ 21 ]. Therefore, the fundamental relationships between perceived
protection capacity and technology adoption are likely to persist
over time. Nonetheless, future research using more recent data
could examine how emerging challenges, such as AI-driven cyber
threats, might alter these specific appraisal thresholds. Moreover,
as the digital landscape continues to evolve rapidly, future studies
should also broaden the scope of digital tools tracked to include
emerging innovations such as Virtual Reality and Augmented Real-
ity, which will inevitably introduce new, unique cybersecurity chal-
lenges for SMEs. 
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