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Abstract

While Al ethics ensures fairness, accountability, and protection of user rights, dark patterns manipulate users to take
unintended actions on digital interfaces. Related studies uncover limited insights into how reliably; human experts and
Al models can detect dark patterns within a specific taxonomy. Our research fills this gap by asymmetrically examining
cross-origin detection performance of human and AI/LLM evaluators (each evaluator’s ability to detect dark patterns
generated by the opposite source) to understand their limitations and future potentials. Using GPT-4.1, we generated 200
Ul images (with matched dark and non-dark pattern pairs) and selected 200 UI images collected 200 human-created UI
screenshots from the ContextDP/AidUI dataset, based on computational, methodological, and statistical considerations.
We calculated inter-rater reliability, recall, and error distribution. The results show that UX experts achieved substantial
agreement (k=0.75) and significantly higher recall (r=0.99) over AI/LLMs. We present a novel study which explore the
performance of AI/LLMs and UX experts in detecting dark patterns in Ul images, and provide a benchmark dataset that
could be useful to future research, while discussing empirical insights into the role, limitations, and promise of AI/LLMs
in UI/UX design ethics and auditing, in realistic deployment scenarios.

Keywords Dark patterns - Deceptive design - Human-centered Al - Al ethics - Large language models - Quantitative
study

1 Introduction

Human-AlI research and design is gaining traction in recent
years with applications spanning across domains such
healthcare, education, sustainability, ecommerce, etc. While
user experience design efforts in these domains incorporate
Al ethics principles including accountability and fairness,
data privacy, and respect for human rights of target users
[38], dark patterns expose the impacts of deceptive interfaces
on Al-driven applications. Dark patterns, which are user
interface (UI) elements designed to manipulate users into
unintended actions, are an increasingly prominent concern
in Human-Al interaction, digital ethics, and UX design [41].
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challenges for identifying, generating, and mitigating these
deceptive design practices at scale [58].

Recent advances in multimodal LLMs, such as GPT-4o,
Claude, and Perplexity, have enabled, sarcasm detection,
multimodal generative Al, misinformation detection and
the generation of visually coherent Ul screens from natural
language prompts [16, 23-25, 43, 54, 56], blurring the line
between human-designed and machine-generated interface
elements. While these tools offer powerful capabilities for
designers and prototypes, they also pose risks of creating
dark patterns, either unintentionally through vague prompts
or deliberately through misuse. Although recent research
has examined LLMSs’ ability to produce dark patterns [45],
there is still limited understanding of how consistently
human experts can identify dark patterns in Al-generated
Uls, or whether LLMs can reliably detect such patterns in
human-designed interfaces.

This current research aims to address this gap by exam-
ining cross-origin detection performance, that is, each
evaluator’s ability to detect dark patterns generated by the
opposite source. This design isolates evaluative capability
independent of shared generative or stylistic priors, thereby
reducing familiarity bias and avoiding artificially inflated
performance that may arise from stylistic alignment. Specif-
ically, we sought to answer the following research questions:

RQ1: How reliably do UX experts classify Al-generated
Ul images as dark patterns or non-dark patterns? This ques-
tion probes inter-rater reliability among experts and tests
the assumption that human UX expert raters will reach sub-
stantial agreement when evaluating whether Al-generated
images conform to known manipulative design practices.

Hypothesis: The null hypothesis posits high agreement,
while the alternative hypothesis anticipates variability in
expert interpretations.

RQ2: What is the performance of Human experts clas-
sifying dark patterns created by LLM relative to the perfor-
mance of LLM classifying dark patterns created by human?

Hypothesis: We hypothesize that differences in per-
formance may point to limitations in either human inter-
pretability of Al outputs or Al interpretability of human
intentions.

RQ3: Do human experts and LLMs differ systematically
in the types of classification errors (true positives vs. false
negatives) they make when detecting dark patterns in Ul
screenshots?

We explored whether human experts and LLMs make
systematically different kinds of classification errors. Spe-
cifically, we compare their rates of false positives and false
negatives to understand whether human Ul expert raters are
more conservative in labeling something a dark pattern or
whether LLMs are more prone to overgeneralization. This
error analysis offers insight into the qualitative differences
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in evaluating reasoning between humans and machines.
This study focuses specifically on the “interface interfer-
ence” category of dark patterns, which includes design
strategies such as preselection, toying with emotion, choice
overload, false hierarchy, cuteness, and complex language,
patterns that subtly constrain or bias user decisions through
visual and interactional means as classified by Gray et al.
[17], and Luguri et al. [36]. We evaluate how consistently
human experts identify interface interferences in Al-gen-
erated screenshots and examine how LLMs perform when
tasked with identifying the same types of dark patterns in
real-world Ul examples created by humans.

We advance research in image classification in the fol-
lowing ways: (1) We present an empirical study which
examines cross-origin detection performance of human
and AI/LLM evaluators, offering insights into how human
and machine judgments align or differ in ethically sensitive
contexts. (2) We provide a benchmark dataset of 200 paired
UI screenshots, generated via GPT-4.1, showing interface
interference dark patterns and their ethically benign coun-
terparts and which could be useful to future research. Unlike
previous datasets (e.g., [41]), which focused on adversar-
ial prompt engineering or company driven manipulations,
our dataset is designed for direct comparison by control-
ling visual and interactional aspects. (3) We present find-
ings from an empirical assessment of GPT-4.1’s ability to
generate not only persuasive dark patterns but also non-
manipulative Ul equivalents. (4) We gathered and presented
specific insights into how human experts can, with moderate
agreement, distinguish these generative outputs, highlight-
ing both the expressive potential and ethical ambiguity of
LLM-generated Ul content. (5) We present findings from
the analysis of the confusion matrix and error patterns to
reveal strengths and weaknesses of both human and Al eval-
uators, such as LLMs’ tendencies toward lower recall and
precision in detecting dark patterns, relative to human judg-
ment. These findings have implications for developing Al
design tools that are ethically aware and support designers
in creating more transparent and trustworthy user experi-
ences. (6) Finally, this work contributes to the broader con-
versation on responsible Al, UI/UX ethics and governance,
and automated content moderation. We host and maintain
our evaluation framework on GitHub [50]. Understand-
ing how models become more embedded in digital design
workflows and understanding their ethical implications
and human evaluability, will be essential for shaping future
tools, policies, and practices in interaction design.
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2 Literature review
2.1 Overview of dark patterns and taxonomies

Dark patterns are embedded on user interfaces to influence
or manipulate users into making choices and taking actions,
they would not typically choose under normal circumstances
[17]. In human—computer interaction and user experience,
the use of dark patterns sometimes violates ethical stan-
dards of user-centered design [41]. These involve various
deceptive techniques, such as forced actions, misleading
interfaces, false urgency and scarcity, or hiding important
information, all designed to achieve business goals for ser-
vice providers and designers at the expense of users’ privacy
and autonomy. Beyond e-commerce sites, dark patterns also
appear in algorithms and are integrated into smart apps (as
default data-sharing options), mobile apps (through hidden
settings and endless scrolling), and social media platforms
(via notifications meant to increase engagement) [44].
Although it is reported to have been coined in 2010 by
Brignull [37], dark patterns have since gained popularity
among researchers, designers, ethicists, and policymakers
who are consistently seeking ways to analyze and under-
stand different types of dark patterns to address their ethi-
cal violations, including issues of transparency, respect for
user autonomy, cognitive biases, and usability. In recent
years, Brignull [11] introduced some taxonomies and clas-
sifications of dark patterns designed to manipulate users on
digital interfaces, which have been expanded by studies [17,
36, 41]. For example, Mathur et al. [41] identified seven
categories of dark patterns based on their empirical research
of e-commerce websites: Sneaking, Urgency, Misdirec-
tion, Social proof, Scarcity, Obstruction, and Forced action.
These categories describe how interfaces are designed to
influence users to make decisions that benefit service pro-
viders and e-commerce merchants [41]. Furthermore, Gray
et al. [17] outlined five categories of dark patterns incorpo-
rated into user interfaces: Nagging, Obstruction, Sneaking,
Interface Interference, and Forced Action. Nagging involves
repeatedly redirecting users away from their intended tasks
or goals, often to encourage them to perform a different
action. Obstructions are patterns that intentionally make it
difficult for users to perform actions on platforms. Sneak-
ing hides or disguises information that could support users
in making informed decisions. Forced Action requires users
to perform an action they might not otherwise choose to
access a desired feature or complete a task [17]. Similarly,
Luguri et al. [36] presented four categories of dark patterns
including Nagging, Obstruction, Sneaking, and Interface
Interference, three of which are broken down into subcat-
egories. Specifically, Obstruction includes intermediate
currency (using multiple currencies to hide the real cost),

price comparison prevention (difficulty comparing prices
with other products or services), and a roach motel (easy
to sign up but difficult to cancel or unsubscribe). Sneaking
encompasses bait and switch (expecting one outcome but
receiving a different, undesirable one), hidden costs (addi-
tional charges after an initial cost is presented), sneak into
basket (adding unwanted items to a shopping cart without
consent), and forced continuity (automatically renewing a
subscription or service after free trials without clear noti-
fications). Interface Interference includes hidden informa-
tion (making important details difficult to find), preselection
(defaultly selecting unfavorable options for the user), and
aesthetic manipulation (using visual elements to influence
user perception and choices) [36]. Our focus for this paper
is to contribute to research on dark patterns that surface as
Interface Interference.

2.2 Dark patterns detection techniques, challenges,
and impacts on user behaviors

Previous studies have examined the prevalence and effects
of dark patterns on various user groups. These studies high-
light efforts to identify dark patterns in user-focused tech-
nologies. While some research used manual methods to
detect dark patterns, others investigated automated detec-
tion techniques. In this subsection, we discuss method-
ological and theoretical contributions related to these two
approaches, emerging challenges, and their influence on
user-technology interaction behaviors.

For instance, using a manual approach, Maier and Harr
[38] employed qualitative interviews and surveys to explore
how users perceive, respond to, and cope with dark pat-
terns on user interfaces. The results showed inconsistent
user awareness, with some participants able to identify dark
patterns, but many failing to consciously recognize their
implementation on the technology platform. The findings
also revealed that users expressed strong negative emotions,
including frustration, a sense of betrayal, and erosion of
trust in the platform, which influenced future engagement
and prompted active coping strategies such as peer warn-
ings and critical evaluation of interfaces. These strategies
often led to avoidance behaviors or migration to alterna-
tive services [38]. Albert et al. [1] used a mixed-method
design combining a qualitative survey with 80 participants,
experience sampling, interviews, and workshops (n=11) to
examine how user interfaces (chatbots, app notifications,
self-checkout systems) mimic social behaviors. The find-
ings uncovered some social aspects of dark pattern design,
which are implemented through emotionally coercive tac-
tics such as guilt-tripping, overbearing messaging, passive-
aggressive phrasing, and false personalized care, among
other contextually insensitive or skewed interfaces. They
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recommended incorporating design norms that respect user
boundaries, avoiding manipulative social framing, and con-
sidering the role of social behavior in technology platforms
[1]. Similarly, Hettler et al. [22], conducted an online experi-
ment with 273 participants to study how users perceive three
dark patterns used as digital nudges— such as social norms
cues, default settings, and scarcity warnings—in e-com-
merce contexts. While assessing key factors like perceived
usefulness, ease of use, trust, and privacy risk, the results
showed significant challenges and variations in user trust
between groups exposed to default and scarcity nudges and
a control group. The study offered suggestions for increas-
ing user involvement and highlighted design strategies that
promote autonomy rather than manipulation [22]. Addition-
ally, Alharbi et al. [2] examined the prevalence and design
of cookie interfaces on e-government platforms across 50
countries to determine if they comply with GDPR stan-
dards and whether they contain dark patterns. The results
indicated that over 40% of the sites displayed obstruction
patterns, which are design elements that make it harder for
users to refuse consent, while nearly 50% featured forms of
interface interference such as manipulative placement, pre-
selected consent options, or misleading wording [2].

On the other hand, previous research has enabled scal-
able, automated detection of dark patterns, providing valu-
able support for developers, regulators, and researchers in
reducing user deception and improving interface transpar-
ency. For example, Mansur and Moran [40] developed an
automated system to detect design elements in Graphical
User Interface (GUI) design. They introduced AidUI, an
Al-powered solution that uses computer vision and natural
language processing to identify dark patterns in user inter-
faces. Mansur et al. [40] focused on ten specific dark pattern
types, analyzing both visual and textual cues in UI screen-
shots. The results showed that some categories of patterns
were detected reliably, with F1 scores over 0. 0.82, while
AidUI achieved an overall performance with a precision of
0. 0.66, a recall of 0. 0.67, an F1- score of 0. 0.65, and high
localization accuracy (IoU~0. 84). However, challenges
persist. Since dark pattern detection relies on screenshots,
AidUI may not fully capture dynamic behaviors (e. g., pop-
ups triggered by user actions) or time- based manipulations.
Deploying it in real- world settings would require further
adaptation, higher accuracy, and better interpretability for
legal purposes [40]. Mathur et al. [41] conducted a large-
scale analysis of 11, 11,000 shopping websites to examine
the prevalence and nature of dark patterns in user interfaces.
They found 1, 818 examples across 15 specific types and
seven broader categories, such as disguised ads, hidden
costs, and forced continuity, which exploited users’ cogni-
tive biases. The study highlighted the widespread use of
dark patterns supported by institutional and infrastructural
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factors. The authors proposed a taxonomy explaining how
dark patterns influence user decision- making and called for
tools, regulatory oversight, and further research to combat
these harmful practices [41]. Similarly, Soe et al. [60] com-
piled a dataset of cookie banners from 300 news websites
and explored automated detection of dark patterns in cookie
consent banners using machine learning. Their results
showed promising accuracy but also revealed challenges,
such as defining and identifying dark patterns, limitations
of current machine learning methods, and the difficulty
of developing systems that balance accuracy with ethical
considerations.

Although these studies provide some critical informa-
tion to detecting dark patterns on user interfaces, our cur-
rent paper advances research by among other contributions,
asymmetrically examining cross-origin detection perfor-
mance of human and state-of-the-art AI/LLM evaluators
whose results are capable of informing the development of
Al-powered design tools that are ethically aware and capa-
ble of supporting designers in creating more transparent and
trustworthy Human-AlI interaction and experiences.

2.3 Generative Al and dark patterns (opportunities
and risks)

The emergence of AI/ML models has opened opportuni-
ties for research into tools that could assist user-technology
interaction designers and regulators in safeguarding user
autonomy against dark patterns. Recently, studies empha-
sizing how generative Al tools can help detect and fix dark
patterns have gained popularity. For example, driven by
rising regulatory interest, manipulative platforms, and the
need to develop auditing strategies to combat dark pat-
terns, Mills and Whittle [45] explored using generative
Al to identify dark patterns in UI designs. While propos-
ing and testing three approaches, the study found that Al
Vision (which visually detects manipulative Ul elements)
currently shows promise, Choose-Your-Own-Adventure
(which simulates user journeys across different digital skill
levels) has future potential, and Decision Network (a struc-
tured model of user decision pathways) presents technical
challenges needing further investigation [45]. Additionally,
while examining how LLMs can detect and correct decep-
tive Ul designs, Shafer et al. [S8] demonstrate that LLMs
can transform manipulative language into more transparent
UI content through simple, iterative prompts. Their evalu-
ation using GPT-40 and self-created web elements showed
consistent improvements after three iterations, with 91% of
deceptive elements becoming less manipulative and 96% no
more manipulative than originally. This suggests that, even
without prior training, Al can do more than identify dark
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patterns—it can correct them, thereby improving interface
clarity and protecting user autonomy [58].

On the other hand, other studies have highlighted how Al/
LLMs may unintentionally reproduce and/or amplify dark
UX practices that have been gaining traction. For instance,
while examining the presence and types of dark patterns on
312 user interface (UI) components of e-commerce, gen-
erated across four (4) LLMs (Claude, GPT, Gemini, and
Llama), Chen et al. [13] uncovered that over one-third of
the UI components contained at least one dark pattern. They
found that “information hiding,” user action restriction,
etc., are common dark patterns on those components. They
also discovered that prompting LLMs with broader stake-
holder intentions did not significantly reduce the reproduc-
tion of dark patterns. These results raise concerns about
UI/UX design ethics and regulatory oversight, suggesting
that beyond high-level guidance, ethical safeguards, better
prompt engineering, and automated audits may be neces-
sary to protect user autonomy from the unintentional rein-
forcement of harmful interface design practices [13]. While
evaluating LLMs from five leading companies (OpenAl,
Anthropic, Meta, Mistral, Google) for their ability to repro-
duce and detect dark patterns, Kran et al. [30] found that
some LLMs showed consistent dark pattern tendencies and
might be influenced by organizational policies and design
values to display manipulative behaviors that favor devel-
opers’ products and produce deceptive communication,
among other issues. They introduced DarkBench, a com-
prehensive benchmark for detecting dark design patterns in
LLMs, which includes 660 prompts across six categories:
brand bias, user retention, sycophancy, anthropomorphism,
harmful generation, and sneaking. The article also highlights
technical limitations of the tool, such as challenges in test-
ing proprietary models and scope restrictions to six pattern
types [30]. Additionally, Quijada & Serezlic [53] conducted
a between-subjects experiment where participants designed
e-commerce and flight booking interfaces under various
conditions (such as minimal prompts, ethically explicit
prompts, or combined goals of maximizing conversion and
ethics) using LLMs like Claude. After evaluating the outputs
with Gray et al.’s Dark Pattern Ontology, the results showed
that prompts focused solely on ethical design significantly
reduced dark patterns. However, prompts combining ethical
constraints with conversion goals often reintroduced dark
design patterns, including Preselection and hidden costs in
checkout, as well as faux urgency and social proof tactics in
flight booking interfaces.

The results of these studies show that while generative
Al can automate dark pattern detection, clearer and more
context-aware prompts guide Al toward more ethical Ul
outputs. This highlights its potential and offers valuable
insights for policymakers, Al tool developers, and UX

designers aiming to ensure Al-generated interfaces are user-
centric and devoid of manipulative designs that are harmful
to user autonomy and agency.

2.4 Ethical and legal implications of dark patterns
in interface design

Throughout the literature, researchers have explored some
of the ethical and regulatory issues associated with dark
patterns. For example, Herman [21] critically assessed the
EU’s regulatory responses to dark patterns and connected
them to key legal frameworks like the Unfair Commercial
Practices Directive, the Digital Services Act, and the GDPR.
While emphasizing the importance of these legal tools in
promoting transparency in user interface design, the author
called for stronger enforcement, clearer definitions, and bet-
ter policy coordination to effectively regulate dark pattern
designs.

Documented evidence in recent years shows an increase
in legal battles between large corporations and regulatory
agencies due to the unethical use of dark patterns in con-
sumer-focused solutions. These legal disputes often result
in hefty fines and consequences. For example, in the Sep-
tember 2023 case involving TikTok Technology Limited
and the Irish Data Protection Commission (DPC), TikTok
was found liable for encouraging children to access privacy-
intrusive settings through bold text in two pop-up notifica-
tions, obstructing neutral and objective choices. TikTok was
fined €345 million [18]. Additionally, in January 2023, the
U.S. Federal Trade Commission fined Credit Karma $3 mil-
lion for using false "pre-approved" claims to lure consum-
ers into applying for credit cards they often did not qualify
for [39]. There is also an ongoing FTC enforcement action
against Amazon regarding Amazon Prime subscriptions, cit-
ing five types of "dark patterns" in the complaint filed in
the United States District Court, Western District of Wash-
ington, since June 2023 [18]. These and many other legal
cases highlight the urgent ethical issues related to data pri-
vacy, transparency, and fairness-by-design associated with
the use of dark patterns in user-focused AI/ML solutions.
Such practices risk eroding user trust and can lead to data
misuse, threatening online users' well-being and exposing
merchants to legal scrutiny under regulations like the EU’s
GDPR, the California Consumer Privacy Act (CCPA), and
other national and international laws.

Moreover, while highlighting issues in design ethics
and regulatory compliance, especially on how public-sec-
tor platforms intended to uphold privacy and accessibility
standards employ dark patterns, Alharbi et al. [2] brought
to the forefront the ineffectiveness of existing regulations,
as these manipulative interfaces persist despite GDPR’s
emphasis on transparency and user choice. Also, by framing
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dark patterns as relational and ethical breaches in human—
technology interaction, Maier and Harr [38] underscored
the need for ethical design standards, user education, and
robust regulation. This user-centered perspective enriches
HCI and UX literature by linking deceptive design directly
to consumer trust, digital well-being, and the sustainability
of platform—user relationships [38].

2.5 Summary of gaps and our approach

Though extensive research has been conducted on manipu-
lative design patterns in user-technology interfaces, our
review of the existing literature reveals several gaps that
inform our study. For example, our review identified the
widespread use of multiple taxonomies with inconsistent
labels and boundaries. This consistently causes cross-study
challenges in understanding dark patterns, developing and
deploying ethical detection tools, and establishing uniform
regulations. Additionally, it is shown that generative Al
can both create and identify dark patterns, although these
findings are preliminary and need further validation. This
suggests that while generative Al could help reduce harm-
ful design practices, it might also increase harm and limit
user autonomy. Many studies analyzed static screenshots or
text, while others examined dynamic, conditional, or inter-
action-based dark patterns. This gap is crucial because some
manipulative controls only become apparent after sequences
of user actions, such as forced continuity or hidden fees.
Moreover, although automated systems like AidUI, Al
Vision approaches, and DarkBench have practical applica-
tions, they are limited by label scope, regional constraints,
and dynamic contexts, requiring high precision, recall, and
interpretability for real-world use. To advance the field, we
examined cross-origin detection performance of human and
AI/LLM evaluators (each evaluator’s ability to detect dark
patterns generated by the opposite source) to understand
their limitations and future potentials. Our focus is on the
category of “interface interference,” which includes design
tactics like preselection, emotional manipulation, choice
overload, false hierarchy, cuteness, and complex language,
subtle methods that influence or bias user decisions visually
and interactively, as classified by Gray et al. [17] and Luguri
and Strahilevitz [36]. We analyze how consistently human
experts recognize these patterns in Al-generated screenshots
and examine how LLMs perform when identifying similar
patterns in real-world Uls created by humans.
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3 3.Research methodology

The goal of this study was to examine the cross-origin per-
formance of human and Al evaluators in detecting (i.c.,
classifying) dark patterns. Specifically, we assessed the
performance of human UX experts when evaluating Ul
images generated by an LLM, as well as the performance
of vision-enabled LLMs when evaluating human-generated
UI images. To achieve this objective, we conducted a two-
phase experiment using the framework illustrated in Fig. 1.
In Phase 1, we generated a controlled set of Ul images using
GPT-4.1 with a Chain-of-Thought (CoT) prompting strat-
egy and asked human UX researchers (UXRs) to classify
them for the presence of dark patterns. In Phase 2, we col-
lected a dataset of human-created Ul images (including both
dark-pattern and non—dark-pattern designs) from existing
study and employed five multimodal/vision-enabled LLMs
to perform binary classification of these images.

Our methodology was intentionally designed to avoid
a fully symmetric benchmarking comparison between
humans and LLMs, namely, a design in which both humans
and LLMs classify Ul images generated by each source.
Instead, we focused on cross-origin detection performance
and adopted an asymmetric design to better approximate
realistic deployment scenarios. In practice, organizations
may use LLMs to generate Ul design elements and rely on
human UX experts for ethical and quality evaluation. Con-
versely, organizations may deploy LLMs to assess Ul ele-
ments created by human designers. We do not anticipate a
common real-world use case that necessitates symmetric
benchmarking between humans and LLMs. By isolating
evaluative capability across origins, our asymmetric design
reduces familiarity bias and mitigates the risk of artificially
inflated performance resulting from stylistic alignment.

3.1 Promptdesign

In the context of large language models (LLMs), a prompt is
an input statement designed to condition or guide the mod-
el’s behavior [4]. The Al literature identifies several prompt
engineering techniques, including zero-shot, few-shot,
chain-of-thought (CoT), and self-consistency prompting
[12, 47, 57, 65]. Zero-shot prompting relies on the model’s
pretrained knowledge to generate outputs without task-
specific examples. In contrast, few-shot prompting incorpo-
rates input—output examples within the prompt to facilitate
in-context learning and guide model responses. A key limi-
tation of both zero-shot and few-shot prompting is that they
do not explicitly optimize the model’s reasoning processes,
which may result in suboptimal performance on tasks
requiring complex logical inference [12, 47, 57]. Chain-
of-thought (CoT) prompting was introduced to address this
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Fig. 1 Research methodology for investigating cross-origin performance of human and Al evaluators in detecting (i.e., classifying) dark patterns

limitation by eliciting intermediate reasoning steps, thereby
encouraging the model to decompose and reason through
complex tasks more systematically [65]. Building on CoT,
subsequent techniques have been proposed to further
enhance reasoning performance [7, 28, 64]. For example,
zero-shot CoT demonstrates that models can exhibit step-
by-step reasoning without explicit examples by prompting
them to “think step by step” [28]. Self-consistency prompt-
ing extends CoT by generating multiple reasoning paths
and selecting the final output through marginalization or
majority voting [64]. Similarly, Graph of Thoughts (GoT)
conceptualizes LLM reasoning as a directed graph, enabling
non-linear reasoning, intermediate transformations, and
more complex problem-solving strategies [7].

After careful review of commonly used prompting
techniques in the literature, we determined that Chain-of-
Thought (CoT) prompting was best suited for our study.
This decision was informed by the inherently nuanced
nature of dark patterns. Conceptually, dark patterns under-
mine user autonomy by manipulating Ul elements or

attributes (e.g., buttons, color, text) within the decision
space of an interface, thereby interfering with users’ abil-
ity to make informed and autonomous choices [27, 29, 42].
Such manipulation often relies on subtle cues or deceptive
design strategies that steer users toward choices preferred
by the designer [29]. In practice, two primary types of cues
are commonly observed in Ul elements where dark patterns
are present: visual cues (e.g., layout, color, visual hierar-
chy) and linguistic cues (e.g., wording, phrasing, emphasis),
or a combination of both [27, 29, 51, 61]. For example, an
“Agree” button may be visually emphasized through color
contrast or hierarchical prominence relative to a “Don’t
Agree” option. Similarly, urgency-based language such as
“Hurry now” or “Only 5 items remaining in stock” may be
used to influence users’ decision-making processes.

We believe that explicitly eliciting reasoning about visual
and linguistic cues embedded in Ul images can enhance
LLM performance and reduce hallucinations in dark pattern
detection. Accordingly, we employed Chain-of-Thought
(CoT) prompting to encourage structured, step-by-step
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reasoning. These reasoning steps were designed to ground
classification decisions in the model’s interpretation of
observable Ul elements and inferred user intent, rather than
in unsupported or speculative judgments. In developing our
CoT prompt, we drew on established guidelines and best
practices for effective prompt design in the Al literature.
These include providing clear and specific instructions to
minimize ambiguity, strategically rephrasing keywords
to guide model reasoning, and incorporating examples
where appropriate (e.g., in few-shot settings) [13, 17, 58].
These principles informed the design and refinement of the
prompts evaluated in this study.

Prompt design (also referred to as prompt engineering)
is the systematic process of creating, refining, and optimiz-
ing prompts to improve model output. In LLM workflows,
prompts are typically structured hierarchically into two
components: the system prompt and the user prompt [48].

a [&] E] & 01 Classification CO LLM_generate X
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At the top of this hierarchy is the system prompt, which
is generally defined by the developer to initialize the mod-
el’s interaction and specify its behavior, output format, and
operational constraints [48, 66]. The system prompt is not
visible to end users and takes precedence over the user
prompt. In contrast, the user prompt defines the task-spe-
cific input for each session and may include input data or
examples, particularly in few-shot settings [48, 66]. For this
study, we designed and used two distinct Chain-of-Thought
(CoT) prompts, namely zero-shot and few-shot CoT. The
first is a few-shot CoT (see Fig. 2) which we used to gen-
erate synthetic Ul images for Phase 1 of the experiment.
These images were subsequently classified by human UX
researchers (UXRs) for the presence of dark patterns. In
the few-shot COT prompt, the system prompt specified the
model’s persona, constraints, and required output format,
while the user prompt provided the description of the target
dark pattern and included relevant few-shot examples.
€O 008 GROK Class

€O 007 Gemini3 Cal €O 05 Claude 3.7 S«

colab.research.google.com/drive/1_nA4WXvVcdMyLR70mLmBA8HX B e% v (g

Copy of Ragozine - ... (&5 AlternativeTo - Soci.. [J Impact Facto

Q Commands + Code ~ <+ Text D Runall ~
= ! © 1 def prompt(link):
2 try:
Q 3 response = client.chat.completions.create(
4 model="gpt-4.1",
<> 5 messages=|
6 {"role": "system", "content": """You are an expert web developer who
® 7 specializes in HTML and CSS. A user will provide you a image of a web widget
= 8 that will be placed in a website. You need to: (1) Create only HTML and CSS
(o) 9 (Don't generate any other text or json) of the web widget based on the users’
10 input description and UI screenshot uploaded by user. Design the web widget
D 11 to closely resemble a real-world website widget. The widget should be positioned at the top
12 of the viewport with a 20-pixel margin from the top. (2) Generate text
B8 13 that needs to be put inside the web widget, Do not use general
14 placeholder text. (3) You can design the widget by thinking about its
15 content and adding necessary design elements that are not
16 explicitly included in the widget description.
17
18 Output format: You need to return a single html file that uses HTML and CSS
19 to generate the web widget similar te the image user included. Include all
20 CSS code in the HTML file itself. If it involves any images, use placeholder-image.jpg
21 as the placeholder."""},
22
23 “role": "user",
24 “content": [
25 {
26 "type": "text",
27 "text": """I want to design two widgets based on image I included: The first widget displays
28 "default choice" dark pattern (i.e., a deceptive design tactic where a pre-selected option
29 is presented as the default, influencing users to accept it without actively
30 considering alternatives,) with element id 'darkPatten'. The second widget will have similar
31 design but without default choice dark pattern
32 (i.e., not pre-selection is highlighted) with element id 'nonDarkPatten
33 Y,
34 {
35 “type": "“image_url",
36 “image_url": {
37 “url”: link
38 }
39 }
40
41 1
42 }
43 1,
44 stream=False
AR \

Fig. 2 Chain of thought prompt (CoT) used to generate synthetic images
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We designed a second CoT prompt (Fig. 3) to perform
binary classification of human-created UI images. In devel-
oping this prompt, we embedded structured reasoning steps
grounded in the theoretical characteristics of dark patterns.
Specifically, we operationalized visual and linguistic cues
associated with dark patterns by incorporating them as
explicit analytical steps within the prompt (see Fig. 3).

First, the model was instructed to infer the user’s likely
goal when interacting with the interface. Second, it was
asked to describe the structure and presentation of choices,
buttons, and informational elements within the UL This step
was intended to elicit systematic reasoning about potential
visual and linguistic cues embedded in the interface.

Third, the model was prompted to determine whether any
Ul element—visual or linguistic—interfered with the user’s
ability to make an autonomous choice. Where interference
was identified, the model was required to specify its type.
Finally, the model was instructed to integrate these reason-
ing steps into a binary classification decision. For this clas-
sification task, the system and user prompts were identical.
By reiterating the instructions across both prompt levels,

L 01 Classification - Google Drive X

o0 e B
C @

£} Most Visited ) Post Attendee - Zoo... @ Getting Started @ YouTube [ Popular @ Sign Out

cO & 03 Sonar Pro (Perplexity)_classificatioin.ipynb ¥ &
File Edit View Insert Runtime Tools Help

Q Commands + Code ~ + Text P Runall ~

14 SYSTEM_PROMT =

€O 008 GROK Classificatioin.ipynb X

we aimed to reinforce procedural consistency and reduce
the likelihood that the model would omit critical reasoning
steps. The resulting zero-shot CoT prompt is presented in
Fig. 3.

3.2 Data creation and preparation
3.2.1 Al-generated Ul dataset (synthetic data)

Using GPT-4.1 and Chain of Thought prompt, we generated
a total of 200 UI screenshots consisting of 100 dark patterns
and 100 corresponding non-dark pattern designs (Table 1).
We selected a subset of 200 Ul images based on com-
putational, methodological, and statistical considerations.
Running the full experimental pipeline on the entire dataset
would substantially increase GPU time and storage require-
ments, as our evaluation involves computationally intensive
inference, validation, and metric computation. The selected
subset enabled controlled, repeatable experiments within
realistic resource constraints. From a statistical perspec-
tive, a randomly and distributionally sampled subset of

€0 03 Sonar Pro (Perplexity)_class X

O B = colab.research.google.com/drive/19-9_muUl 67% vy P Searcl

Copy of Ragozine - ... @ AlternativeTc

(]
3= © 15 """You are a UX researcher trained to detect deceptive
16 or manipulative user interface designs, commonly known as dark patterns.
@ 17 You specialize in identifying "interface interference" — deceptive design
18 strategies that manipulate the presentation of choices to influence user behavior.
S 19 Your task is to analyze UI screenshots using the following structured reasoning:

o
¢}

20 1. Determine the user's likely goal or intended action on the screen.

o, 21 2. Describe how choices, buttons, and information are visually structured and presented.
22 3. Identify whether any element interferes with the user's ability to make an
cz 23 informed and independent choice.
24 4, If interference exists, determine the subtype:
O 25 - Preselection: Options are selected by default without consent
26 — Hidden Information: Important info is concealed or hard to access
8 27 — Aesthetic Manipulation: Styling misleads user about importance or risk
28 - False Hierarchy: One option is visually emphasized over others
29 Based on your analysis, classify the screen as either:
30 - "DARKPattern" — if interface interference is present
31 - "NonDarkPattern" — if the interface appears fair and transparent
32 End with a short explanation (1-2 sentences) summarizing your judgment.'""
33
34 USER_PROMT = """
35 Analyze the following interface screenshot for interface interference (dark patterns).
36 Apply the structured reasoning process:
37 1. What is the user’s likely goal on this screen?

38 2. How are choices and information visually structured?

39 3. Is the user’s choice being manipulated?

40 4., If yes, what subtype of interface interference is used?

41

42 Then classify the screen as "DARKPattern" or "NonDarkPattern" and briefly justify your answer.
43

a4 v

AR # Cind ~11
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Fig. 3 Chain of thought (CoT) prompt used to classify Ul images generated by humans
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Table 1 Summary of dataset (Dataset samples, prompt templates, label
schema, and evaluation scripts are publicly available upon acceptance
via GitHub [50])

Dataset Source #DP #NDP Taxonomy Classi-
fied by
Synthetic (A) GPT-4.1 100 100 Interface Human
Interference Experts
Human- Context DP 100 100 Interface LLMs
Created (B) Interference
(DP only)

200 images is sufficient to obtain reliable performance esti-
mates. As noted by Bishop & Nasrabadi, and Hastie et al. [8,
20], robust generalization depends more on representative-
ness than on exhaustive evaluation. Our sampling strategy
preserved diversity in Ul layouts and semantic categories,
thereby minimizing sampling bias. Although full-dataset
evaluation may yield marginal gains in statistical precision,
we believe the current design achieves an appropriate bal-
ance between methodological rigor and practical feasibility.

We used Google Colab and Python to interact with the
GPT-4.1 Model via OpenAI’s API. An existing study [7]
used LLM and CoT prompts to generate Ul design ele-
ments (widgets) for an e-commerce website. We adapted
this technique (and reused part of the code and prompts).
However, we implemented some design controls to ensure
consistency and minimize confound. First, we selected Ul
images of each of the 100 dark pattern examples from the
human-created dataset. Then we prompted GPT-4.1 to gen-
erate HTML and CSS recreations of Ul elements (widgets)
for each of those images (see Appendix A.1 for the prompt).
This is to ensure that both human- and Al-generated dark
pattern examples share similar design components, visual
style, and interaction structure. Second, we constrained all
synthetic UI images to the Interface Interference taxonomy,

Fig.4 Sample of matched dark
pattern (left) and non-dark pattern
(right) images from the synthetic
dataset generated with GPT 4.1
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following the classification proposed by Gray et al. [11].
This helped us to control taxonomy variation and maintain a
focused scope for both human and LLM evaluators. Finally,
for each dark pattern from the human dataset, we prompted
the GPT-4.1 to generate 2 replicas of the image, i.e., a dark
pattern and a non-dark pattern variant. This non-dark pat-
tern version maintained the same general layout and con-
text but removed the deceptive element and used an ethical
design instead. Figure 4 shows a sample of a matched pair
of dark-pattern and non-dark-pattern Ul elements generated
from GPT4.1. The reason for generating the Uls in matched
pairs was to ensure that each dark pattern image has a non-
dark pattern counterpart that differs only by the presence
of the dark pattern. This pairing helped us to ensure that
classification is only based on the presence or absence of
dark patterns, and not extraneous visual differences, styles,
or patterns.

We manually verified and labeled these 200 images and
created our ground truth dataset (Folder A). We then created
Folder A1 as a randomized mix of these images (hiding the
pairing) to use in the human classification, so that experts
would view images in a random order and unbiased context.

3.2.2 Human-created dataset

We used an existing dataset from literature as our dataset
for human-created Ul images. Specifically, we leveraged
the ‘AidUI’ ContextDP dataset [39] created by human UX
designers. We collected a total of 200 UI images from Con-
textDP, consisting of 100 dark patterns and 100 non-dark
patterns (NDP) or benign. The first 100 UI images within
this dataset are dark patterns within the interface interfer-
ence taxonomy. But unlike the synthetic set, the other 100
non-dark pattern images were not taxonomy-matched due
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to the unavailability of the taxonomy of non-dark patterns at
the time of this study. Instead, the NDP were generally non-
deceptive Ul images that cut across taxonomy. We labeled
this set (Folder B) as ground truth. We then created Folder
B1 as a random mix of images in Folder B to use for LLM
classification. We acknowledge that the lack of one-to-one
matching between the dark and non-dark human images
could introduce a potential confound (differences in con-
tent might provide a cue to the classifier). We discuss this
in Sect. 3.4 and acknowledge it as a limitation of our study
in Sect. 6.

3.3 Participants and procedure
3.3.1 Human UXR experts

Two UXR research experts (both have Ph.Ds. in Computer
Science with 7+years of research experience in HCI) were
recruited to classify synthetic UI images (Folder B) inde-
pendently. Both were blind to the true labels but were aware
that the images were Al-generated. The folder containing the
randomized images (Folder B1) was sent to the experts for
labeling with a spreadsheet for classification. Each expert
assessed all 200 images in random order. For each image,
they provided a binary classification—“1" for dark pattern
present or “0” for no dark pattern. They also provided a self-
reported confidence level (on a 5-point Likert scale from
very uncertain to very confident). Each returned the spread-
sheet containing their classification of the images. This pro-
cess yielded two sets of 200 labels (Expertl and Expert2).
We then compared these against the known ground truth
from Folder A to compute evaluation metrics and inter-rater
reliability.

3.3.2 Al models for classification

We selected five contemporary LLM-based Al models for
the automated classification task in Phase 2. These include
Open Al's GPT-4o0, Anthropic Claude 3.7 Sonnet, Gemini 3
flash preview, Grok 4.1, and Perplexity Sonar Pro. These
models were chosen because they are known to have mul-
timodal abilities, advanced image analysis capabilities, and
above-average performance in various tasks. For each of
the 200 human-created images (Folder B1), we used a CoT
prompt to instruct the model to classify the image into DP
(1) or NDP (0). For consistency, we used the same prompt
format for all models. For our classification, both Sys-
tem Prompt and User Prompt are identical. By stating the
instructions and steps twice, we constrained LLM to be con-
sistent and ensured the models didn't miss any classification
step. The models’ textual justifications were recorded, but
for analysis, we focus on their 0/1 outputs. The prompts are

shown in Figs. 2 and 3, respectively while sample outputs
are shown in Appendix Al. We ran each model indepen-
dently on the full set. We then compared these predictions
to the ground truth labels in Folder D to compute confusion
matrices and performance metrics for each model.

We considered model inference settings (e.g., tempera-
ture and top-k) during the classification phase. However,
to ensure optimal performance and maintain consistency
across models, we employed each model’s default inference
settings. Prior research recommends using default param-
eters to enhance model reliability, reduce the likelihood of
incoherent or inconsistent outputs, and support reproducibil-
ity [32, 63]. Accordingly, adopting default settings allowed
us to standardize the evaluation procedure while ensuring
fair and reliable comparisons across the LLMs.

3.4 Measures and statistical analysis

To test the three hypotheses and answer our research ques-
tions, we performed inter-rater reliability to measure the
consistency and agreement between evaluators, and statisti-
cal analysis to transform our data into actionable insights.
For the first research question (RQ1) and hypothesis (H,),
we used inter-rater reliability as a measure of agreement and
reliability between the two UXR experts. We also computed
the recall for each UXR and the average recall for both of
them. To test for statistical significance, we performed a
one-tailed z-test on Cohen’s Kappa. For the second research
question (RQ2) and hypothesis (H,), we computed recall as
a measure of performance or classification ability and used
this to perform a two-tailed z-test to see if there is a sig-
nificant difference between the performance and ability of
humans (UXR) and Al (LLMs) in detecting dark patterns.
For research questions 3 (RQ3) and hypothesis 3 (H;), we
used the values (TP, FN, FP, TN) from our confusion matrix
to perform Chi-square test of independence. We briefly
explain how we calculate each of the metrics used for statis-
tical analysis in this section.

For Inter-Rater Reliability (IRR), we calculated Cohen’s
kappa (k) between the two human experts’ (UXR) classi-
fications on the 200 synthetic images. Cohen’s kappa is a
statistic that measures inter-rater agreement for categori-
cal decisions. A k value of 1 indicates perfect agreement,
0 indicates no better than chance, and negative values indi-
cate systematic disagreement [31]. We use Landis & Koch’s
interpretation scale [31] as a guide to interpret the k value
in our calculation. According to this scale, a k value>0.80
is almost perfect agreement, between 0.61 and 0.80 means
substantial agreement, while between 0.41 and 0.60 can
be interpreted as moderate agreement, 0.21— 0.40 is a fair
agreement, 0.00-0.20 means slight agreement, and<0.00
poor. We also report on the raw percent agreement. To

@ Springer



288 Page 12 of 21

Al and Ethics (2026) 6:288

Table 2 IRR, percent agreement, mean confidence level (CL), and
STDEV of CL for the two UX researchers

UXR 1 UXR 2

Mean StDev Mean StDev
Dark Pattern 4.08 0.91 4.98 0.16
Non-Dark Pattern 4.36 0.81 4.76 0.78
Both 4.22 0.87 4.89 0.51
Percent Agreement 87.5%
Cohen’s Kappa (k) 0.75

perform confidence analysis, we aggregated the self-
reported confidence ratings for each UXR. We then cal-
culated the mean and standard deviation of the confidence
level for these ratings. Table 2 in the results section shows
the Cohen’s Kappa, mean confidence levels, and raw per-
cent agreement for our study.

To calculate performance metrics, we compiled a con-
fusion matrix for each human expert's classification of the
synthetic dataset and LLM classification of the human-cre-
ated dataset. Also, we tabulated True Positives (TP), True

Confusion Marix | Open Al GPT 40

Dark Pattern Dark Pattern

Table 3 Performance metrics for both human and Al classifiers

Precision Recall (%) Accuracy F1
(%) (%) Score
(%)
HRI 100.0 99.0 99.5 99.5
HR2 81.1 99.0 88.0 89.2
GPT4o0 75.9 85.0 79.0 80.2
Claude Sonnet 3.7 74.5 73.0 74.0 73.7
Perplexity 68.8 77.0 71.0 72.6
Gemini 3 Flash 70.3 78 72.5 73.9
Grok 4.1 80.5 70 76.5 74.9

Pooled recall for Human=(99+99)/200=0.99
Pooled recall for LLM=(85+73+77+78+70)/500=0.766

Negatives (TN), False Positives (FP), and False Negatives
(FN) for each classification. Using these values, we calcu-
lated the following performance metrics: recall, accuracy,
precision, and F1-score. Figure 5 and Table 3 show the con-
fusion matrix and tabulated values of TP, TN, FP, and FN,
respectively.
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Fig.5 Confusion matrices showing the values used to evaluate the classification performance for both LLM and Human evaluators
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3.5 Avoiding confounds

The methodology was designed to minimize confounding
variables. In the synthetic dataset, the matched-pair design
controls for visual complexity and context. This is to ensure
that the only systematic difference between each DP image
and its NDP counterpart is the presence of the dark pat-
tern. This means any difference in classification should be
attributable to the dark pattern itself. However, in the human
dataset, we recognized a limitation: the NDP images were
not one-to-one taxonomy-matched to the DP images (due to
the unavailability of NDP taxonomy).

This could introduce some confound, i.e., factors such
as context, visual design, and screen type may impact the
model’s classification rather than deceptive design alone.
This avoids this type of confound; we used only recall as
a metric for our analysis. This is because recall only con-
siders TP and FN, i.e., checking where the model classifies
dark patterns without considering non-dark patterns (which
are not taxonomy-matched for human-created Ul images).
We also acknowledged this as a limitation of our study. In
the future, we would seek to collect context-matched human
NDP examples to mirror our synthetic approach, thereby
fully eliminating this confound.

4 Results

In this section, we present the results of our experiment and
use them to answer the RQ and test the hypotheses.

4.1 Research question 1 and hypothesis 1

RQ1: How reliably and consistently do UXR experts clas-
sify Al-generated UI images as dark patterns or non-dark
patterns? Hypothesis 1:

e H,;,  UX experts will exhibit substantial agreement in
classifying Al-generated images into dark vs. non-dark
pattern images.

o H,,: UX experts will not exhibit substantial agreement
in classifying Al-generated images into dark vs. non-
dark pattern images.

The goal of RQ1 and Hypo 1 was to investigate the agree-
ment, reliability, and consistency of the 2 UXR experts in
detecting dark patterns in Al-generated Ul images. As dis-
cussed in Sect. 3.3, we computed and used the following sta-
tistics to answer RQ 1 and test hypothesis 1: Cohen’s Kappa
(), raw percent agreement, average confidence level (CL),
and classification performance metrics. These statistics are

Table 4 Contingency Table for the 2 categorical variables

Humans LLMs Total
True Positives 198 383 581
False Negatives 2 117
Total 200 500 700

shown in Table 2. The confusion matrix and performance
evaluations are shown in Fig. 5 and Table 3, respectively.

As seen in Table 4, the « value for both human raters is
0.75 or 75%. According to Landis and Koch’s scale, this
value corresponds to substantial agreement between the two
raters. Also, a raw percent agreement of 87.5% shows a con-
siderably higher agreement between the raters. All average
confidence levels are at least four on a 5-point scale with all
standard deviations of below 1. These results suggest that
UX experts are consistent and achieve a substantial agree-
ment in detecting or classifying dark patterns generated by
Al As shown in Fig. 5 and Table 3, the recall for both human
raters is 99%, which is a considerably high recall. Recall is
the ratio of true positives and the sum of true positives and
false negatives (R=TP/ (TP+FN). Essentially, it measures
the ability of a model to correctly identify positive cases
(in this case, dark patterns) in classification tasks. A high
recall means that the model or entity performing the clas-
sification task is very reliable, and vice versa. This nearly
perfect recall shows that human experts can reliably detect
dark patterns created by Al. In summary, and as an answer
to our research questions, human experts are very reliable,
consistent, and agreeable in classifying dark patterns cre-
ated by Al

In hypothesis 1, we assume that humans will have a sub-
stantial agreement in classifying Al-generated images into
dark patterns and non-dark patterns. According to Landis
and Kochi’s scale, a substantial agreement starts from 0.61.
Hence hypothesis 1 can be expressed as follows:

H,; k>=61and
H,, k<e6l.

To test this hypothesis, we perform a one-tailed z-test. We
set our decision threshold at =0.05 for a lower-tail, and we
will reject the null hypothesis (Ho) only if our test statistic
(2) is less than the critical value, i.e., z<—1.645. Our calcu-
lations returned the following values: Observed Agreement
(Po)=0.875; Expected agreement by chance (Pe)=0.499;
Cohen's (k)=0.75; Standard error (SE)=0.0467; z-statis-
tic=3.01,; 95% CI (0.659, 0.842). Given that our test statistics
(z) is not less than the critical value, i.e., z=3.01>—1.645,
we fail to reject the null hypothesis. In summary, two UX
research experts demonstrated a substantial agreement and
reliability in detecting dark patterns from Al-generated Ul
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images. For details of our analysis, refer to the Python code
in our GitHub repo [50].

4.2 Research question 2 and hypothesis 2

RQ2

Is there a significant difference in dark pattern detection
recall between human experts evaluating Al-generated Uls
and LLMs evaluating human-created Uls?.

Hypothesis 2

® H,o: There is no significant difference in dark pattern
detection recall between human experts (evaluating Al-
generated Uls) and LLMs (evaluating human-created
Uls).

e H,i: There is a significant difference in recall between
the two evaluator—dataset combinations. From Table 3
and Fig. 5, we observe that human experts (UXR)
achieve higher scores across all performance metrics
when classifying Al-generated Ul images than Al does
when classifying human-created Ul images. The goal
of research question 2 and the hypothesis is to check
for statistical significance and rule out the possibility
that this high performance from humans is a result of
chance. As discussed earlier, while we present all met-
rics, we use recall for our analysis to avoid confound.

In our second hypothesis, we claim that the higher observed
classification performance of humans in Table 3 is due to
chance. In other words, there is no significant difference in
dark pattern detection performance between human experts
classifying Al-generated Uls and Al classifying and evalu-
ating human-created Ul images. This means that the recall
of human (r,) classifiers is equal to the recall of Al clas-
sifiers (r,;). Since we have two human classifiers and five
LLMs, we compute the pool recall for each evaluator and
use it in our analysis, as shown in Table 3. Hypothesis 2 can
be expressed as follows with a significant level of 0.05 i.e.,
0=0.05:

Hyo:ry=ry;
Hypry#ry

To test this hypothesis, we perform two z-tests on the pooled
proportion of recall. For a two-proportion z-test, we reject
the null hypothesis if p-value is less than or equal to the
critical value (p<a). As seen in Table 4, the Humans (two
UXR experts) correctly classified 198 out of 200 dark pat-
terns, given a pooled recall of 0.99. On the other hand, Al
(five LLMs) correctly classified 383 out of 500 dark pat-
terns, giving a pooled recall of 0.766. The resulting z-sta-
tistic is 7.127, corresponding to a p-value of 7.0x 107",
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Given the following values from our calculation ( 7, =099,
rpa=0.766, z=7.127, a=0.05, p=1.0x 107'?). We reject
the null hypothesis and conclude that there is a significant
difference in dark pattern detection performance (recall)
between human experts classifying Al-generated Uls and Al
classifying and evaluating human-created Ul images.

5 Research question 3 and hypothesis 3

RQ3:

Do human experts and LLMs differ systematically in
the types of classification errors (true positives vs. false
negatives) they make when detecting dark patterns in UI
screenshots?.

Hypothesis 3

e H, : The distribution of classification errors (true posi-
tives and false negatives) does not differ significantly
between human experts and LLMs.

e H,,;: The distribution of classification errors (true posi-
tives and false negatives) differs significantly between
human experts and LLMs.

In RQ 3 and hypothesis 3, we aim to understand if the type
of errors humans makes when detecting dark patterns (gen-
erated by Al) differs significantly from the type of errors Al
makes when detecting dark patterns (created by humans).
Our claim in the null hypothesis is that the distribution of
errors is independent of the classifier. We use the chi-square
test of independence to test this hypothesis and answer our
research questions. The chi-square test uses a contingency
table to check if the relationship between two categorical
variables is statistically significant. The categorical vari-
ables in our study are the evaluators (human and AI) and the
type of error (true positive and false negative). We use e, to
represent the type of error in humans, while e,; the error in
Al, Hypothesis 3 can be expressed as follows, with a signifi-
cant level of 0.05 i.e., 0=0.05:

Ho: e =ey;
Ho: e, £ey;

Table 4 shows the 2 by 2 contingency table for our study.
For a CHI square test of independence, we reject the null
hypothesis if p-value is less than or equal to the critical value
(p<0). The result of our CHI test shows ¥>=49.23, df=1,
N=700, effect size (¢) is 0.265, and a p-value of 2.3 x 10712,
Since ¥*(1, N=700)=49.23, p<0.001, p=0.265, we reject
the null hypothesis.

Therefore, we conclude that the pattern or distribution of
classification errors differ significantly between human and
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LLM. In other words, there is a significant difference in the
type of error humans make vs the type of error LLM make
when classifying dark patterns.

6 Discussion and implications

In this study, we investigated how UX research (UXR)
experts and state-of-the-art large language models (LLMs)
perform in the task of detecting dark patterns in Al-gener-
ated and human-created Ul images. Our goal is to examine
not only the relative classification accuracy between humans
and LLMs but also the broader opportunities and risks that
arise when generative Al systems and human experts are
both positioned as actors in detecting deceptive interface
design. Our use of an asymmetric evaluative design in
this study was not intended to provide a direct comparison
between human and Al performance in detecting dark pat-
terns. Instead, our design seeks to approximate real-world
deployment scenarios. We envision contexts in which UX
professionals design UI artifacts and subsequently use
Al systems to evaluate them for the presence of dark pat-
terns, as well as human experts review scenarios in which
Al-generated interfaces. We acknowledge that this type of
asymmetric design may not provide a robust basis for direct
comparative interpretation of dark pattern detection per-
formance between humans and Al. A comprehensive com-
parative analysis would require a fully symmetric design.
Such a design would involve LLMs evaluating UI images
created by both UX professionals and LLMs, while human
UX experts would likewise evaluate Ul images generated
by both human designers and LLMs. In this section, we
synthesize our findings in relation to dark pattern detection
accuracy between UX experts and LLMS, highlight relative
strengths and weaknesses (Sect. 5.1), and reflect on their
implications for human—Al collaboration and dark pattern
research (Sect. 5.2) and the future of work. Finally, we dis-
cussed the study’s limitations and future research directions.

6.1 Dark pattern detection accuracy: UX experts vs.
state-of-the-art LLMs

In this study, our results show a clear and consistent per-
formance gap between human experts and large language
models (LLMs) in the detection of dark patterns within Al-
generated user interface (UI) images. Specifically, trained
UX experts achieved a near-perfect recall (99%) with sub-
stantial inter-rater agreement (k=0.75), which provides
strong evidence that human evaluators can reliably and
systematically identify deceptive patterns. This finding
aligns with a long-standing tradition in usability and HCI
research emphasizing the importance of expert evaluators

in identifying design flaws and manipulative practices [17,
49]. By contrast, LLMs such as GPT-40, Claude Sonnet 3.7,
and Perplexity achieved a pooled recall of 78.7%. While
this level of performance is promising for an emerging class
of automated evaluators, statistical testing confirmed a sig-
nificant performance difference between human experts and
LLMs (z=7.127, p<0.001).

This performance gap highlights the relative strengths
and limitations of each group of evaluators. Human evalu-
ators bring a combination of domain expertise, contextual
awareness, and tacit design intuition that enables them to
detect deceptive intent even in borderline or novel cases. As
prior research has argued, many dark patterns are inherently
socio-technical in nature: they exploit human cognitive
biases, cultural norms, and emotional vulnerabilities [10,
17, 41]. Human evaluators, particularly those with train-
ing in UX or HCI, are thus able to recognize cues that tran-
scend surface-level features and instead signal manipulative
intent. Importantly, in our study, human evaluators rarely
missed dark patterns, recording only two false negatives
across the entire dataset. This highlights not only their accu-
racy but also their robustness in handling subtle manipula-
tive strategies.

By contrast, LLMs demonstrated important advantages
in speed, scalability, and consistency. Unlike human evalu-
ators, who are constrained by time, attention, and fatigue,
LLMs can process hundreds of UI screenshots in minutes,
apply classification rules uniformly, and avoid the variabil-
ity associated with human decision-making over extended
periods of decisions [5, 6]. These capabilities are particu-
larly attractive for large-scale audits of app stores, e-com-
merce sites, or Al-generated designs, where datasets can run
into tens or hundreds of thousands of unique interfaces. In
addition, LLMs exhibit consistency across repeated tasks,
where a human evaluator’s attention may falter due to
fatigue, boredom, or cognitive overload, an LLM can main-
tain stable performance. This aligns with recent discussions
of LLMs as “scalable cognitive labor” capable of support-
ing repetitive or rule-based evaluation tasks [9].

However, our findings also reveal critical limitations in
both groups of evaluators. Human raters, while highly reli-
able in small-scale studies, require training and calibration
to achieve consistent judgments. This training is resource-
intensive, and their evaluations are inevitably constrained
by time and attention. At scale, human coders are prone to
fatigue effects, cognitive biases, and contextual drift, all of
which can undermine the accuracy of long-term auditing
projects [35]. Moreover, reliance on human evaluators alone
is unlikely to be sustainable in regulatory contexts, where
thousands of new apps and websites are deployed daily.
LLMs, in turn, struggled with subtle and context-dependent
cues. Despite their fluency and ability to classify patterns
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based on training data, they produced 65 false negatives in
our dataset, indicating a much higher likelihood of over-
looking manipulative practices when the design deviated
from familiar training examples. This weakness resonates
with broader concerns in the Al evaluation literature, where
models tend to generalize poorly in novel or adversarial
contexts [59]. For example, when confronted with cultur-
ally nuanced strategies that exploit local norms or unfa-
miliar interface conventions, LLMs often failed to detect
manipulation. This suggests that while LLMs capture broad
statistical regularities in training data, they may lack the
interpretive reasoning and socio-technical awareness neces-
sary to infer intent.

Overall, these findings suggest that LLMs cannot yet
replace expert human evaluators in the task of detecting
dark patterns, but they may serve as valuable complemen-
tary tools. A hybrid workflow, in which LLMs are deployed
to flag potential dark patterns for subsequent human vali-
dation, could combine the scalability of automated screen-
ing with the interpretive depth of domain expertise. Such
a workflow has parallels in other domains of Al-assisted
evaluation, such as medical imaging, where Al systems
pre-screen large volumes of scans, and radiologists provide
interpretive validation [15, 26]. In the context of dark pat-
tern detection, LLMs could handle the “broad sweep” of
identifying suspicious features across large datasets, while
humans could focus their expertise on resolving borderline
cases, culturally sensitive cues, and regulatory implications.

This hybrid vision also aligns with recent calls in HCI
and Al ethics for “human-in-the-loop” frameworks that
prioritize both computational scalability and human judg-
ment [3, 59]. Rather than framing the evaluation task as a
competition between humans and LLMs, our findings sug-
gest that the most effective path forward lies in leverag-
ing the complementary strengths of both. For researchers,
this opens opportunities to design evaluation protocols that
explicitly incorporate hybrid roles, while for policymakers
and industry, it suggests pragmatic pathways toward more
sustainable and effective auditing of manipulative design
practices at scale.

6.2 Human-Al collaboration: opportunities and
risks

Our findings contribute to broader discussions about the
role of generative Al in shaping and auditing digital design
practices, which is beyond detection accuracy. As recent
CHI work has highlighted, LLMs can accelerate ideation
and evaluation tasks by offering alternative framing, refram-
ing user interface components, and simulating stakeholder
perspectives [33]. In our study, this scalability advantage
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suggests that Al could help build awareness of dark pat-
terns by scanning large Ul corpora and flagging recurring
deceptive strategies for expert analysis. In addition, there
are opportunities for positive impact, including educational
use cases, such as integrating LLM-based detection into
design curricula to sensitize students to deceptive practices,
or organizational auditing pipelines where Al assists com-
pliance teams in screening for regulatory violations. Such
hybrid applications align with prior research on algorithmic
auditing frameworks, where automation accelerates review
without displacing critical human judgment [55].

However, risks are equally salient. Generative Al sys-
tems may inadvertently normalize, reproduce, or even prop-
agate deceptive patterns if trained on datasets containing
such examples [52]. Misclassifications, particularly false
negatives, could result in “blind spots” where harmful pat-
terns persist undetected, giving organizations a false sense
of compliance. Furthermore, transparency and explainabil-
ity remain ongoing challenges; participants in prior work
expressed hesitation to trust Al-generated recommendations
without clear rationales [34]. Our error distribution analy-
sis confirms this concern, as LLMs’ systematic tendency
toward false negatives could undermine trust in automated
audits.

We recommend that CHI communities and future work
should therefore explore designs for human—Al collabora-
tion that maximize complementary strengths while address-
ing limitations. This might include structured prompting
strategies [19], restricted-domain fine-tuning on curated
dark pattern datasets, or mixed-initiative interfaces where
LLMs generate flags and experts provide iterative feedback.
Additionally, research should examine how Al-driven tools
can be embedded within identifying dark patterns, participa-
tory auditing contexts, ensuring that designers, regulators,
and end-users can co-interpret results.

The findings of our study have some important implica-
tions for HCI/AI ethics and policy makers, practitioners, and
researchers, especially as the use of AI/LLM in UX design
continues to grow rapidly. The dual role of LLMs as an
enabler and mitigator of dark patterns is of particular inter-
est, especially for policy makers and regulatory bodies like
GDPR and FTC. The negligible error margin (1%) in human
evaluators shows that LLMs can generate dark patterns that
even human evaluators cannot perfectly detect. Moreover,
UX practitioners who use LLMs as tools to facilitate Ul
design should be aware that such tools can generate dark
patterns even when the designer is not intending to do so.
There is, therefore, a need for expert evaluation of any wid-
get or Ul component produced by LLM to ensure it adheres
to ethical design standards. Furthermore, regulatory bodies
could, in fact, enact this as a requirement or condition for
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organizations that use or intend to use LLM in UX design
or for any user-centered endeavor, especially in sensitive
application domains such as healthcare, finance, etc.

7 Limitations and future work

While the findings of our study contribute to ethical UX
design and Al integration, it has a few limitations that read-
ers should be aware of. At the time of this study, we could
not find a classification or taxonomy of non-dark patterns.
Hence, the non-dark patterns used for classification in the
human-generated dataset were not taxonomy-matched. This
might lead to a possible confound in the experiment. For
instance, factors such as visual design, context, and screen
style may impact the model classification rather than solely
on deceptive design. This could make it very difficult to
conclude that the only difference between dark patterns and
non-dark patterns is due to manipulative design.

Our future work will focus on addressing the above
limitations. Accordingly, we plan to work with other HCI
professionals interested in dark pattern research to provide
taxonomy or classification of non-dark patterns. Also, we
plan to repeat the experiment to check if an increased data-
set, more UX expert evaluators, and using finetuned LLMs
would yield different results. Another area of focus for our
future work is to use available datasets to train vision trans-
formers to be more accurate in detecting dark patterns. This
could provide the basis for developing Al-powered tech-
nology with advanced capabilities for auditing Ul images,
detecting and correcting deceptive designs on user-centered
platforms.

8 Conclusion

The goal of this study is to investigate the differential per-
formance of UX experts and LLM (AI) when detecting
dark patterns created by the other group within the same
taxonomy. We investigated if there is a significant differ-
ence in detection performance between LLMs classifying
human-created dark patterns and UX experts classifying
LLM-generated dark patterns. We used a confusion matrix
to measure pooled recall, distribution of error types, and
interrater reliability between UX experts. We performed
statistical analysis, including a z-test and chi-square test, to
confirm that any observed differences between UX experts
and LLM classifiers are significant. Our results show that
modern LLMs can create and, at the same time, detect dark
patterns created by humans. However, UX experts achieved

a significantly higher performance in detecting dark pat-
terns created by LLM when compared to LLM in detecting
dark patterns created by humans. As expected, UX experts
are very reliable and have achieved substantial agreement
in evaluating dark patterns created by LLM. In our design,
five LLMs (n = 5) were used to classify human-generated
UI images, whereas two human evaluators (n = 2) assessed
LLM-generated Ul images. Although this configuration (2
humans vs. 5 LLMs) may appear unbalanced or unequal, it
is important to emphasize that the unit of analysis for our
statistical testing (the two-proportion z-test under pooled
conditions) is the classification outcome rather than the
individual evaluator. The z-test evaluates differences in pro-
portions of outcomes and does not depend on the number of
classifiers per se. Furthermore, the assumptions underlying
the z-test are satisfied in our experimental design, including
independent observations, the use of aggregated (pooled)
proportions, and categorical data with a binary outcome
(dark pattern vs. non—dark pattern). These conditions sup-
port the appropriateness of the chosen statistical approach.
Our findings have critical implications and are of practi-
cal importance to the HCI community, including UX prac-
titioners, regulators/policymakers (e.g., GDPR and FTC),
and researchers. UX practitioners who use LLM and other
Al technologies as a design tool should be aware that these
tools can generate deceptive designs. Also, while modern
vision-enabled LLMs show promising capabilities in vari-
ous UX design tasks, they have limitations that require care-
ful consideration before deployment. Even with the growth
in Al sophistication, human experts still outperform LLM in
detecting dark patterns and thus must always be kept in the
loop. Yet, LLM brings its benefits, especially in speed and
scalability. Hence, the role of UX auditing, ethical design,
and UI compliance should be a collaboration between UX
experts and LLM. Future work should create a taxonomy of
non-dark patterns, train vision transformers that detect dark
patterns, support UX design with more accuracy, and pro-
vide educational awareness of how LLMs both enable and
hinder unethical design practices. Also, future experiments
should be conducted with a balanced and increased dataset.

Appendix

Screenshot of output from classification

Below are two examples of the output of classification from
GPT4o, Perplexity Sonnar Pro, and Claude 3.7 Sonnet.
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cO

File
Q Commands

]
R =

& 03 Sonar Pro (Perplexity)_classificatioin.ipynb ¥ &

Edit View Insert Runtime Tools Help
+ Code + Text > Runall ~

print(f"Processing complete. Total images processed: {processed_count}")
print(fResults stored: {len(results)} entries")

Processing image 1/200: screenshot_01.png

Prompted result: 1. =*User’s likely goal:**

The user is likely trying to browse women's clothing on sale and possibly filter options by availability, size, color, or sort order.

2. **Choices and information visual structure:**
The page prominently displays the sale banner (“Women Clothing Sale”) and filtering options (Availability, Size, Color, Sort by) in a clear row near the top. Below, product images are

3. **Is the user’s choice being manipulated?**
There is no apparent use of preselected options or hidden information in the product filters. All filter choices are set to “All” by default, which is a neutral, non-coercive default.

4. **If yes, what subtype of interface interference is used2**
No subtype of interface interference is observed. There is no preselection that benefits the site, no hidden or buried information pertinent to product selection, no visually manipulat

**Classification: NonDarkPattern**

This interface is fair and transparent; choices are clearly presented without undue influence or manipulation. The user can filter, browse, and shop without interference.

Not a dark pattern: ©

Processing image 2/200: screenshot_002.png
Prompted result: 1. The user’s likely goal is to view details and potentially purchase the "Traveler Collection Merino Wool 1/4 Zip Mock-Neck Sweater™ or seek alternatives if it is una

2. Choices and information are clearly structured:

- The product image (though missing), title, reviews, and stock status are prominently displayed.

- The "Out of Stock™ status is visually clear with a disabled button.

- Shipping options are listed, with clear indicators for availability.

- Additional information (product description, shipping/returns) is presented in expandable sections.

- A promotional offer appears at the bottom, with both the action ("GET $25 OFF") and a less visually prominent "Decline Offer” link.
3. There is minor manipulation regarding the promo offer: the call-to-action (“GET $25 OFF") is styled as a prominent button, while the option to decline is a less prominent hyperlink,
4. The subtype of interface interference present in the promo offer module is aesthetic manipulation, as visual styling makes acceptance appear more salient and preferable compared to
DARKPattern
The primary shopping interface is transparent regarding product availability; however, the promo offer at the bottom uses aesthetic manipulation to privilege the acceptance action, qua

Dark pattern: 1

Processing image 3/200: screenshot_003.pn,
Prompted result: 1. **User’s likely goal:** The user is likely trying to configure or refine their preferences for who they want to interact with on a social or dating platform—includi

2. **visual structure of choices and information:** Options are organized in a simple vertical list grouped by questions (e.g., “Who do you want to see?”, “Who may contact you?”). Each
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C & 05 Claude 3.7 Sonnet Classificatioin.ipynb  #% &
File Edit View Insert Runtime Tools Help

Q Commands + Code + Text > Runall ~

= o print(f"Processing complete. Total images processed: {processed_count}")
= print(f"Results stored: {len(results)} entries")

Processing image 1/200: screenshot_0e1.png
Prompted result: # Analysis of Interface for Dark Patterns

®
)

<> 1. **User's Likely Goal**: The user appears to be browsing women's clothing items on a shopping website, likely wanting to view and possibly purchase clothing items from the sale sect

[ 2. **Visual Structure**: The interface shows a clothing sale page with filter options (Availability, Size, Color, Sort by) at the top. There's also a currency notice at the very top ¢

3. **Choice Manipulation**: There is subtle manipulation in the currency selection banner. The interface has decided for the user that US Dollar is "more preferred” without explaining

4. **Interference Subtype**: This appears to be a form of Preselection - the system has predetermined a currency preference for the user without explicit consent, and presents it as z

**Classification: DARKPattern**

The interface has presumptively selected a currency setting for the user without clear consent, presenting it as a preference-based suggestion that nudges users toward accepting the ¢

Processing image 2/200: screenshot_002.png
Prompted result: ## Analysis of Interface Screenshot

1. **User's likely goal**: The user is viewing a product page for a "Traveler Collection Merino Wool 1/4 Zip Mock-Neck Sweater” and likely wants to purchase this item or learn more at

2. **visual structure and presentation**:
- The main product information is displayed clearly at the top
- Product is marked as “"out of stock” in a gray button
- A shipping option is preselected

- At the bottom of the screen, there's a promotional banner for "$25 OFF ORDERS $125+" with two buttons: "GET $25 OFF" (highlighted) and "Decline Offer” (less prominent)

w

. **Interference with user choice**:

- The promotional offer at the bottom creates some interference by using visual emphasis to draw attention to the "GET $25 OFF" button while making the "Decline Offer” option less

4. **subtype of interference**:

- False Hierarchy: The "GET $25 OFF" button is visually emphasized (white button with black text) while the "Decline Offer” link is de-emphasized (simple text link), creating a vis

**Classification: DARKPattern**

The promotional banner uses false hierarchy to visually prioritize accepting the offer over declining it, making users more likely to click the prominent “"GET $25 OFF" button without

Processing image 3/200: screenshot @03.png

cO & 01GPT4o Classificatioin.ipynb & &
" File Edit View Insert Runtime Tools Help

Q Commands + Code + Text > Runall «
58
© 59 print(f"Processing complete. Total images processed: {processed_count}")

60 print(f“Results stored: {len(results)} entries")

@ 3> Processing image 1/200: screenshot_001.png
Prompted result: 1. ssUser’s Likely Goal:x
<> The user's goal is likely to browse and purchase women's clothing on sale.
2. *#Visual Structure:ss
= The interface prominently displays the sale message with large images of clothing items. Filters for availability, size, color, and sorting options are clearly visible below the main bar
fam) 3. ##Choice Manipulation:sx

4. =»Subtype of Interface Interference:ss

There is potential manipulation through the emphasis on "SALE" and frequent repetition of “NOT AVAILABLE ONLINE," which could mislead users about availability and urgency.

- #*Aesthetic Manipulation:== By emphasizing the “SALE" repeatedly, it might create a false sense of urgency or exclusivity.

=«Classification: DARKPatternsx

The interface uses aesthetic manipulation to influence user behavior by creating a false sense of urgency about items being on sale and not available online.

Dark pattern: 1

Processing image 2/200: screenshot_062.png

Prompted result: 1. ssUser’s likely goals*: To purchase or obtain information about the "Traveler Collection Merino Wool 1/4 Zip Mock-Neck Sweater.™

2. =*Visual structuresx: The item is marked as "Out of Stock," and the "Product is no longer available" message is clearly shown. Options such as “Ship It" and "Free Pickup" are presented,

3. wsManipulation of user’s choicess: The primary manipulation involves the promotional offer at the bottom of the screen, which uses visual emphasis to encourage the user to accept the off

4. **Subtype of interferencess: Aesthetic Manipulation — the promotional offer's bold button and contrasting text aim to influence user decisions more than the sweater's unavailability.

*=+Classifications«: DARKPattern

s+Explanationsx: The screen uses visual emphasis on the promotional offer to subtly guide the user’s attention and choice, rather than focusing on the product's availability status.

Dark pattern: 1

Processing image 3/200: screenshot_03.png
Prompted result: 1. ssUser’s Likely Goal:ws

The user is likely trying to set preferences for who they want to see and who can contact them on a social or dating platform.

2. =*Visual Structure of Choices:#x

The choices are presented as a list with radio buttons for selection. The text is straightforward, and there are distinct sections separating different preference categories.

3. s»Manipulation of User’s Choice:w

No manipulation is evident. The options are clearly presented without pre-selection or any visual emphasis that might coerce or mislead the user.
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