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Privacy-Preserving and Traceable Certificateless
Anonymous Mutual Authentication Scheme for IoT

Bei Gong'”, Yong Wu, Akhtar Badshah

Abstract—By utilizing the sensing and perception capabili-
ties of various devices, the Internet of Things (IoT) enables
more precise awareness of the real world, thereby enhancing
management and resource utilization efficiency. However, due
to their open deployment environments and frequent message
exchanges, IoT endpoints are highly vulnerable to a wide range
of security threats and privacy breaches, including forgery, data
theft, and information leakage. Therefore, to address these chal-
lenges and ensure device legitimacy verification and secure data
exchange among IoT devices, we propose a privacy-preserving
and traceable certificateless anonymous mutual authentication
scheme (PPT-CLAMA). PPT-CLAMA not only eliminates the
need for a secure channel during key generation but also prevents
attackers from tracing the real identity of devices through
their own identity or public keys while providing pseudonym
and anonymous authentication to devices, demonstrating greater
practicality. Furthermore, through security proofs and analysis,
PPT-CLAMA satisfies various high-level security properties,
including mutual authentication, key agreement, nonrepudiation,
unlinkability, perfect forward secrecy, known session-specific
temporary information security, traceability, anonymity, and pri-
vacy preservation. The simulation results indicate that, compared
to authentication and key agreement schemes, PPT-CLAMA
reduces the average computational overhead and average com-
munication overhead during the authentication process by 6.73 %
and 3.31%, respectively, demonstrating higher computational and
communication efficiency.

Index Terms—Internet of Things, certificateless authentication,
key agreement, privacy-preserving, security analysis.

I. INTRODUCTION

ITH the advances and widespread adoption of 6G

and various sensing technologies, devices have signif-
icantly overcome the limitations associated with data trans-
mission distance and quality [1]. This has led to a rapid and
exponential increase in the number of Internet of Things (IoT)
devices, which are gradually being integrated into various as-
pects of societal production and human life, such as vehicular
networks [2f], smart homes [3]], and smart cities [4]], playing a
crucial role in social development.

As the IoT continues to rapidly expand, accompanied by a
sharp increase in the number of devices, there is a correspond-
ing surge in concerns regarding its security [S]—[7]. Unlike
the broad expansion of the Internet, IoT devices encounter
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unique and heightened security challenges [8], [9]]. Positioned
in environments less observable by users, such as roadside
cameras or hallway smoke sensors, these devices become
ripe targets for potential attackers. In addition, the inherent
constraints of certain IoT devices, such as the portability or
cost efficiency of smart wristbands, impose limitations on their
hardware and software capabilities [10]. Lacking robust pro-
tection, these devices become easy targets for impersonation,
allowing attackers to inject malicious data, mislead analytics,
and degrade overall service quality. Thus, it is imperative
to design lightweight security mechanisms tailored to the
constraints of IoT environments.

Furthermore, compared to traditional Internet protocols,
IoT systems demand higher levels of privacy protection and
security [11]-[13]. In real-world deployments, IoT devices
frequently collect large volumes of sensitive user and enter-
prise data, such as geographic locations, health indicators,
behavioral patterns, and operational workflows [14], [15].
The accumulation of such data introduces significant privacy
and security risks, especially when it is improperly handled,
inadequately shared. These concerns are particularly critical
in high-security domains like smart healthcare and intelligent
homes, where the secure transmission of sensitive information
is paramount [16]]. In these contexts, the range of poten-
tial attacks is both diverse and complex [17]. For example,
adversaries may leverage device identifiers or public key
information to infer device roles, enabling targeted attacks
such as flooding or side-channel exploits. Such breaches can
degrade the performance of critical IoT services and lead to
unauthorized disclosure of sensitive data [18]].

Therefore, in response to the increasingly severe security
challenges and demands of the IoT, it is urgent to develop
a high-security and fast mutual authentication and key agree-
ment mechanism to quickly identify malicious IoT devices and
ensure secure data transmission between IoT devices [5].

A. Related Work

In IoT, the vast number, diversity, and limited resources
of devices pose challenges for traditional mutual authentica-
tion mechanisms. For example, one existing scheme provides
anonymity and strong security but depends on conventional
certificate management [19]. As device numbers scale, cer-
tificate authorities face heavy computational, storage, and
communication burdens. To reduce these costs, Certificateless
Public Key Cryptography (CL-PKC) is introduced [20]. It
eliminates the need for certificates in public key infrastructures
and solves the key escrow issue in identity-based cryptography,
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TABLE I: Comparison of the Related Works in Terms of Security, Efficiency, and Scalability.

Scheme Year | Security Strength - Cogputat1onal Efﬁmer.lcy. - Communication Efficiency | Scalability
Without Pairing | Few Multiplications
Abbasinezhad-Mood [19] | 2020 X v v X X
Shen [21] 2023 v X v v v
Seifelnasr [22] 2023 v v X X v
Ye [23] 2020 X X v v v
Wang [24] 2022 X v X X v
Meng [25] 2021 X v X X v
Tedeschi [26] 2019 X v v X v
Almazroi [27] 2023 v v X X v
Mandal [28] 2023 X v X X v
Ma [29] 2023 v v X X v
Abbasinezhad-Mood [30] | 2021 X v v v v
Cheng [31] 2022 X v X v v
Zhu [32] 2023 v v X v v
Ma [33] 2023 v v X X v
Lin [34] 2022 v v X X v
Abbasinezhad-Mood [35] | 2018 v v X X v
Liu [36] 2024 X v X v v

greatly reducing the overhead of key management in large-
scale IoT environments. Based on CL-PKC, many authenti-
cation schemes have been proposed, yet achieving the strong
balance between security and efficiency remains difficult. We
evaluate existing schemes from the perspectives of compu-
tation security, efficiency, and scalability, as summarized in
Table [

In terms of computational efficiency, some schemes pro-
vide strong security but are computationally expensive [37].
Shen proposed a mutual authentication scheme for vehicular
networks that offers traceability and privacy protection, but it
relies heavily on bilinear pairings, resulting in high cost [21].
Similar issues appear in the schemes by Ye, Wang, and
Meng [23[]-[25]]. In particular, Wang’s scheme uses excessive
exponentiations, consuming too many resources [24]. Some
studies attempt to improve efficiency by avoiding bilinear
pairings or simplifying operations. Seifelnasr designed an IoT-
edge-cloud protocol combining forward secrecy and zero-
knowledge proofs, but extensive point multiplications reduce
efficiency [22]]. Tedeschi introduced a lightweight certificate-
less key agreement protocol, but it is vulnerable to forgery,
man-in-the-middle, and repudiation attacks [26[]. Almazroi’s
authentication scheme for in-vehicle systems cannot defend
against public key replacement attacks [27]. Mandal’s pro-
tocol for body area networks uses XOR operations to re-
duce runtime, but still lacks resistance to forgery under
key replacement [28]. Ma’s scheme for federated learning
supports anonymity but remains insecure against public key
attacks [29]. A certificateless protocol based on Chebyshev
chaotic maps has been proposed to achieve computational effi-
ciency; however, it does not satisfy session-specific temporary
information security [30].

From a security perspective, some schemes only meet basic
requirements and are insufficient for high-security scenarios
[38]]. Cheng’s anonymous authentication protocol for wireless
sensor networks protects identity but fails to fully verify mes-
sage legitimacy, leading to forgery risks [31]]. Zhu’s privacy-

preserving scheme for vehicular networks protects device
identity but does not support secure session key agreement,
limiting encrypted communication [32]. Ma’s protocol for
smart healthcare ensures forward secrecy, but session keys may
be compromised if temporary data is leaked, such as through
side-channel attacks [33]]. Similarly, a Chebyshev-based proto-
col, though efficient, lacks resilience against temporary key ex-
posure. To improve security, later schemes incorporated ECC
and blockchain technologies. While these approaches offer
enhanced security features, they incur higher computational
costs due to excessive point multiplications [34], [35].

In terms of scalability and practicality, many schemes face
issues in large-scale deployments. Liu’s certificateless protocol
for satellite networks requires intermediate nodes for repeated
authentication, increasing communication overhead and slow-
ing deployment [36]. Blockchain-based solutions enhance se-
curity but require frequent interaction with blockchain nodes,
which increases communication and processing load [39].
Moreover, many schemes rely on secure channels to exchange
keys during device initialization or new device registration,
which is impractical in dynamic, distributed, or infrastructure-
less IoT environments.

Therefore, to ensure secure, rapid legitimacy verification
and secure transmission among IoT devices, Designing a
lightweight, secure, and efficient mutual authentication and
key agreement mechanism remains a significant research
hotspot [40].

B. Motivation

In IoT, a multitude of devices have become primary targets
for various security vulnerabilities and thus face significant
security threats. Presently, existing solutions encounter sub-
stantial challenges in striking a balance between high security
and efficiency, thereby limiting their practical application.
Motivated by the urgency of addressing this significant issue,
our aim is to develop an efficient certificateless mutual au-
thentication and key agreement mechanism while ensuring the
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fulfillment of high-security properties such as perfect forward
secrecy, known session-specific temporary information secu-
rity, traceability, anonymity, and others. Furthermore, acknowl-
edging that existing mechanisms necessitate secure channels
during the initialization phase, which undoubtedly impedes the
further advancement of the IoT, we propose the incorporation
of the XOR operation for encryption and decryption in this
phase to enhance the versatility and practicality of the scheme.
Therefore, our endeavor is to research a certificateless mutual
authentication and key agreement mechanism characterized
by both high security and efficiency, with the ultimate aim
of safeguarding the security of IoT devices and the IoT
ecosystem.

C. Contributions

To achieve high security and fast mutual authentication
and key agreement among IoT devices, this paper proposes a
certificateless anonymous mutual authentication scheme, with
its main contributions outlined as follows:

1) We propose a privacy-preserving and traceable cer-
tificateless anonymous mutual authentication scheme
(PPT-CLAMA) for the IoT. PPT-CLAMA provides
pseudonyms and communication anonymity for IoT de-
vices, ensuring privacy protection and preventing attack-
ers from tracing the real identities of IoT devices. More-
over, PPT-CLAMA does not require a secure channel
during key initialization, enhancing its practicality for
real-world deployment.

2) Through security proofs and analysis, PPT-CLAMA not
only satisfies mutual authentication, key agreements,
nonrepudiation and unlinkability but also achieves per-
fect forward secrecy, known session-specific temporary
information security, traceability, anonymity, and privacy
preservation, thereby meeting the high-security require-
ments of existing IoT devices as much as possible.

3) We conduct theoretical analysis and simulation experi-
ments on both the virtual machine and the Raspberry Pi.
The results show that PPT-CLAMA significantly reduces
computational overhead and communication overhead
during authentication compared to existing authentica-
tion and key agreement schemes, demonstrating superior
performance and applicability in resource-constrained
IoT devices.

D. Organization

The structure of this paper is as follows. In Section [}
we introduce the background, related work, motivations, and
contributions of this paper. Section |l| covers the background
knowledge relevant to PPT-CLAMA. In Section we elab-
orate on the specific details of PPT-CLAMA. Section an-
alyzes and discusses the security properties of PPT-CLAMA.
In Section [V] we compare the performance of PPT-CLAMA
through theoretical analysis and simulation experiments. Fi-
nally, Section summarizes this paper, discusses limitation
and future research directions.
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Fig. 1: System Model of the IoT.

II. PRELIMINARY KNOWLEDGE

This section introduces the preliminaries of PPT-CLAMA,
including the system model, security model, security assump-
tions and security goals.

A. System Model

The system model of the IoT can be divided into three lay-
ers: the perception layer, the network layer, and the application
layer [41]], as shown in Fig.

1) Perception Layer: This layer integrates diverse sensors
and transmission nodes for data collection, communication,
control, decision-making, and resource optimization, enabling
precise physical-world perception and efficient management.

2) Network Layer: Comprising various transmission de-
vices, this layer enables seamless communication among IoT
applications and devices using protocols like Wi-Fi and Zig-
Bee to support efficient data exchange.

3) Application Layer: Divided into a Trusted Third Party
(including the Key Generation Center (KGC) and Trust Reg-
istration Authority (TRA)) and IoT applications, this layer
provide devices and users with various services including key
and identity management.

B. Security Model

To verify the security of PPT-CLAMA, we introduce the
corresponding security models based on the extended Canetti-
Krawczyk (eCK) model and Al-Riyami security model. In this
model, two types of adversaries are considered.

e Adversary A;, represents a malicious device. A; can
access any message transmitted over public channels and
replace the public keys of any devices.

o Adversary Ao, simulates a malicious KGC. A5 can access
all public messages and the master secret key, but is not
allowed to replace public key of any device.

To ensure the security of key agreement and the unforge-
ability of authentication requests, we define six security games
based on the interactions between the challenger and the two
types of adversaries. Game; and Games aim to prove the
unforgeability of authentication requests, Games and Gamey
are designed to prove the security of mutual authentication
and key agreement, and Games and Gameg demonstrate that
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the proposed scheme achieves resistance to Key Compromise
Impersonation (KCI).

Game;: This game is played between the challenger C
and the adversary A;. The challenger C initializes the system,
generates the public system parameters, and sends them to A;.
Upon receiving the public parameters, A; may perform the
following probabilistic polynomial-time adaptive queries:

o Create(RID;): When A; issues this query, the challenger
C' initializes device RID,; according to the proposed
scheme, generating its pseudonym, public key, and private
key, and stores the information in the cache table.

e Hash Queries: When A; performs the hash query, the
challenger C' checks whether the result exists in the cache
table. If it does, the corresponding result is returned;
otherwise, C' selects a random value as the result, and
returns to A;.

o Secret Value Query(RID;): Upon this query, the chal-
lenger C returns the secret value of device RID;.

e PFartial Private Key Query(RID;): The challenger C'
returns the partial private key of device RID;.

o Corrupt(RID;): The challenger C returns the full private
key of device RID; to A;.

o Public Key Query(RID;): Upon this query, the challenger
C returns the public key of device RID,;.

o Public Key Replacement Query(RID;, P!, R.): The chal-
lenger C updates the cache table with the new public
key (P/, R}) of device RID;. After this, A; is no longer
allowed to execute Secret Value Query(RID;), Partial
Private Key Query(RID);), or Corrupt(RID)).

o Authentication Request Query(RID;, RID;): When A;
queries the authentication request from RID; to RIDj,
the challenger C' generates the corresponding authentica-
tion request and returns it to A;.

Forgery: In this phase, if the adversary A; is able to output
a forged authentication request that successfully passes the
verification process, A; wins this game.

Gamey: This game is similar to Game;. The challenger
C generates the system public parameters and sends them
along with the master secret key to the adversary A;. Upon
receiving them, A performs several probabilistic polynomial-
time adaptive queries, which is the same as Game;. However,
due to the capabilities of As, it is not allowed to perform
Public Key Replacement Query(RID;, P!, R.).

Forgery: If As can output a forged authentication request
that passes the authentication response verification, As wins
the game.

Gamegs: This game involves interaction between the chal-
lenger C' and the adversary A;. The challenger generates the
system public parameters and sends them to A;. Upon receiv-
ing them, A; performs adaptive probabilistic polynomial-time
queries similar to those in Games, including Create(RID;),
Hash Queries, Secret Value Query(RI D), Partial Private Key
Query(RID;), Corrupt(RID;), Public Key Query(RID;) and
Public Key Replacement Query(RID;, P!, R.). In addition, A,
is allowed to execute the following queries:

o Send(HZ I M): When A; requests the authentication

messages, the challenger C' simulates the execution of

PPT-CLAMA based on the type of M, including the au-
thentication request, authentication response, and session
key agreement, and returns the corresponding message to
Ay

e Reveal(II};): When A; queries the session key of a
specific authentication instance, the challenger C' checks
the cache table. If exists, C returns it; otherwise, C'
returns nwull, indicating that the session is incomplete.

o Test(1I};): The challenger C randomly chooses a bit b €
{0,1}. If b =0, C returns the real session key of instance
Hfj; if b =1, C returns a random string with the same
length.

After the Test(II7;), Ay outputs the guess b for b. If b/ =

b, Ay wins the game. The advantage of the adversary A; is
defined as:

Advy"h = qyszi. (1)

Gamey: This game proceeds similarly to Games. The
challenger C' generates the system public parameters and
sends them, along with the master system key, to adversary
As. Upon receiving them, Ao performs adaptive probabilistic
polynomial-time queries similar to Games. However, as the
Type-1II adversary, A, can not execute Public Key Replacement
Query(RID;, P!, RY)).

After the Test(Hﬁ j), As outputs a guess b’ for the bit b. If
b’ = b, Ay wins the game. The advantage of the adversary Ag
is defined as:

|

Ad Auth

rW:H—H. )

Games: This game proceeds similarly to Games. The
challenger C generates the system public parameters and sends
them to adversary A;. Upon receiving them, A; can obtain the
full private key of a certain device. Then, A; performs adaptive
probabilistic polynomial-time queries similar to Games. After
the Test(II7;), Ay outputs a guess b’ for the bit b. If b’ = b,
Ay wins the game. The advantage of adversary A; is defined
as:

Adv¢T = Prit =b] — 5. (3)

Gameg: This game proceeds similarly to Gamey and
Games. The challenger C' generates the system public param-
eters and sends them, along with the master system key, to ad-
versary As. Upon receiving the system public parameters and
the master key, Ao can obtain the full private key of a certain
device. Then, A, performs adaptive probabilistic polynomial-
time queries similar to Gamey. After the Test(H” ), Ao
outputs a guess b’ for the bit b. If b’ = b, Ay wins the game.
The advantage of adversary A, is defined as

1

AdvhC" = ‘ b =b] — 3|

|

“4)

C. Security Assumptions

To facilitate the subsequent security analysis and proofs, we
present the security assumptions related to PPT-CLAMA.

1) Discrete Logarithm (DL): Assume that there is an
additive cyclic group G of order ¢ with a generator P. Given
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TABLE II: Notations and Definitions in PPT-CLAMA.

Notation Definition

k Security parameter

G Additive cyclic group of order ¢
P Generator of G

Z; 1,2,..,9—1]

H;() Hash functions

s Master system key

Ppub Public key of KGC

{Tpus, t} Public/Private key pair of TRA
params System public parameter

RID; Real identity of the device U;
PID; = {PID;1,AT} | pseudonym identity of device U;
SK; = {x;,d;} Full private key of device U;
PK, ={P;,R;} Full public key of device U;
Req = {M4, Tg} Authentication request

Rep = {Ms5,T4s} Authentication response

a € Zy, it is easy to compute aP. However, given only aP,
the probability that A can compute the correct a is negligible.

2) Computational Diffie-Hellman (CDH): Assume that
there is an additive cyclic group G of order ¢ with a generator
P. Given a,b € Zj, it is easy for an attacker A to compute
aP and bP. However, given aP and bP, the probability that
A can compute the correct abP is negligible.

D. Security Goals

To guarantee the security of the authentication protocol, the
security objectives of our design include the following.

1) Mutual Authentication: Both parties can mutually con-
firm the validity of each other’s identity during the interaction.

2) Key Agreement: After the completion of mutual authen-
tication, both parties can jointly generate a session key known
only to them.

3) Nonrepudiation: The sender cannot deny having sent the
information.

4) Unlinkability: Attackers cannot determine whether two
communications were sent by the same devices.

5) Perfect Forward Secrecy: Even if the long-term keys of
the receiver and sender are compromised, the attacker cannot
obtain the session keys of previous communications.

6) Known Session-Specific Temporary Information Secu-
rity (KSSTIS): Even if the random values of both parties are
leaked, attackers still cannot derive the correct session key.

7) Traceability: The trusted third party can trace the real
identity of a device from their pseudonym.

8) Anonymity: During the authentication process, only the
trusted third party can know the true identity of the device.

9) Privacy Protection: The sensitive information of both
parties is protected during the authentication process.

10) Key Compromise Impersonation: Even if an attacker
acquires all private keys of a device (e.g., Alice), they cannot
impersonate another device (e.g., Bob) to successfully com-
plete authentication and key agreement with Alice [42].

III. THE DESIGN OF PPT-CLAMA

This section presents the detailed design of PPT-CLAMA,
which consists of three phases: Set Up, User Registration,
and Mutual Authentication. Additionally, we provide the main

.
o U; Bk TRA

Pseudonym Generation
Secret Value Generation i RID;||P/"|[hy' = My @ H,(tP))
x; € Zg, P=x;P My = Hy(RID{', P,)
hy = Hy(RID;, P, —' Check hy = hy ?
My = Hy(xiTyuy) @ (RID||Pi|Ih) | PIDia = Ha(tP,AT) @ RID!
: hy, = Hy(PID; = {PID;,,AT}, P,')
M = H,(tPyup) @ (PID;||P;[1h2)

M, M ke

Full Key Generation P e G t
Partial Private Key Generation
PID{'||R;'|ld;' = Hz(%:Ppup) @ M3 PR
_ . . PID/||P/||hy" = Ha(sTpup) @ M,
RID;' = Hy(x;Tyup, AT") @ PID;; o
’_ h, = H,(PID;, ;)
Check RID;" = RID; ? My , .
, , , ‘e | Check hy' = h, ?
hi = H,(PID;, P, R;")
, . . 1 €Zg, Ry =1P
Check d;'P = R;' + h;iPpy), ?

h; = Hy(PID;', P{",R}), d; = 1; + sh;
Store SK; = {x;,d;}, PK, = {P,, R ‘ !
ore SK: = Bt PRC= URD T gy = P @ (PID IR

Fig. 2: Tllustration of the User Registration.

computational processes of PPT-CLAMA to validate its feasi-
bility. The notations and definitions in PPT-CLAMA are listed
in Table [

A. Set Up

Assume the existence of a trusted third party, TA, with two
independent servers, namely, KGC and TRA. To initiate the
process, based the security parameter k, the TA selects an
additive cyclic group G and a generator P of . Subsequently,
KGC selects a random number s € Z; as the master system
key, and computes P,,, = sP as the system public key.
TRA selects a random number ¢ € Zj as its private key and
computes T, = tP as its public key.

Following this, KGC selects six secure one-way hash func-
tions: Hy : {0,1}* x G — Z;, Hy : G — {0,1}%,
Hz: Gx{0,1}* — {0,1}*, Hy : {0,1}* xGx G — Zy, H :
{0,1}*x{0,1}*xG"x{0,1}* — Z*, Hg : GXGXZLy — Ly,
and Hy : G x Z; — {0, 1}", where n represents the bit length
of session key.

Finally, KGC generates params =
{G7P,q,Hl,HQ,Hg,H47H5,H6,H7,Tpub,Ppub} as the
system public parameter and distributes params to all IoT
devices within the system through a public channel.

B. User Registration

During this stage, the IoT device U; complete the generation
of its pseudonyms and full keys, which can mainly be divided
into the following four stages, as shown in Fig. 2]

1) Secret Value Generation: The IoT device U; selects a
random number z; € Z; as its secret value and computes P; =
x; P as its partial public key. Subsequently, based on the IoT
device’s real identity RID;, it computes hy = Hy(RID;, F;)
and M = Hy(x;Tpup) ® (RID;||P;||h1) and sends {My, P;}
through a public channel to the TRA for the application of
pseudonyms and partial private keys.

2) Pseudonym Generation: Upon receiving { M7, P;}, TRA
executes the following process to complete the pseudonym
generation for the IoT device U,.
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o Alice

Authentication Request Stage

a€Z; Ty =(a+xy)P

hB‘ = H4(P1DR:PB-RE)

T, = (@ + x4)(Pg + Rp + hgPpyp)

hs = Hs(PIDy, PIDg, Ty, Tz, Pa, Ry, Py,
Rp, Pyups ta)

he = Hq(T1, T, he), S = Eatetialts
My = Hy(T1) @ (SI|P1Da|[Pal[Rallta)
Key Agreement Stage

Ty’ = (x4 + @)xa "' Ty

keyap = H;(Ts', hs)

Ms' = Hy(keyap, Ta)

Check Ms' = M5 ?

cim Bob

Authentication Response Stage

T =(xg +dp)™'T,
S'IIPID,"||P4[|RAlIts" = My @ Hz(T1)
M4, T2} Check tg —t,' < At ?

hs' = Hg(PID,', PIDg, Ty, Ty Py', R,
Pp, Rp, Pypun, ta") , he' = He(T1', T2, hs")
hy' = Hy(PID,', Py',Ry")

Check $'hs' =Ty = hg'Py’ + Ry’ + hy'Pouy?
beZy Ty =(b+x)Ty

(M5, Ty} Ta= (b +xp) Py

keyga = H; (T3, hs")

Ms = H,(keypa, Ty)

Fig. 3: Tllustration of the Mutual Authentication.

o Computes RID;||P/||hy = My @& Hs(tP;) and hy =
Hi(RID;, P)).

e Checks whether hy = h; holds. If true, the message
passes the integrity check and the process continues;
otherwise, the message is discarded.

o Calculates PID;; = Hs3(tP/,AT) & RID), setting
PID; = {PID,; ,AT} to represent the pseudonym of
the IoT device U;, where AT denotes the validity period
of this pseudonym.

o Computes hy = H;(PID;, P/), generates My, =
Hy(tPyup) ® (PID;||P]||h2), and sends {Ms} to the
KGC via a public channel to apply partial private keys.

3) Partial Private Key Generation: Upon receiving {Ms},
the KGC performs the following calculations to generate the
partial private key of the IoT device U;.

o Computes PID;| P!||h}y = Ho(sTpup) & Mo and hy =
H,(PID;, P)).

o Checks whether h}, = hy holds. If so, the message passes
the integrity check and the process continues; otherwise,
the message is discarded.

e Selects a random number r; € ZZ and computes R; =
r;P and h; = Hy(PID,, P/, R;).

o Calculates the partial private key d; = r; 4+ sh;, generates
Ms = Hy(sP!)®(PID;||R;||d;), and sends { M35} to the
IoT device U; via a public channel.

4) Full Key Generation: Upon receiving {Ms}, the ToT
device U; executes the following process to complete full key
generation.

o Calculates PID;|R}||d; = Ha(xiPpsp) & M3 and
RID; = Hs(x;Tpu, AT") & PID; ;.

o Verifies whether equation RID; = RID; holds true. If
it does, it indicates that P/ D; has passed verification. U;
sets PID) as its pseudonym and continues to the next
verification step. Otherwise, U; considers the message
M3 to be illegal and discards it.

« Computes h}, = Hy(PID}, P;, R}) and verifies the equa-
tion d; P = R; + hPyyp.

o If this equation holds true, it indicates that the partial
private key d; has passed verification. U; sets PK; =
{P;, R; = R}} as its full public key and SK; = {x;,d; =
d;} as its full private key; otherwise, U; considers M3 to
be invalid and drops it.

C. Mutual Authentication

During the mutual authentication phase, assume that there
are two IoT devices, Alice and Bob, both of which have
completed the initialization of their public and private keys.
That is, Alice’s public and private keys are PK,y4 =
{Pa,Ra},SK4 = {xa,ds}, and Bob’s public and private
keys are PKp = {Pp,Rp},SKp = {xp,dp}. Then, we
divide mutual authentication into three stages: authentication
request, authentication response, and key agreement stages.
The detailed steps are illustrated using the interaction between
Alice and Bob as an example, as shown in Fig.

1) Authentication Request Stage: Assuming that the IoT
device Alice already knows Bob’s public key PKp and
pseudonym PID g, Alice performs the following calculations
to generate an authentication request RReq.

e Selects a random number a € Zj; and computes 77 =

(a + :cA)P.

o Computes hg = H4(PIDp,Pp,Rp) and T = (a +
z4)(Pg+ R + hpPpus).

e Selects a timestamp tn, computes hy =
H5(PIDy,PIDg, T, Ty, Pa,Ra, Pg,Rp, Pyup, ta),
and h6 = HG(Tl,TQ, h5)

« Computes the signature S = (z4hg + da)hs(a+x4)""
and M, = HQ(Tl) ) (SHPIDAHPA”RA”tA)-

o Generates the authentication request Req = {My, T»}
and sends it to Bob via a public channel.

2) Authentication Response Stage: Upon receiving the
authentication request Req, Bob verifies the authentication
request and generate the authentication response as follows.

o Computes T = (zp+dp) Ty and S'|PID',||P,|

{1ty = My & Ha(T}).

e Checks tgp — t;\ < At. If not, the message is considered
expired and is discarded; otherwise, the process continues
to the next step. Here, ¢t is bob’s system time, At is the
time threshold set in advance.

o Computes hi = Hs(PID',, PIDp, T}, Ts, P},
Rvapubat;l)v héj =
H.(PID,, P\, RY).

o Verifies the equation S'h% " T] = hiPy + Ry + h'y Ppup.
If it does, Alice’s legitimacy is confirmed, and Bob
proceeds to the next step. Otherwise, Bob considers Req
to be illegal and discards it.

o Selects a random number b € Zj and computes 15 =
(b + a:B)Tl’ and Ty = (b + IB)PA.

o Calculates the session key keyg, = H7(T3,h%) and
computes My = Hy(keypa,T4).

 Generates the authentication response Rep = {Ms5, Ty}
and sends it to Alice via a public channel.

{Aa P37
HG(T{,TQ,hg) and h£4 =

3) Key Agreement Stage: Upon receiving the authentication
response Rep, the IoT device Alice generates the session key
as follows.

o Computes T} = (x4 + a)va 'Ty, the session key

keysp = H7(T4,hs) and M = Hy(key,p,T4h).

o Verifies the equation M{ = M;. If this equation holds
true, Rep is legal, and Alice uses the session key key 4
for symmetric encrypted communication with Bob; oth-
erwise, Rep is deemed invalid and is discarded.
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D. Correctness

To ensure correctness and feasibility, we provide specific
computational details related to PPT-CLAMA.

1) For the equality calculation of 77 and 77:
T =(zp +dp) "' Ty

:(xB + dB)il(a + xA)(PB + Rp + hBPpub) (5)

=(a+xz4)P=T.
2) For the equality calculation of T3 and Tj:
T =(xa+a)ra Ty = (xa+a)za ' (b+2p)P)
=(b+zp)(xa+a)P
=(b+2p)T] =Ts.
(6)

3) For the verification of the signature .S:
(wahe + da)hs

-1
(a+x4) hs (a+aa)P

S'hy 7T =

=(wahg + da)P = WPy + Ry + Iy Poup.
@)

4) For the equality calculation of the session key:
keyBA :HG(T37th)) :Hg(Té7h5) :k:eyAB. (8)

Therefore, from Equations [5] [6] [7] and[§] it can be observed
that PPT-CLAMA is computationally feasible.

IV. SECURITY ANALYSES

In this section, we provide the security proof, analyze
various security properties, and present a formal verification
of the PPT-CLAMA.

A. Security Proofs

To proof the security of PPT-CLAMA, we base our analysis
on the security model defined in Section III and consider two
types of adversaries in the certificateless public key setting. We
present security theorems 1-6 under the eCK model and Al-
Riyami model [43]], [44]. Specifically, theorems 1 and 2 prove
the unforgeability of authentication requests, theorems 3 and
4 demonstrate the security of the key agreement process, and
theorems 5 and 6 demonstrate the security of KCI. Only brief
descriptions of the theorems are provided here, with detailed
proofs available in the Appendix.

Theorem 1. Given an instance aP of DL problem, if there
exists a probabilistic polynomial-time adversary Ay that is
able to forge a valid authentication request with non-negligible
probability, i.e., winning the game GamefPT_CLAMA. Then,
there exists a challenger C that can solve the DL problem (i.e.,
compute a) with non-negligible probability.

Theorem 2. Given an instance a P of the DL problem, if there
exists a probabilistic polynomial-time adversary As that is
able to forge a valid authentication request with non-negligible
probability, i.e., winning the game GamefPT_CLAMA, then
there exists a challenger C' that can solve the DL problem
(i.e., compute a) with non-negligible probability.

Theorem 3. Given an instance aP of the DL problem, if
there exists a probabilistic polynomial-time adversary Ay that
is able to break PPT-CLAMA with non-negligible probability,
i.e., winning the game GameéDPT*CLAMA, then there exists
a challenger C' that can solve the DL problem (i.e., compute
a) with non-negligible probability.

Theorem 4. Given an instance aP of the DL problem, if
there exists a probabilistic polynomial-time adversary A, that
is able to break PPT-CLAMA with non-negligible probability,
i.e., winning the game GamefPT_CLAMA, then there exists
a challenger C' that can solve the DL problem (i.e., compute
a) with non-negligible probability.

Theorem 5. Given an instance a P of the DL problem, if there
exists a probabilistic polynomial-time adversary A, that, after
obtaining the full private key of a certain device, can imper-
sonate another device to successfully complete authentication
and key agreement with the target device with a non-negligible
advantage, i.e., winning the game Games,PPT_CLAMA, then
there exists a challenger C' that can solve the DL problem
(i.e., compute a) with non-negligible probability.

Theorem 6. Given an instance a P of the DL problem, if there
exists a probabilistic polynomial-time adversary Ao that, after
obtaining the full private key of a certain device, can imper-
sonate another device to successfully complete authentication
and key agreement with the target device with a non-negligible
advantage, i.e., winning the game GameéDPT*CLAMA, then
there exists a challenger C that can solve the DL problem

(i.e., compute a) with non-negligible probability.

B. Security Discussions

This subsection analyzes the security properties of PPT-
CLAMA to determine whether it meets its security goals.

1) Mutual Authentication: In the authentication request
Req = {My4,T>}, under the CDH assumption, the first type
of attacker A; cannot compute the correct value of 7] without
access to Bob’s full private key SKp = {xp,dp}. As aresult,
A, is unable to construct S’||PID’,|| P} || Ry = My® H(T7),
and thus fails to satisfy the verification equation S'h} ™ "T} =
heP)y + R’y + h'y Ppyp. Similarly, even if the second type of
attacker A, possesses the master system key s, it still cannot
compute the correct 7] without knowing Bob’s secret value
xp, and therefore also fails to pass the verification. Hence,
only Bob, holding the full private key, can compute the correct
Ty, extract S'|PID,||P,||R/y, and verify the legitimacy of
Alice’s identity. In particular, the signature S’, generated using
Alice’s full private key SK4 = {x4,da}, cannot be forged
by either type of attacker due to the hardness of the DL
problem. Thus, once the verification equation is satisfied, Bob
can confirm that the authentication request originates from
Alice.

For the authentication response Rep = {Ms, T4}, based
on the CDH assumption, neither type of attacker can compute
the correct T3 and the session key key 4 p without knowing the
random value a and secret value x4 of Alice. Therefore, after
receiving Rep and completing the verification, Alice confirms
that Bob has received Req and successfully computed the
correct 77, thereby authenticating Bob’s identity.
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2) Key Agreement: After completing mutual authentication,
the IoT devices Alice and Bob can generate a session key
keyap = H7(T3,hs) = Hr((za+a)(b+azp)P hs) =
H7(T5,hi) = keypy, which is known only to both parties.
The security of the session key key 45 or keyp 4 depends on
the secret values x4 and a of Alice and zp and b of Bob.
The random numbers a and b possess inherent randomness,
and their specific values are known only to their respective
IoT devices. Similarly, the secret value x4 is known only
to Alice, and the secret value xp is known only to Bob.
Based on the CDH problem, attackers cannot compute the
corresponding session keys key 45 or keyp 4. Therefore, our
proposed scheme satisfies the key agreement property.

3) Nonrepudiation: In PPT-CLAMA, IoT devices cannot
deny the authentication messages they generate. The proof
process aligns with that of mutual authentication. First, con-
sider the authentication request Req = { My, T>}. To verify the
request, Bob must compute the correct 7 and extract .S, which
requires Alice’s full private key. Since only Alice can generate
a valid S that passes verification, she cannot deny having
sent the request. Second, for the authentication response
Rep = {Ms5, Ty}, Alice verifies M, = M; by computing
T, = (za+a)-x,'Ty and deriving key 4 5. The computation
of the underlying value T35 depends on Bob correctly deriving
T| using his full private key SKg = {xp,dg}. Therefore,
once a verifiable authentication response is generated, Bob
cannot deny having received the request or having sent the
response.

4) Unlinkability: Attackers cannot determine whether mul-
tiple authentication requests or responses originate from the
same device. For example, consider two authentication re-
quests Req; = {My 1,151} and Reqy = {My2,To5}.
The values M,; and M,o are generated by XORing
S||PID4||P4||Ra with independently randomized T3, while
15,1 and T 5 are also random group elements derived from
different values of a. Each request contains no explicit iden-
tifiers linking it to the sender or receiver, preventing attackers
from associating them with any particular device. Similarly,
for two authentication responses Rep; = {Ms51,T41} and
Repy, = {Ms52,Ty 2}, the inclusion of randomness from b
and the lack of identifying information make it infeasible for
attackers to determine whether they originate from the same
user. Therefore, PPT-CLAMA ensures unlinkability between
different authentication sessions.

5) Perfect Forward Secrecy: In PPT-CLAMA, even if
attackers obtain the long-term keys of IoT device Alice and
Bob, they still cannot compute the correct session key (key g 4
or key 4 ). as demonstrated below. The security of the session
key primarily relies on 75 = (b + xp) - (x4 + a)P =
abP + argP + bxa P + x poxpP. By obtaining x4 and zp,
attackers can compute axgP + bra P + x x5 P. However,
due to the absence of random numbers a and b, based on the
CDH assumption, attackers still cannot compute abP and the
correct session key. More importantly, even if the adversary
obtains the signature S, the incorporation of the hash function
Hg and the random value a prevents it from deriving a,
and consequently from recovering the correct session key.
Therefore, PPT-CLAMA satisfies perfect forward secrecy.

TABLE III: Formal Analysis of PPT-CLAMA By ProVerif.

Security Property Result
Strong Secrecy ‘true’
Mutual Authentication ‘true’

Known Session-Specific Temporary Information Security
Perfect Forward Secrecy
Anonymity
Unlinkability

6) Known Session-Specific Temporary Information Se-
curity: The KSSTIS property is designed to protect session
key security even if temporary or side-channel information
is leaked. In PPT-CLAMA, even if the random values a
and b used by the IoT devices are compromised, attackers
still cannot derive the correct session key or gain any useful
information. The session key (key 4,5 or key4) is computed
from T3 = (b + zp)(za + a)P, which expands to T3 =
abP +axrg P+ bx AP+ xaxp P. With knowledge of a and b,
an attacker can compute abP +ax g P+ bx 4 P, but without the
secret keys x 4 and x g, they cannot derive the correct x gx g P
or reconstruct the full 75. As a result, the session key remains
secure and PPT-CLAMA satisfies the KSSTIS.

7) Traceability: To enable the rapid tracing of malicious
IoT devices, traceability is a crucial aspect of enhancing IoT
management efficiency. In PPT-CLAMA, the TRA exists. With
access to the pseudonyms and public keys of IoT devices, the
TRA can trace the real identities of IoT devices by performing
RID; = PID;; ® Hs(tP;, AT). Therefore, TTP-CLAMA
can trace the real identities of IoT devices, satisfying the
traceability.

8) Anonymity: To prevent attackers from identifying or
tracking IoT devices through real identities or explicit infor-
mation such as public keys, anonymity is a critical security
property. In PPT-CLAMA, anonymity is achieved through two
key mechanisms. First, the combined use of the TRA and KGC
enables each IoT device to obtain a pseudonym, concealing its
real identity and preventing identity-based tracking. Second,
based on the unlinkability property, authentication messages
do not reveal any explicit identifiers, making it infeasible
for attackers to infer or link real identities. Therefore, PPT-
CLAMA satisfies the anonymity requirement.

9) Privacy Preservation: To safeguard the privacy in-
formation of IoT devices, privacy protection has become a
key property for enhancing the security and applicability of
the IoT. Similar to the proof processes of traceability and
anonymity, in PPT-CLAMA, we achieve the protection of
critical privacy information, namely, the real identities of IoT
devices, by providing pseudonyms. Therefore, PPT-CLAMA
can endow IoT devices with privacy protection.

C. Formal Verification

To further validate the security of PPT-CLAMA, we perform
a formal analysis using ProVerif, a widely used tool for
the automated verification of cryptographic protocols [45].
ProVerif allows the modeling of various cryptographic prim-
itives and security properties. We implemented PPT-CLAMA
in ProVerif, modeling essential operations such as modular
multiplication and XOR, and defined a sequence of events
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TABLE IV: Comparison of Security Properties.

Security Properties Shen [21] | Seifelnasr [22]] | Meng [25] | Lin [34]] | Yang [47] | Ma [46] | Ma [33| | Ma [29] | Zhu [32] | PPT-CLAMA
Mutual Authentication v v v v v v v v v v
Key Agreement X v v 4 X v 4 4 X 4
Non-repudiation 4 v v 4 4 v 4 4 X v
Unlinkability X X X X v v v X X v
Perfect Forward Secrecy X X v v X v v v X v
KSSTIS X v v 4 X X X 4 X v
Traceability v X X X v X X v v v
Anonymity X X X X X v v X X v
Privacy-preserving v v X X 4 X X 4 v v
Scalability v v v v v v v v v v
Secure Channel Not Required X X X X X X X X X v

to simulate the protocol’s flow. To evaluate the protocol’s
robustness, we configured queries to test whether an adversary,
with access to certain disclosed information (e.g., long-term
or ephemeral keys), could violate specific security proper-
ties. The results of our formal verification are summarized
in Table [T As shown, PPT-CLAMA satisfies key security
properties, including strong confidentiality, mutual authen-
tication, KSSTIS, perfect forward secrecy, anonymity, and
unlinkability. Notably, to verify perfect forward secrecy, we
simulated the compromise of long-term private keys of both
Alice and Bob, and queried whether the session key could be
derived by the adversary. The results confirmed that the session
key remained secure, demonstrating that PPT-CLAMA ensures
perfect forward secrecy.

V. PERFORMANCE EVALUATION

In this section, we evaluate the performance of PPT-
CLAMA by comparing it with recent or highly cited schemes,
focusing on security properties, computational efficiency, and
communication efficiency [21]], [22], [25], [29], [32]-[34],
[46], [47]. Notably, the schemes proposed by Zhu and Yang
are signature-only schemes [32f], [47]].

A. Security Properties Comparison

In the face of increasingly severe IoT security threats,
security strength has become a critical factor in evaluating
the feasibility of authentication and key agreement schemes.
Based on the security analysis presented in Section we
systematically organize and compare the security properties
of representative schemes, as summarized in Table

From Table it is evident that existing schemes gen-
erally accomplish mutual authentication, key agreement, and
nonrepudiation between devices, with the exception of Shen
[21], Zhu [32] and Yang [47]. However, in regard to high-
security properties such as perfect forward secrecy, trace-
ability, anonymity, and privacy protection, existing schemes
still exhibit certain deficiencies and fail to meet the stringent
security requirements for device authentication and key agree-
ment [21], [22], 1251, 1291, 132]-[34], [46], [47]. Moreover,
from a practical perspective, PPT-CLAMA overcomes several
limitations. The trusted third party does not need to store
any authentication media or real identity information of IoT
devices during the authentication process, thereby removing
constraints on the number of IoT devices and satisfying

scalability. Additionally, PPT-CLAMA does not require a
secure communication channel during the user registration
phase, easing the prerequisites for IoT device initialization or
the addition of new IoT devices. These features enhance the
practicality and adaptability of PPT-CLAMA.

B. Computational Efficiency Comparison

For most IoT devices, limited hardware and software re-
sources make it difficult to handle the overhead introduced
by complex security mechanisms. As a result, computational
efficiency has become a key performance metric for evaluating
authentication schemes. To assess this, we conduct both theo-
retical and simulation-based comparisons of the computational
efficiency of PPT-CLAMA.

In the theoretical analysis, we summarize the number of
cryptographic primitives required by each scheme during the
authentication request, authentication response, and key agree-
ment phases. The results are presented in Table [V] where the
main primitives considered include point multiplication Tz,
and bilinear pairing T'pg;,.

As shown in Table [V] PPT-CLAMA requires only 10 scalar
multiplications, fewer than all existing authentication and key
agreement schemes (e.g., Shen, Seifelnasr, Meng, Lin, Ma, Ma
and Ma), which require more than 11 scalar multiplications
(210, [22], [250, [29], [33[l, [34], [46]. Although Shen’s scheme
performs only 6 scalar multiplications, it incurs 8 additional
bilinear pairings, whose computational cost exceeds that of
scalar multiplications, resulting in lower overall efficiency
[21]. Furthermore, compared with existing signature schemes
such as those by Zhu and Yang, PPT-CLAMA achieves the
same computational efficiency while additionally supporting
session key agreement between the two authenticated parties,
which their schemes cannot provide [32]], [47].

In the simulation experiments, we use a physical computer
(Intel® Core™ i5-12400 CPU, 32 GiB of RAM, running
Windows 11, with 8 TB of storage.) and the Pypbc library 0.2
to build a virtual execution environment (Ubuntu 20.04 as the
operating system, 11.3 GiB of RAM, and 40 GB of storage).
Then, we implement both the existing scheme and PPT-
CLAMA in code and measured the runtime of each scheme as
the number of authentication attempts increased under the 80-,
112-, and 128-bit security models. The results are illustrated
in Fig. Furthermore, to highlight the advantages of our
proposed scheme more obviously, we compare the average
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TABLE V: Comparison of Theoretical Computational Efficiency.
Scheme Authentication Request ~ Authentication Response  Key Agreement  Computation Overhead
Shen [21] 5Tnjut + 4TPair 5Tnjut + 4TPair - 10T N ui + 8T Pair
Seifelnasr [22] 2T]Mul 9TMul gTMul 20TMul
Meng [25] 3T pful 3Tnrul 8T\ ul 14T v
Lin [34] Thrut 6T\ 1wl ST\l 12T o
Yang [47] 5T ul 5T ul - 10T ot
Ma [46] AT i TN ui Thrul 12T
Ma [33] 2T\ ST\ ul AT\l 11T Nt
Ma [29] Thpw 8T ul 2Tvul 11T o
Zhu [32] 5Tt 5Tt - 10T N ut
PPT-CLAMA 3Tl 6T 1wl Triwl 10T p gt
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Fig. 4: Comparison of the Running Times of Different Schemes under Simulation.
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Fig. 5: Comparison of the Running Times of Different Schemes on Raspberry Pi.

running time of different schemes in the 80-bit, 112-bit and
128-bit security models, as shown in Fig. [6]

advantage becoming more prominent as the number of au-
thentications increases [21]], [22], [250, [29], [33], [34], [46].
Meanwhile, compared with existing signature schemes (e.g.,
Yang and Zhu), PPT-CLAMA exhibits a comparable runtime
but additionally supports mutual authentication and session
key agreement, offering superior versatility and overall per-
formance [32], [47].

Furthermore, to better simulate real-world scenarios in the
IoT, we utilize a Raspberry Pi 4B to construct actual IoT
devices (OS: Ubuntu 20.04, RAM: 2 GB, storage: 32 GB).
Similarly, neglecting the consumption of the communication
process, we statistically compare the runtimes of different
schemes as the number of authentication attempts increased
under the 80-, 112-, and 128-bit security models, as shown in
Fig.[5} Additionally, for quantitative analysis, we compute the
average runtimes of different schemes under different security
models, as depicted in Fig. [}

Specifically, as shown in Fig. [6] in the virtual simulation
environment, PPT-CLAMA achieves an average computational
efficiency improvement of approximately 6.17% over existing
authentication and key agreement schemes, while incurring
only an additional 1.06 ms compared with signature schemes.
Similarly, Fig.[7]shows that on the Raspberry Pi platform, PPT-
CLAMA achieves an average efficiency gain of about 7.29%
over existing authentication and key agreement schemes, with
only 1.13 ms additional overhead compared with signature
schemes. By combining the results from both environments,

As illustrated in Fig. [ and Fig. 5] compared with existing
authentication and key agreement schemes (e.g., Shen, Seifel-
nasr, Meng, Lin, Ma, Ma and Ma), PPT-CLAMA achieves
shorter overall runtime and higher computational efficiency
as the security model becomes stronger, with its efficiency
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TABLE VI: Comparison of Communication Data Lengths of Different Schemes.

Authentication Request

Authentication Response

Communication Overhead (bits)

[ID[ + 4]G] + |T] 2|G] + IT] [ID[ + 6]G] + 2[T'| ~ 6400
|ID| + 4|G| + |q| 5G| + 3]q] |[ID| 4 9|G| + 4|q| = 9984
|ID| + 4|G| + |T| 2|G|+ |7 |ID| + 6|G| + 2|q| + 2|T'| ~ 6400
|ID| + 3|G| + |T| 2|G| + |T| |ID| + 5|G| + 2|T'| =~ 5376
[ID| +4|G| + |q| +2|T| |G| + |g| + |T |ID| +5|G| + 2|q| + 3|T| ~ 5760
[ID| + 4|G| + |q| + |T| G|+ |q| +|T| |ID| + 5|G| + 2|q| + 2|T| ~ 5696
|ID| + 3|G| + 2|q| + |T| G|+ lq| + T [ID| + 4|G| + 3|q| + 2|T'| =~ 4832
[ID] + |Str| + 3|G| + 2|g| + |T| G|+ g + 7] [ID| + |Str| + 4|G| + 3|q| + 2|T| ~ 4992
[ID| + 4|G| + |q| + 2|T| G|+ |q| + |T| |ID| + 5|G| + 2|q| + 3|T| ~ 5760
PPT-CLAMA |ID| + 3|G| + |q| + |T |G| + |q] |ID| + 4|G| + 2|q| + |T| ~ 4672
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Fig. 6: Comparison of Average Running Time under Different
Security Models under Simulation.
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Fig. 7: Comparison of Average Running Time under Different
Security Models on Raspberry Pi.

our scheme achieves an average 6.73% efficiency gain over
existing authentication and key agreement schemes, and al-
though its runtime is approximately 1.10 ms higher than
that of signature schemes, the ability to perform session key
agreement makes it more feasible and universally applicable to
resource-constrained IoT devices [21]], [22], [25]], 291, [32]-
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Fig. 8: Comparison of Communication Overhead.

C. Comparison of Communication Efficiency

To enhance the authentication efficiency of IoT devices,
communication efficiency is a crucial factor, particularly with
the proliferation of IoT devices. Therefore, for a more thor-
ough quantitative analysis of communication efficiency, we
examine the length of communication data transmitted during
the authentication process across different schemes.

First, considering the diversity of authentication information
in different schemes, we set the length of the device’s real
identity |ID| to 128 bits the timestamp |T| to 64 bits and for
other data such as the chosen random string |Str| to 160 bits.
For the cryptographic primitives, we set the additive cyclic
group |G| to 1024 bits and the number |g| to 160 bits. Next,
based on common communication scenarios, we assume that
the IoT device Alice knows Bob’s pseudonym and public
key, while Bob does not know Alice’s pseudonym or public
key. Using this assumption, we compare the communication
data length of PPT-CLAMA with existing schemes during the
authentication process, as presented in Table and Fig. [§]

From the results, PPT-CLAMA requires only 4672 bits
for mutual authentication, which is lower than that of other
comparable schemes. It reduces communication volume by
3.31% compared to the most efficient existing scheme (Ma
). Thus, PPT-CLAMA incurs lower communication over-
head, achieves higher communication efficiency, eases network
traffic in [oT environments, and demonstrates strong practical
applicability.

VI. CONCLUSION

Focusing on the vulnerability of IoT to illegal attacks, data
transmission vulnerabilities, and privacy breaches, we pro-
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pose a certificateless anonymous mutual authentication scheme
for the IoT called PPT-CLAMA. By leveraging pseudonyms
and structured authentication messages, PPT-CLAMA ensures
communication anonymity, preventing attackers from linking
public keys or pseudonyms to real device identities and
thereby preserving data privacy. In addition to fundamental
properties such as mutual authentication and key agreement,
PPT-CLAMA satisfies advanced security requirements, includ-
ing perfect forward secrecy, KSSTIS, privacy protection, and
scalability. Simulation results further demonstrate that PPT-
CLAMA achieves higher computational and communication
efficiency compared to existing authentication and key agree-
ment schemes, making it more suitable for deployment in
resource-constrained IoT. However, PPT-CLAMA still has sev-
eral limitations. First, to ensure the anonymity, authentication
request includes public key of the device (e.g., Alice), which
increases the communication pressure to some extent. Second,
security proof and analysis of PPT-CLAMA mainly adopts
theoretical analysis and software verification, and there may
be additional security challenges when deploying in the real
world. Future work will explore aggregation and batch authen-
tication techniques to further improve both computational and
communication efficiency.
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