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Abstract—The surge in smartphone and wearable device us-
age has propelled the advancement of the Internet of Things
(IoT) applications. Among these, e-healthcare stands out as a
fundamental service, enabling the remote access and storage of
patient-related data on a centralized medical server (MS), and
facilitating connections between authorized individuals such as
doctors, patients, and nurses over the public Internet. However,
the inherent vulnerability of the public Internet to diverse
security threats underscores the critical need for a robust and
secure user authentication protocol to safeguard these essential
services. This research presents a novel, resource-efficient user
authentication protocol specifically designed for healthcare sys-
tems. Our proposed protocol leverages the lightweight authenti-
cated encryption with associated data (AEAD) primitive ASCON
combined with hash functions and XoR, specifically tailored for
encrypted communication in resource-constrained IoT devices,
emphasizing resource efficiency. Additionally, the proposed pro-
tocol establishes secure session keys between users and MS,
facilitating future encrypted communications and preventing
unauthorized attackers from illegally obtaining users’ private
data. Furthermore, comprehensive security validation, including
informal security analyses, demonstrates the protocol’s resilience
against a spectrum of security threats. Extensive analysis reveals
that our proposed protocol significantly reduces computational
and communication resource requirements during the authenti-
cation phase in comparison to similar authentication protocols,
underscoring its efficiency and suitability for deployment in
healthcare systems.

Index Terms—Authentication, Internet of Things, security,
authenticated encryption, ASCON, secure communication.

I. INTRODUCTION

HE advancement of the Internet of Things (IoT) has

brought about a significant shift in human life, reshaping
industries, and driving efficiency gains [1]-[4]. Its integration
has particularly revolutionized healthcare systems, birthing
concepts like Medicine 4.0 and Healthcare 4.0, leading to
innovations in patient care and management [5]. However,
as these systems rely heavily on interconnected devices and
data sharing, ensuring security within smart healthcare envi-
ronments becomes paramount.
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The seamless exchange of authenticated keys among remote
users, such as medical professionals, across interconnected
systems presents significant challenges. For instance, in remote
patient monitoring, medical professionals need secure access
to health data from wearable devices. Similarly, during emer-
gency medical responses, authorized personnel must quickly
access critical patient information without compromising se-
curity. Establishing robust security measures, particularly in
key exchange, is essential for these IoT-enabled healthcare
networks. The vulnerability of patient-related data to cyber
threats in the public domain underscores the need for a secure
and efficient authentication and key exchange protocol [6]-[8].

The existing literature on authentication and key exchange
protocols in smart healthcare environments has seen notable
contributions, ranging from cryptographic techniques to net-
work protocols and access control mechanisms. Prior research
has explored various cryptographic primitives and authen-
tication protocols, such as identity-based cryptography [9],
attribute-based encryption [10], and certificateless cryptogra-
phy [11], each with its strengths and limitations. However,
gaps persist in achieving a balance between security and
efficiency in these dynamic, interconnected environments.

To address these challenges and bolster security measures
within IoT-driven healthcare landscapes, our research focuses
on enhancing authentication and key exchange specifically
tailored for smart healthcare systems. We aim to rectify
the limitations found in current protocols utilized for ensur-
ing secure communications in healthcare settings. Numerous
protocols exhibit vulnerabilities to a range of attacks, such
as server and user impersonation, leakage of ephemeral se-
crets, denial-of-service incidents, de-synchronization, insider
threats leveraging privileges, and a notable absence of cru-
cial functionalities like user anonymity and mutual authen-
tication. Moreover, cryptographic approaches such as public
key cryptography and chaotic map-based user authentication
and key exchange protocols demand significant computational
resources, rendering them impractical for resource-limited IoT
devices. Our research addresses this gap by aiming to enhance
the security and efficiency of authentication and key exchange
specifically tailored for smart healthcare systems. We aim
to contribute novel approaches that not only bolster security
measures but also streamline resource utilization, enabling
seamless access to critical medical information while fortify-
ing defenses against potential attacks. Through our work, we
aspire to establish a robust framework for secure key exchange,
ensuring the confidentiality and integrity of patient data in IoT-
driven healthcare landscapes.

The main contributions of this paper are listed below:

« We introduce a resource-efficient authentication protocol
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tailored for smart healthcare systems. This protocol lever-
ages lightweight cryptography, utilizing an Authenticated
Sponge CONstruction (ASCON) scheme alongside a hash
function and XOR cryptographic primitives. It facilitates
the establishment of a secure session key between the
user and server following mutual authentication, ensuring
encrypted communication for enhanced security between
the user and the medical server. Additionally, our protocol
ensures user anonymity and untraceability throughout the
authentication and key exchange phases.

« We employ the real-or-random (ROR) model as a formal
analysis technique to thoroughly evaluate the session key
security in our protocol. Additionally, through an in-
depth informal security assessment, we demonstrate the
protocol’s ability to withstand various potential attacks
and provide numerous functional features.

e We implemented the related security opera-
tions/primitives on two different hardware platforms: a
resource-constrained device (Raspberry Pi 4 with 2 GiB
RAM, Raspberry Pi OS, 32-bit) for the user device, and
a more resource-rich device (Intel® Core™ i5-8300H
CPU @ 2.30GHz, 8 GiB RAM, Windows 10.22H2,
64-bit) for the medical server. We then measured the
experimental execution times for each primitive to
compare the performance of our proposed protocol
with other existing state-of-the-art protocols. The results
indicate that our protocol is computationally competitive
when compared to these related protocols.

The subsequent sections of this paper are organized as
follows: Section II provides an extensive review of the lit-
erature, while Section III presents the system overview and
background knowledge. Section IV elaborates on the proposed
protocol, followed by a thorough security analysis in Sec-
tion V. Section VI evaluates the efficiency and effectiveness of
the protocol. Lastly, Section VII presents concluding remarks
to summarize the key findings of this study.

II. RELATED WORK

In recent years, there has been extensive research on authen-
tication and key exchange protocols in telehealthcare [12]-
[17] based on passwords and smartcards. However, many
of these protocols exhibit certain limitations. Firstly, both
passwords and smartcards are susceptible to being forgotten,
lost, stolen, or replicated. Secondly, if authorized users share
their passwords and smartcards with unauthorized users, the
system lacks the means to identify the legitimate user. Thirdly,
certain protocols [12], [13], necessitate the server’s retention of
a password table, thereby exposing vulnerabilities to potential
security breaches like password disclosure, stolen verifiers,
and server-spoofing attacks. Additionally, the typically low
entropy of user passwords renders them vulnerable to offline
password guessing attacks. To bolster security, the inclusion of
biometric characteristics as a third factor in designing robust
authentication protocols is employed. The amalgamation of
these three factors fortifies resistance against guessing, forget-
ting, stealing, and duplication issues [18], thereby overcoming
the weaknesses inherent in two-factor schemes. Given the
numerous advantageous properties offered by the three factors,

multiple authentication and key exchange protocols based
on three factors have been proposed for the telehealthcare
environment [19]-[26].

In the development of a robust three-factor (password,
smartcard, and biometric data) authenticated key agreement
scheme, a variety of cryptographic algorithms and mechanisms
were strategically integrated. This approach, designed for the
key agreement scheme, incorporates one-way hash functions,
chaotic maps, elliptic curve cryptography (ECC), the Rivest-
Shamir-Adleman (RSA) cryptosystem, and fundamental op-
erations such as XOR and concatenation. ECC emerged as
a compelling choice due to its ability to provide security
levels equivalent to RSA while employing smaller key sizes.
This inherent characteristic translated to reduced power con-
sumption, minimized bandwidth requirements, and decreased
computational overhead [27]. Moreover, the computational
efficiency of chaotic map operations surpassed that of ECC and
RSA counterparts. This superiority positioned chaotic maps
as an advantageous solution, especially in scenarios requir-
ing heightened computational performance. Additionally, the
incorporation of physical unclonable functions (PUFs) added
an innovative layer leveraging inherent hardware variations,
fortifying security against potential attacks [28], [29]. Fur-
thermore, the use of authenticated encryption with associated
data (AEAD) schemes ensured confidentiality, integrity, and
authentication of transmitted data, thereby enhancing the over-
all security architecture, particularly in the context of telecare
medicine information systems [30].

Awasthi and Srivatava [19] initially introduced a lightweight
three-factor authenticated key agreement protocol for tele-
healthcare information systems that utilized symmetric key en-
cryption and hash functions. However, Mishra ef al. [20] iden-
tified security vulnerabilities in this protocol. These included
susceptibility to password guessing attacks, failure to detect
incorrect inputs during password changes that could lead
to subsequent denial-of-service attacks. Additionally, Tan’s
analysis [21] further highlighted deficiencies in [19], exposing
vulnerabilities to reflection attacks, lack of user anonymity,
and insufficient three-factor security. Tan proposed an im-
proved protocol, but subsequent examination [22] revealed
weaknesses to replay attacks and denial-of-service attacks.
Yan et al. [23] endeavored to rectify these vulnerabilities
by presenting a new protocol claimed to be resilient against
various attacks. However, Mishra et al. [24] contested this
assertion, asserting vulnerabilities to offline password guessing
attacks, inefficiencies in login and password updating, and a
deficiency in user anonymity within Yan et al.’s design. In
response, they proposed an authentication protocol fortified
by hash functions and nonces to enhance security. Further
scrutiny by Sarvabhatla et al. [25] unearthed security flaws in
Mishra et al.’s protocol [24], specifically vulnerabilities to of-
fline identity guessing attacks and user impersonation attacks.
Subsequently, Amin and Biswas [26] raised concerns about
Mishra et al.’s protocol [24], highlighting vulnerabilities to
server impersonation attacks, session key computation attacks,
and smart card theft attacks.

Kumari et al. [31] introduced an authentication protocol
leveraging ECC to ensure secure access to medical server
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Fig. 1: Telehealthcare system network—users communicate
with the medical server over insecure channels (red), while
other connections are secure (blue).

information. However, this protocol exhibits vulnerabilities
to password guessing, smart card/device loss, privilege in-
sider breaches, user impersonation, and de-synchronization
attacks. Additionally, it lacks provisions for user anonymity.
Khatoon et al. [32] proposed a telehealthcare-based authen-
tication protocol utilizing user bi-linear-pairing. Despite this,
their approach remains susceptible to user impersonation and
privileged insider attacks, while also lacking support for user
anonymity. Tanveer et al. [30] devised a resource-efficient
authentication protocol for telehealthcare information systems,
employing ASCON and hash functions. However, their proto-
col is susceptible to de-synchronization attacks.

III. BACKGROUND KNOWLEDGE

In this section, we introduce the network and threat mod-
els, along with outlining the design objectives and pertinent
cryptographic foundations.

A. Network Model

The network model illustrated in Fig. | serves as the foun-
dational framework for the proposed protocol. It comprises
essential components: the Registration Center (RC), Medical
Server (MS), and users (UR; where ¢« = 1,2,3,...,n), where
‘n’ denotes the total number of users. These users include
medical professionals such as doctors, nurses, or authorized
family members seeking access to information stored within
the MS. The RC plays a crucial role in granting access to the
MS and UR;. It deploys the MS and oversees the registration
process for U R;. This access enables medical centers to track
patient records and utilize various services. Additionally, the
MS stores sensitive registration details related to UR; and
patient health data linked to the patient monitoring system. To
ensure secure communication between the MS and U R;, the
establishment of a secure mechanism is necessary for UR;
to access data within the MS. While the initial registration
with the RC is assumed to occur over a secure channel,
subsequent communication with the MS relies on the proposed
authentication and key exchange protocol, which provides the
necessary security without requiring a pre-established secure
channel. This protocol is therefore an ideal choice for securing
UR,; access to the system’s resources. The confidential data
stored within the system can be securely accessed using this
protocol, which serves as a secure means to grant access within

the required system.

B. Threat Model

Establishing an appropriate threat model is crucial as the
foundation for the proposed protocol. In this context, the
Dolev—-Yao (DY) threat model [33] is used for the suggested
authentication and key exchange protocol. According to this
model, an adversary A can perform various operations on
messages during communication, including intercepting, drop-
ping, modifying, and replaying. In the proposed network
model, the smart device, which allows users to connect to
the medical server for telehealthcare services, is considered an
untrusted entity. An adversary A might steal this device and
potentially extract the secret credentials stored in its memory
card or smart card [34]. Moreover, the MS (assumed to be in
a secure environment) is physically inaccessible to 4. How-
ever, an insider adversary A with unauthorized access could
compromise the integrity of the MS by retrieving sensitive
information from its database. This unauthorized access might
allow A to perform various malicious actions on behalf of a
specific user. In addition to the DY model, we also consider
the Canetti-Krawczyk (CK) threat model [35]. According to
the CK-adversary model, the adversary A can compromise
ephemeral information such as session states and session keys.
This model is deemed more effective than the DY model in
certain contexts, providing a more comprehensive framework
for formulating an authentication protocol and considering
various adversary capabilities and behaviors.

C. Cryptographic Preliminaries

In this subsection, we present the essential cryptographic
primitives employed in the design of the proposed protocol.

1) Fuzzy Extractor

The Fuzzy Extractor (FE) plays a crucial role in cryptogra-
phy by facilitating the creation of a distinct secret key from a
user’s biometric data [36]. It comprises two core functions:

1. Biometric Key Generation (Gen(-)): This probabilistic
function, Gen(-), takes BIOy g (user’s biometric information)
as input and produces a unique key BK within the range
[0,1])'25 . Here, Igf denotes the key’s length, and RP repre-
sents the reproduction parameter. The probabilistic nature of
BK is essential for ensuring that the generated key maintains
security and robustness despite the imperfections or noise in
the biometric data.

2. Reproduction (Rep(-)): Rep(-) is a deterministic func-
tion that regenerates the key BK using BIO} , (biometric
data provided at login) and RP, ensuring that the difference
|BIOyRr — BIOy i| < Ey, where E; is the acceptable error
tolerance.

These functions, Gen(-) and Rep(-), within the FE frame-
work, are integral in securely generating and reproducing
unique cryptographic keys derived from biometric data. The
probabilistic aspect of Gen(-) ensures that the process can
handle variations and noise in biometric input while preserving
the security of the generated key.



2) ASCON

Authenticated Sponge CONstruction (ASCON) is a
lightweight AEAD scheme, extensively utilized to meet the
computational demands of resource-constrained devices and
high-performance computing systems [37]. ASCON is favored
for hardware deployment due to its ability to minimize energy
consumption and resist side-channel attacks. Moreover, its
effectiveness and resilience against various forms of attacks
have been widely acknowledged. The selection of ASCON
as the optimal solution is driven by specific attributes,
including its lightweight design, resistance to multiple
attacks, and suitability for resource-limited environments.
ASCON employs a sponge construction methodology in its
design, serving as a versatile cryptographic structure used
for various cryptographic functions. Specifically, the sponge
construction comprises a fixed-length internal state and two
distinct phases: the absorption phase and the squeezing phase.

1) Absorption Phase: During this phase, ASCON initial-
izes an internal state to zero or a fixed initial value.
Subsequently, the input data is divided into fixed-size
blocks, each of which is combined with the rate portion of
the internal state via an XOR operation. After absorbing
each block, ASCON updates the internal state using a
custom permutation function, known as the Substitution-
Permutation Network (SPN).

2) Squeezing Phase: Once all input data has been absorbed,
the internal state transitions to the squeezing phase. In this
process, the output data (such as ciphertext or hash value)
is squeezed from the rate portion of the internal state, one
block at a time, and the permutation function is reapplied
to ensure the output data’s security and randomness,
continuing until the desired output length is achieved.

Notably, the sponge construction allows the capacity and rate
portions to be adjusted according to specific requirements,
balancing security and performance, which makes ASCON
particularly suitable for resource-constrained environments.
The encryption and decryption processes of ASCON, based
on the sponge construction, are detailed as follows:

The encryption process in ASCON, represented as
(CT, TAG) = Eg(N, A,PT), where (CT, TAG) signify the
resulting ciphertext and authentication tag, K denotes the
secret key, NV the nonce, A the associated data, and PT rep-
resents the plaintext to be encrypted. Specifically, in practical
applications, A can refer to any non-encrypted but authenti-
cated data, such as identities, message headers, timestamps,
and so on. During the encryption process, A is incorporated
into the calculation along with N and PT to generate the
specific ciphertext and authentication tags. Subsequently, any
slight tampering with A and N during decryption will lead to
decryption failure, thus ensuring the integrity and authenticity
of the data.

The decryption procedure in ASCON, denoted as (PT, L) =
Deck (N, A,CT, TAG), yields (PT,Ll) containing the re-
trieved plaintext if the authentication succeeds, and L rep-
resents an error if the authentication fails.

ASCON’s attributes, including its lightweight design, re-
sistance against a spectrum of attacks, and applicability in

TABLE I: Notations and their descriptions

Notation Description

UR; i-th user

ID;, PW; Identity and password of UR;
PID; Pseudo identity of UR;

TID; Temporal identity of UR;

SP; Secret parameter of UR;

Param; Parameters specific to user U R;
Paramy, The k-th parameter in authentication
pe, p* The two 128-bit parts of the 256-bit P
RP; Reproduction parameter of U R;
TAG Authentication parameter

E()/D(") ASCON encryption/decryption function
A Associative data

N Nonce

cT Cipher text

PT Plaintext

AT Message delay tolerance

MS Medical server

SK Session key

RC Registration center

T8 Timestamp

A Adversary

h(-) Cryptographic hash function

<) Bitwise XOR operation

| Concatenation

rn Random number

resource-constrained scenarios, position it as a compelling
choice for systems emphasizing both efficiency and security.

D. Design Objectives

The suggested protocol aims to achieve the following core
design objectives:

o Mutual authentication: The suggested protocol ensures
a robust mutual authentication between the user and MS
during the authentication and key exchange phase. This
authentication step validates the authenticity of involved
entities and ensures the integrity of received messages.

« Confidentiality: The protocol guarantees the robust con-
fidentiality of the session key generated via authentication
and key exchange. This key also restricts access to
authorized entities.

« Untraceability: Certain design measures are incorporated
into authentication and key exchange communications to
prevent adversaries from tracing the transmission.

« Anonymity: The protocol protects the real identities of
communicating entities. Doing so safeguards the real
identities against privacy breaches and potential risks.

« Non-linkability: Implementing measures to prevent the
correlation of messages from the same source, mitigating
potential credential extraction from multiple interactions.

o Security Resilience: The protocol must exhibit robust-
ness against common security attacks encountered in
communication environments.

IV. THE PROPOSED FRAMEWORK

The specifics of the proposed protocol are delineated within
this section. The protocol encompasses four phases: user reg-
istration, authentication and key exchange, password update,
and revocation. Table I furnishes a compilation of notations
employed for elaborating on the protocol. Subsequent subsec-



tions expound on the operational mechanics of the proposed
protocol.

A. Initialization Phase

The RC serves as the trusted authority overseeing the
registration of URs and MS. Prior to deploying MS in the
designated field, RC selects a distinct identity (/Djsg) and
a confidential master key (Kjp;g) for MS. Furthermore, RC
securely stores the credentials {IDj,ss, Kprs} within the
tamper-resistant database of MS.

B. User Registration Phase

In this stage, UR;, the user, undergoes registration with
RC. This process is assumed to occur over a secure or private
channel to ensure the confidentiality and integrity of the
communication. This secure channel is necessary because the
registration involves the exchange of sensitive information,
such as confidential credentials, between U R; and the RC. RC
is responsible for assigning confidential credentials to U R; as
part of the user registration process. Before gaining access to
the network resources, U R; must authenticate itself with MS.
RC executes essential procedures to enroll UR; and ensure
the completion of the registration process.

Step 1. Initially, U; chooses an identity /.D; along with
a specific password PW,. After this selection, UR;
transmits a registration request message < ID; > to RC
through a secure communication channel.

Step 2. Upon receiving the registration request from
U;, RC initiates the selection of a random secret pa-
rameter SP; and a random number r;. Subsequently,
it calculates a pseudo identity for UR;, computed as
PID; = h(ID; || IDys || Kms), where Kpg
represents master secret key of MS. Following this, RC
computes Y; = (SP; || ;) ® h(PID; || IDys || Kms ||
TS;), where T'S; represents the registration timestamp.
Subsequently, RC randomly generates a temporary iden-
tity TI1D; for the user UR; to facilitate identification
during future authentication processes. Additionally, to
counter de-synchronization attacks by an adversary A—
which could disrupt the synchronization of 71 D; updates
between the MS and U R;—RC maintains both the new
(T'ID}) and old (T'IDy) temporary identities of UR; in
the MS’s database. Initially, at the time of registration,
the old identity is set as TID{ = null, and the new
identity is set as TID] = TID;. Therefore, even
in extreme attack scenarios where the MS updates the
temporary identity 71 D; of U R; but the synchronization
message to UR; is intercepted by A, the MS can still
recognize U R; during subsequent re-authentication and
complete the identity update, since a copy of the previous
temporary identity is stored in its database. Ultimately,
RC securely stores the secret credentials specific to UR;
{TID? = null,TID} = TID,;, PID;,Y;,TS;} in the
MS’s database and forwards {TID;, PID; SP;,r;} to
UR; via a secure channel.

Step 3. Following that, U R; inputs their biometric data
BIO,; into the smart device. The device uses a fuzzy ex-
tractor function Gen(+) to generate a stable biometric key

TABLE II: Stored parameters in the network entities.

‘ Stored Parameters in User U R; Smart Device ‘

| (TID;, Wi, CT;, TAG;, Gen(-), Rep(), h(-)} \

’ Stored Parameters in Medical Server M .S |

{({(TID¢ = null, TID} = TID;), PID;,Y;,TS;) | i =
1327"' an}v{ID]VISa K]\/ISah(')}}

BK; and a public reproduction parameter R P;, expressed
as (BK;,RP;) = Gen(BIO;). Next, UR; computes a
hash value V; = h(ID; || PW;) to secure the user’s
credentials. The device then encrypts a combination of a
random value r; and the reproduction parameter R P; with
V;, resulting in W; = (r; || RP;) @ V;. An encryption key
K; is derived by combining components of V; with the
biometric key BK;, specifically as K; = (V¢ @ V?) @
BEK;. Next, UR; computes PT; = {PID;||SP;}, N; =
T, Al = IDl, and <CE,TAG1> = EKz (N“Al,PTi) Fi-
nally, U R; stores the parameters {11 D;, W;, CT;, TAG;}
in its memory.
The parameters stored during the user registration phase are
outlined in Table II.

C. Authentication and Key Exchange Phase

During this stage, UR,; conducts local authentication by
verifying its secret credentials, and then proceeds to transmit
an authentication and key exchange request message to MS.
Once mutual authentication is achieved between U R; and MS,
they establish a session key to enable secure and unintelligible
communication. Executing the following steps is essential to
complete the authentication and key exchange process.

Step 1. UR; inputs their identity I.D;’, password PW/,
and biometric imprint BIO). The smart device computes
Vi = h(IDj || PW}), (rj[|RP}) = W; @ V/, BK] =
Rep(BIO,, RP}), K! = (V]* ® V") & BK], N; = r?,
Here, BK] represents the biometric key associated with
UR;, obtained using the Rep(-) function of FE. The
parameter V' results from a hash operation performed on
1D} and PW/. The secret encryption key K| is formed by
concatenating (V/* & V") and BK/, where V/* and V"
are derived from V. Furthermore, N; and A; represent
nonce and associative data, respectively, used for the
ASCON decryption function D(-). If the verification of
TAG; fails, the system triggers |, prompting the smart
device to terminate the process and generate a login
failure message. Otherwise, the smart device retrieves the
parameters as PT; = {PID;||SP,;} and proceeds with the
process.

Step 2. Upon successful login and retrieval of param-
eters from PT;, the smart device generates random
numbers rn; and rns, and the current timestamp 7°5.
It then computes Ny = rny, Ay =TID;, K1 = SP,,
and PT; = rns. Note that PT; is a random number
to ensure session uniqueness and prevent attacks based
on predictable values. Using the ASCON128a encryption
function, the device generates the ciphertext C7T; and
the authentication tag TAG;, where (CT;,TAG;) =
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Fig. 2: Flowchart of the proposed authentication and key exchange phase.

Ex, (N1, A1, PT1). The device then constructs the request
message M1axg = {TID;,CTy, TAGy,rn1,TS1} and
transmits it to the MS through an unsecured channel. The
inclusion of TAG; is essential for ensuring the integrity
and authenticity of the transmitted data, allowing the MS
to verify the message and safeguard against potential
attacks.

Step 3. After the reception of M1 4k g, the MS verifies
|T'S, — TS;| < AT. If so, the MS searches for TID,;.
If either matches TIDJ or TID}, then retrieve the
corresponding {PID;,Y;,T'S;}. The MS then computes
(SP; || 1) = Yi @ h(PID; || IDys | Kuss || TS0,
N2 = rnhAQ = TIDZ‘, K2 = Sf)l*, and <PT&,L> =
Dy, (N3, A2, CT1, TAGy). If the verification of TAG,
fails, it triggers | and aborts the procedure. Otherwise,
the MS retrieves 7no from the plaintext PT;.

Step 4. Next, the MS generates the random numbers
rns and rng and the current timestamp 7'S5. The MS
then computes X; = h(rny || SP* || T'S1 || TS2),
K3 = Xil @X%, N3 = Trns, A3 = PIDZ, PT2 =
(7’77,2 || TTl4), <Cl || CQ,TAGQ) = EK3(N3,A3,PT2),
and Xy = (rng || rna) @ h(PID; || rng || TSy || T'S2).
Consequently, the MS updates the identities as T1D7 =
TID;, TID} = () and stores the session key as
SKys,ur, = Ca. The MS then constructs the response
message to UR; as M2k : {X2, TAGs, T'So} and
transmits it to the U R; through an unsecured channel.

Step 5. After the reception of M2 i g, the smart de-
vice verifies |T'Se — T'S5| < AT. If so, it computes
Xg =h(rny || SP [| TSy || TS2), (rnj || rnj) = Xo @
WMPID; || rny || TSy || TS2), Ks = X§ & X3,

Ny =rnj, Ay = PID;, PT3 = (rng || rn}), and (C] ||
C}, TAG3) = Eg, (N4, Ay, PT3). Next, the smart device
checks TAGo ~ TAGs3 and if it holds, the smart device
updates TID; = C and stores SKy g, ms = C4 as the
session key.

In summary, Fig. 2 provides a visual representation of the
flow of the authentication and key exchange phase, which
assists in understanding the proposed protocol. Additionally,
Table III offers a detailed description of the authentication and
key exchange process between U R; and MS.

Remark 1. In line with industry best practices for AEAD
encryption, we have utilized a 128-bit key, nonce, and asso-
ciated data configuration for our implementation. To ensure
compatibility with this standard, the encryption key Kj is
derived from the 256-bit input X, by performing an XOR
operation on its two halves, X{ and X?. This method ensures
that K3 meets the necessary security parameters for ASCON’s
AEAD functionality.

D. Revocation Phase

In the event that a user UR; experiences the loss of their
smart device or card, UR,; follows a procedure to obtain a
replacement device. To initiate the revocation process, UR;
sends a request containing their identity I D; through a secure
channel. The RC computes PID; = h(ID; || IDwys || Kms)
and subsequently searches for this value within the MS
database. If a match is found, the corresponding record is
removed. After this step, UR; initiates the new registration
process. For this new registration process, the steps from Step
1 to Step 3 in the user registration phase are replicated.



TABLE III: Authentication and key exchange phase between UR,; and M S.

User UR;

Medical Server M S

Input: ID;’, PW/, BIO};

Compute: V/ = h(ID] || PW)), (rf||RP}) =W, & V/,
BK] = Rep(BIO;, RP}),

K= (" & V") & BK],

Ni = ’I’,zk, Al = ID,IL,

(PTy, L) = D/ (Ny, Ai, CT;, TAG;);

Abort if decryption yields L;

PT; = {PID;|SP,};

Select: rny,rng, T'St;

Compute: Ny =rny, Ay =TID;, Ky = SP;,PTy = rna,
<CY7117 TAG1> = E}(1 (]\717 A17PT1);

M1agp:A{TID;,CT,TAGy,rn1,TS1}
(UR; — MS)

Check: |T'Sy — T'Sh| < AT?

Compute: X3 = h(rny || SP; || TSy || T'S2),

(rng || rn;) = Xo @ R(PID; || rng || T'S1 || T'S2),

K4 = Xg D X‘};, N4 = 7‘7’1,;,144 = PID,. PTg = (T‘TIQ H T'TI/Z),
(C1 || C3, TAG3) = Ek, (N4, Ay, PT3);

Check: TAG, — TAG3 holds;

Update: TID; = C1;

Store: SKyr; ms = C4 as SK.

Check: [T'Sy — T'Si| < AT?

Retrieve: PID;,Y; if T1D; matches either TID or TID};
Compute: (SPF || rf) =Y, ® h(PID; || IDys || Kps || T'S:),
N2 = ’I‘TLl.,Ag = TID,, KQ = SPZ*,

<PT/1, L) = DK2 (NQ, AQ, CT17 TAGl),

Abort if decryption yields L;

PT} = rna;

Generate: rng,rng, T'Sa;

Compute: Xl = h(T’TLl || SPI* H TSl H TSQ), K3 = Xil @Xb,
N3 = ’I"I'Lg.,Ag = PIDZ,PTQ = (TTL2 H 'I’TL4),

(Cy || Co, TAGs) = Ek, (N3, A3, PTy),

Xo = (rng || rng) @ h(PID; || rng || TSy || TS2);

Update: TID¢ =TID;, TID} = Cy;

Store: SKys,ur, = Co;

M2k p:{Xa, TAG2, TS2}
(MS — UR:) ’

Both UR; and M S store SKUR7,MS(: SK]\IS,URL)

E. Password Update Phase

In order to reinforce the security measures of the protocol,
UR; is required to regularly update its password. This pro-
posed protocol facilitates this functionality, necessitating U R;
to undertake the following crucial steps to ensure password
updates.

Step 1. User UR; inputs ID;, PW?, and biometric
imprint BIOY into the smart device. Then it computes
Vi = h(ID; || PW?), (ri|RP;) = W; ® Vi, BKY =
Rep(BIO?, RP;), K¢ = (V& @ V?)® BK?, N; = r;,
the verification of TAG; is successful, the smart device
retrieves PT; = {PID; || SP;} and prompts UR; to
enter new secret credentials.

Step 2. Following that, U R; inputs their new biometric
imprints BIO} into the sensor of a smart device and
input new password PW/. Using the fuzzy extractor
probabilistic generation function Gen(-), the smart device
generates a secret biometric key BK]' and a public
parameter RP as (BK', RP") = Gen(BIO}). Addi-
tionally, smart device computes V;* = h(ID; || PW/),
Wit = (ri | RPM) @ V", KI' = (V" © V") & BK],
PTl = {PII)z || SPi}, Nz = T, Al = IDZ', and
(CT}], TAG}) = Exn (Ny, A;, PT;). Finally, smart device
updates the parameters {T1D;, W, CT!*, TAG;} in its
memory.

V. SECURITY ANALYSIS

This section showcases the resilience of the proposed proto-
col against different security threats via an informal analysis,

while also establishing the security of session keys through a
formal analysis using the ROR model.

A. Informal Security Analysis

This subsection outlines an informal assessment of the pro-
posed protocol’s security, emphasizing its robustness against
diverse security threats.

1) Stolen Smart Device Attack

When A gains possession of the smart device or card
belonging to UR;, access to sensitive information be-
comes possible. This includes {T'ID;, W;, CT;, TAG;, Gen(-),
Rep(-), h(-)} stored within the memory of the device or card.
A could potentially conduct various attacks on behalf of U R;.
However, the information stored in U R;’s memory remains
encrypted, preventing A from extracting essential data like
{PW;,1D;, BIO;}. Consequently, the proposed protocol ef-
fectively thwarts any attempt at launching an attack through a
stolen smart device.

2) Password Guessing/Password Update Attack

In this attack scenario, the adversary (A) aims to
modify the secret credentials (e.g., { PW;,ID;, BIO;}) after
obtaining critical information, including {TI1D;, W;, CT;,
TAG;, Gen(-), Rep(-), h(-)}. A selects arbitrary
credentials  {PWA4Y IDA® BIOA™Y  and  computes
V;Adv h([D;qu ” PWiAdv), (RPiAdU || T?’Lfdv) —
W, @ ‘/iAdU’ BKlAdv — Rep(BIOlAdU,RPiAdU)’
KlAdU — (V'Z_Adva' @ ‘/iAdvb) D BKZ-Adv, and <PT;4dU7J_> —
Djcaaw (r40, IDAY CT;, TAG;). Yet, A lacks the capability
to decrypt without possessing the authentic secret credentials



of UR,;. Furthermore, predicting or generating the biometric
keys proves to be challenging. As a result, the proposed
protocol demonstrates effective resistance against password
guessing/password update attacks.

3) Anonymity and Untraceability

The proposed protocol guarantees the anonymity of entities
within the network. The process involves the exchange of
two messages: M1axg : {TID;,CTy,TAGy,rn1,TS1} and
M2 kg @ {X2, TAG,T'S2}, necessary to complete the au-
thentication and key exchange process. Even upon intercepting
M1agg and M24kE, it remains practically impossible for
A to decipher the genuine or pseudonymous identity of U R;
from these transmitted messages. Consequently, the proposed
protocol effectively prevents identity guessing attacks. More-
over, as both messages are dynamic, created with random
numbers and current timestamps, A can’t link messages from
different authentication and key exchange sessions. Conse-
quently, the protocol guarantees unlinkability, unobservability,
and untraceability features.

4) Replay Attack

As outlined in Section IV-C, the authentication and key
exchange process involves message exchanges that include
the most recent timestamps. In this phase, entities validate
received timestamps to ensure they comply with the acceptable
time delay limit, denoted by AT'. Consequently, the proposed
protocol mitigates replay attacks.

5) Man-in-the-Middle Attack

In a man-in-the-middle attack, A intercepts the message
Mlagg : {TID;,CT,TAGy,rn;,TS;} transmitted dur-
ing the authentication and key exchange process. Subse-
quently, A generates modified messages, like M1’
{TID;,CT|, TAG},rn}, T'S}} and transmits M1/, to MS.
Upon receipt of M1, ;- ;, MS processes the received message
from A while verifying the condition TAG) to authenti-
cate M1/, . However, MS’s verification of TAG1' fails
to authenticate M1’y due to s inability to generate a
valid message on behalf of UR,; without knowledge of its
secret credentials, denoted as SP;. Furthermore, A cannot
create a valid M2,k g : { X2, TAGy, T'S, } without possessing
the secret credentials. Consequently, the proposed protocol
showecases resilience against man-in-the-middle attacks.

6) Denial-of-Service Attack

Within the proposed protocol, UR; has the authority to
dispatch the authentication and key exchange request to MS
following local authentication completion. This preliminary
local authentication phase serves as a protective measure,
thwarting U R; from inundating MS with an overwhelming
volume of requests that might overload MS’s message pro-
cessing capabilities. Therefore, in the proposed protocol, the
smart device assesses the successful verification of TAG; to
achieve local authentication, thereby strengthening the system
against potential Denial-of-Service attacks.

7) Impersonation Attack

In an attempt to execute a user impersonation attack, A
intercepts the message M1laxg : {TID;, CT1,TAG1,rnq,
TS} transmitted during the authentication and key exchange
process and crafts a modified message M1, i . Subsequently,
A disseminates M1, to MS, attempting to deceive MS
into believing that M1’, ;- originates from a legitimate entity
within the network. However, A fails to generate a valid
M1 4 without knowledge of the secret credentials. Further-
more, A is unable to produce M2 i : { X2, TAG2, T'S2} on
behalf of MS without having access to the secret credentials.
Consequently, the proposed protocol exhibits resilience against
both user impersonation and MS impersonation attacks.

8) Ephemeral Secret Leakage Attack

Within the proposed protocol, the session key is derived as
Xs = h(rny || SP; || TSy || T'S2), (rnk || rn}) = X2 @
WPID;: || ry || TS || TS). Ki = X§ & Xb,
Ny =rn3, Ay =PID;, PT3 = (rng | rn}), and (C] ||
C},TAG3) = Ek,(Ny, Ay, PT3). Next, the smart device
checks TAG, L TAGg3 and if it holds, the smart device updates
TID; = C1 and stores SKy g, ms = C4 as the session key.
It is apparent that SKyr, ms(= SKmsur,) is formed uti-
lizing both ephemeral secrets (rnq,rng,rng, rng, T.51,TS3)
and long-term secrets (S P;, PID;). Therefore, compromising
the session key requires knowledge of both types of secrets—
ephemeral and long-term. Hence, the proposed protocol ex-
hibits resistance against attacks aiming to exploit the leakage
of ephemeral secrets.

9) De-Synchronization Attack

In our proposed protocol, during the initialization and
user registration phases, unique real identities, pseudo iden-
tities, and secret keys are provided to users and the medical
server. Specifically, the credentials {T1D;, W;, CT;, TAG:}
are stored in the memory smart device of user UR;, while
the corresponding credentials {{((T/D¢ = null, TID} =
TID;),PID;,Y;,TS;) | i = 1,2,--- ,n},{IDps, Knrs,
h(-)}} are retained on the medical server. By maintaining
both the old and new temporal identities, our system enables
retrieval of the previous values if the final acknowledgment
message-exchanged between UR; and MS-is blocked by A
or lost due to time delays. Consequently, our protocol demon-
strates resilience against de-synchronization attacks.

B. Formal Security Analysis

In this section, the security evaluation of the session key
(SK) in the interactions between a user and a medical server
within the proposed protocol p is conducted using the ROR
model. This assessment addresses possible threats posed by
both active and passive adversaries, represented as A . Before
delving into the assessment of the semantic security of SK in
this interaction, fundamental concepts of the ROR model are
introduced.

In this scenario, two primary entities exist: the user is
denoted as II{}, and the medical server 117, where I},
and Hﬁfj g Tepresent the t!" instance of the user and the t?
instance of the medical server, respectively. For a formal



TABLE IV: Queries and their purposes

Purpose

This query enables A to deliver a message M to II*
and retrieve the subsequent response message

This query allows A to access the confidential pa-
rameters from a compromised user smart device.

By executing this query, A can simulate an eaves-
dropping attack, intercepting the exchanged messages
between participants II;}  and II,.

Query
Send(IT¢, M)

CorruptUR(TIE )

Emecute(Hé}R, H?ﬁzs)

Test(ITY) This query enables A to request the secret key (SK)
from 1%, and IT! probabilistically responds with an
unbiased flipped coin outcome b.

Reveal (TT%) Through this query, A discloses the SK generated

t1 ts
between 117, and 1177 .

security analysis, Table IV outlines a range of queries applica-
ble within the ROR model. These queries involve operations
like “Corrupt()”, “Send()”, “Ezecute()”, “Test()”, and
“Reveal()”. Moreover, a hash function “h(-)” acts as a random
oracle, denoted as HO, within this context.

Let’s introduce some key definitions that form the basis of
our formal analysis:

Definition 1. Let A run against the AEAD scheme within
polynomial-time t, making at most Q.. queries to an en-
cryption/decryption oracle of length Le,. The “online chosen
ciphertext attack (OCCA3)” advantage of A is expressed as:

AdngﬂCAB(QUPJ Len; t) SAdV;)PRP_CPA(QU€7 Lerm t)

+ AdvINT T (Que, Len, t),
()
where AdvI?PRP_CPA(Que,Lm,t) signifies A’s advantage
in the “online pseudo-random permutation chosen-plaintext”
attack, and AdeI,N TﬁCT(Que, Len,t) represents A’s advan-
tage in the integrity of the ciphertext.

Definition 2. (Semantic security). The advantage AdvP’ A (t)
of an adversary A operating in polynomial time t, targeting
to compromise the semantic security in the user-medical
server interaction to obtain the session key, is determined as
Adv?, (t) = |2 - Problb = b'] — 1|. Here, b and V' represent the
‘correct’ and ‘guessed’ bits, respectively.

Having established these foundational definitions, we now
present the following theorem derived from the authentication
and key exchange phase:

Theorem 1. In the authentication and key exchange phase,
A launches attacks against the interaction between the user
Hf} g and the medical server Hi\}s within polynomial time
(t) to retrieve shared session key. The advantage of A in
compromising the session key’s security is approximately given
by:

Qi Qs
Adv?, (t) <
W3\ <5 a) T 1pD

+2-AdVQSEOR. A(Que, Len, 1), (2)

where Qp, Qs, SHA, PD and Adv5E6%. 4(Que, Len, t)
represent hash queries, send queries, the range space of h(+), a
password dictionary, and the advantage of A in compromising

the security of an ASCON scheme (refer to Definition 1),
respectively.

Proof. Suppose A engages in a sequence of five games
(Game'|i € [0,4]) aimed at compromising the semantic
security of SK. Here, Win; signifies the probability of A
achieving victory in Game‘iﬂ within a time frame ¢. Each
Game is detailed as follows:

Gameg': Gamey! depicts a situation where A imitates a
real attack against p. The outcome of this game relies on the
random flip of an unbiased coin. Subsequently, the semantic

security of p is formally defined in Definition 2.
Adv” (t) = |2 - Prob[Wing| — 1]. 3)

Game': This particular game scenario involves an assumed
eavesdropping attack against p, where A intercepts all mes-
sages exchanged between U R; and MS throughout the authen-
tication and key exchange process. Subsequently, A executes
a sequence of queries, initiating with Execute(sz]1 R Hi\’j'[s),
followed by “Test” and “Reveal” queries to validate the session
key, denoted as SKy g, ms(= SKnms,ur,)- It’s crucial to note
that the computation of SK between UR; and MS involves
both short-term secrets and long-term secrets, as detailed
in Section V-A8. The computational complexity inherent in
deriving the session key makes it arduous for A to calculate.
Consequently, the probability of winning Game;' remains
unchanged compared to Gameg’ . Therefore, the indistin-
guishability between Gameg' and Game;' can be expressed
as:

Prob[Win,] = Prob[Wing)]. 4)
Gamey': Here, A aims to initiate an active attack by
employing HO and Send queries. A conducts multiple HO
queries to search for collisions within A(-). Given that trans-
mitted messages contain timestamps and random numbers, the
likelihood of a collision using the Send query is extremely
low. Consequently, retrieving the secret parameters becomes
an insurmountable task for A. Utilizing the birthday paradox,
we can express this as
_Qh
2|SHA|

Game':{(: In this particular game scenario, A executes an
active attack by employing the CorruptU R(H;} r) query (as
defined in Table IV). Through this method, A can retrieve
specific information, namely {TID;, W;, CT;, TAGi, Gen(-),
Rep(-), h(-)}, stored within the memory of a user’s smart de-
vice via a power analysis attack. However, within p, the stored
data is encrypted using the credentials {PW;,ID;, BIO;},
where BIO; (biometric key) is highly resistant to guessing
and generation. Consequently, without knowledge of the valid
credentials { PW;, ID;, BIO;}, it is practically infeasible for
A to extract the confidential credentials utilized in the authen-
tication process. Furthermore, the length of the biometric key
is denoted by 2,% where [bk represents the length of the bio-
metric key. This effectively renders the probability of guessing
BIO; to be negligible. Additionally, the system allows only a
restricted number of incorrect password attempts. Given these
conditions, the following deduction can be made:

Qs
9lbk ‘ P D| '

[Prob[Wing] — Prob[Win,]| < 3)

|Prob[Wing] — Prob[Winz|| < (6)



TABLE V: Functionality features analysis

| Feature/ Protocol — [30] [31]

[38] [39] [40] [41] [42] [43] Our

Fi: stolen smart device attack
H: password guessing attack
F3: replay attack

H;: man-in-the-middle attack
5. denial-of-service attack
F: de-synchronization attack
F7: impersonation attack

: anonymity

: untraceability

: mutual authentication

: key agreement

: ESL attack

: password change

: revocation

X

AN N N N N N NENENEN
CALRUNAX X X AN X

v

ENEN

AN N I NENENENENENEN

v
v
X
v
X
v
X
X
X
v
v
v
v

CRALNALNAX LA A AX
NN N I N NENENENENEN
XX ANNRNNA X NN X
S SN NI NENEN

AN N N N N N NENENEN

<
X

Note: v: indicates the feature is available, x: indicates the feature is unavailable

Gamey': In Gamej', A launches an active attack

by eavesdropping on exchanged messages, M1laxg
{TID“ CTl, TAGl, rnay, TSl} and MQAKE : {XQ, TAGQ,
TS5}. Upon capturing these messages, A aims to extract
secret parameters crucial for constructing the session key
S K. However, these parameters are encrypted using ASCON,
an AEAD scheme, preventing A from extracting the secret
credentials from the encrypted information. Consequently,
based on Definition 1, we derive:

|Prob[Winy] — Prob[Win3]| < AdvQScH . 4(Que, Len, t).

(N

The query denoted as “I'est” is conducted by A, involving

the flipping of a fair coin, which ultimately determines the

semantic security of SK following the completion of all

games. Consequently, the probability of success in Winy is
determined as follows:

1
Prob[Wings| = 5 (8)
Thus, from (3) we derive
1 1
iAdVgI(t) = [Prob[Wing] — =|. )
Utilizing (8) and (9), while considering (4), we arrive at:
1
iAdeﬂ(t) = |Prob[Wing| — Prob[Winy]|
= |Prob[Win,] — Prob[Wing]|. (10)

Utilizing the widely recognized triangle inequality on (10), we
obtain:

1
§Advpﬂ(t) < |Prob[Win;] — Prob|[Wins)|
+ |Prob[Wing] — Prob[Wins]|

+ |Prob[Wing] — Prob[Wing]|.  (11)
When (5), (6), and (7) into (11), we get
Qs Qs
AdvP (1) < —2h
vat) S{ggra) + a1 pp)
+2- AdVSSEON. A (Que, Len, t).  (12)
This result represents (2), concluding the proof. ]

VI. COMPARATIVE ANALYSIS

In this section, we conduct a comprehensive comparison
of the proposed protocol, assessing its security and func-
tionality features, and the computation and communication
overheads. We benchmark it against notable protocols devised
by Tanveer et al. [30], Kumari et al. [31], Ostad et al. [38],
Tseng et al. [39], Qiu et al. [40], Deebak and Hwang [41],
Attir et al. [42], and Sumithra et al. [43]

A. Security and Functionality Features Comparison

When evaluating functionalities, our primary focus lies in
mitigating threats such as smart device theft and password
guessing, while also preventing replay attacks, man-in-the-
middle attacks, denial-of-service attacks, de-synchronization,
and impersonation attempts. Our protocol prioritizes ensuring
anonymity, unlinkability, unobservability, untraceability, mu-
tual authentication, and a robust key exchange. Moreover, our
proposed protocol highlights forward secrecy, facilitates pass-
word updates, and integrates a revocation mechanism. For a
comprehensive comparison between our proposed protocol and
other relevant protocols (Tanveer et al. [30], Kumari et al. [31],
Ostad et al. [38], Tseng et al. [39], Qiu et al. [40], Deebak
and Hwang [41], Attir et al. [42], and Sumithra et al. [43]),
Table V presents the comparison results indicating that our
proposed protocol excels in simultaneously achieving these
essential properties.

B. Computational Overheads Comparison

The proposed protocol’s computational overheads, along
with other state-of-the-art benchmark protocols, were assessed
by computing the execution times for various cryptographic
operations, as detailed in Table VII. These operations encom-
pass ASCON encryption/decryption (Tas), ECC point multipli-
cation (Tgm), ECC point addition (Tgp), fuzzy extractor (Trg),
hash function (7}), and symmetric encryption/decryption
(Ts/Tp). Specifically, the computations were performed across
different platforms. The user’s smart device operated within
constrained resources, using a Raspberry PI-4 with Raspberry
Pi OS, 32-bit OS, and 2 GiB of RAM. On the other hand,



TABLE VI: Comparison of Computational Overhead

Protocol User Medical server TE (ms)
Tanveer et al. [30] 3Thw + Tre + 4Tas =~ 16.66 3Th + 2Tps =~ 2.51 19.17
Kumari et al. [31] 12Ty + 3Tem + 275 ~ 36.91 9Th + 3Tem + 275 ~ 6.868 43.778
Ostad et al. [38] 11Ty 4 2Tem + 2Tea = 33.97 8Ty + 2Tem + 2Tea + 275 = 6.258  40.228
Tseng et al. [39] 3Tem + Tea =~ 23.1 2Ty + 5Tem + 3Tea = 6.1909 29.29
Qiu et al. [40] 8Th + 2Tem =~ 24.34 5Th + 2Tem ~ 4.03 28.37
Deebak and Hwang [41] 7Ty ~ 9.45 8Th =~ 3.76 13.21
Attir et al. [42] 3TH ~ 4.05 5Ty =~ 2.35 6.4
Sumithra et al. [43] 6Ty ~ 8.1 6Ty ~ 2.82 10.92
Our Proposed 3Th + Tre + 3Tas = 15.2 3Ty + 2Ths =~ 2.51 17.71

Note: TE (ms) indicates an estimated total execution time in milliseconds.

TABLE VII: Approximated execution time for various primi-
tives (in milliseconds)

| Primitive/ Device — User smart device Medical server

Tas: ASCON 1.46 0.55
Tea: ECC point addition 2.79 0.3503
Tem: ECC point multiplication 6.77 0.84
Tre =~ Tem: Fuzzy extractor 6.77 0.84
Th: Hash function 1.35 0.47
Ts/Tp: Symmetric encryption/decryption 0.20 0.059

the medical server utilized more abundant resources, employ-
ing an Intel® Core,™ i5-8300H CPU@2.30GHz, 8 GiB of
RAM, Windows 10.22H2 OS with a 64-bit architecture. These
experiments were conducted within the PyCharm software
environment. Moreover, to ensure accuracy, the experiment
was run 100 times, and the average time across these runs was
computed for each cryptographic operation on both devices.
Utilizing the data from Table VII, we conducted computations
to evaluate the computational overheads of eight protocols.
The findings are summarized and compared in Table VI.
Notably, our protocol requires only 15.2 ms for the user device
and 2.51 ms for the medical server, totaling 17.71 ms. This
represents a significant reduction in computational overhead
compared to existing benchmarks, with improvements of 7.6%
over Tanveer et al. [30], 59.54% over Kumari et al. [31],
55.98% over Ostad et al. [38], 39.52% over Tseng et al. [39],
and 37.61% over Qiu et al. [40]. Although our protocol incurs
slightly higher computational overhead compared to the pro-
tocols proposed by Deebak and Hwang [41], Attir et al. [42],
and Sumithra er al. [43], we believe this trade-off is justified
by the substantial benefits it provides in terms of security and
functionality features (see Table V).

C. Communication Overheads Comparison

In evaluating the communication overhead, we consider var-
ious elements with sizes specified as follows: random numbers,
temporal identities, authentication tags, nonce, associated data,
keys, hash function output, pseudo-identity, timestamps, and
ECC points are 128,128,128, 128, 128, 128, 256, 256, 32, and
320 bits, respectively. During the authentication and key ex-
change phase of the proposed protocol, two messages, namely

TABLE VIII: Communication Overhead Comparison

Protocol Messages count Total overhead (bits)
Tanveer et al. [30] 2 1232
Kumari et al. [31] 2 1628
Ostad et al. [38] 2 1696
Tseng et al. [39] 2 1024
Qiu et al. [40] 3 1440
Deebak and Hwang [41] 4 1216
Attir et al. [42] 2 1312
Sumithra et al. [43] 2 800
Our Proposed 2 960

MlAKE : {TIDi,CTl,TAGl,TTLl,TSl} and M2AKE
{X5, TAGy, TS5}, have sizes of {128 + 128 + 128 +
128 + 32} = 544bits and {256 + 128 + 32} = 416 bits,
respectively. Therefore, the total communication overhead
sums up to {544 + 416} = 960 bits, the lowest among some
of the compared protocols, as illustrated in Table VIII. This
results in a 22.2% reduction compared to Tanveer et al. [30],
40.9% compared to Kumari et al. [31], 43.4% compared to
Ostad et al. [38], 6.3% compared to Tseng et al. [39], 33.3%
compared to Qiu et al. [40], 21.1% compared to Deebak and
Hwang [41], and 26.9% compared to Attir et al. [42]. Although
our protocol incurs slightly higher communication overhead
compared to the protocol proposed by Sumithra er al. [43],
we believe this trade-off is justified by the substantial benefits
it provides in terms of security and functionality features (see
Table V).

VII. CONCLUSIONS

Ensuring robust security and preserving privacy remains
paramount, especially within critical domains like telehealth-
care information systems, where sensitive data transmission
occurs across the public Internet. This paper introduces an
authentication and key exchange protocol tailored specifically
for telehealthcare, employing ASCON and hash functions. The
protocol facilitates efficient user authentication and session
key establishment with the medical server. Notably, it is
designed for computational efficiency, addressing the resource



constraints of smart devices commonly used in telehealthcare
information systems. Furthermore, our protocol enables secure
access for doctors and nurses to information stored on the med-
ical server. We formally establish the session key’s security
using the real-or-random oracle model. Additionally, through
informal analysis, we demonstrate the protocol’s resilience
against various security threats such as de-synchronization
attacks, device loss, and password guessing. The protocol
also supports several essential properties, including perfect
forward secrecy, anonymity, adaptive password changes, and
revocation mechanisms. Moreover, a comparative analysis is
conducted with existing state-of-the-art protocols, showcas-
ing that our proposed protocol excels in security features,
functionality, and minimizes communication and computation
overheads. Although this study centered on theoretical and
analytical evaluations, we acknowledge the necessity of real-
time implementation to gauge practical performance in real-
world settings. We have outlined real-time testbed evaluation
as a crucial future step to confirm the protocol’s effectiveness
in actual telehealthcare environments.
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