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ABSTRACT

Computation offloading is one of the primary technological enablers of the Internet of
Things (loT), as it helps address individual devices’ resource restrictions (e.g. process-
ing and memory). In the past, offloading would always utilise remote cloud infrastruc-
tures, but the increasing size of loT data traffic and the real-time response requirements
of modern and future loT applications have led to the adoption of the edge computing
paradigm, where the data is processed at the edge of the network, closer to the loT
devices. The decision as to whether cloud or edge resources will be utilised is typically
taken at the design stage, based on the type of the loT device.

Yet, the conditions that determine the optimality of this decision, such as the arrival
rate, nature and sizes of the tasks, and crucially the real-time conditions of the networks
involved, keep changing. At the same time, the energy consumption of loT devices is
usually a key requirement, which is affected primarily by the time it takes to complete
tasks, whether for the actual computation or for offloading them through the network.

This thesis presents a dynamic computation offloading mechanism, which improves
the performance (i.e. in terms of response time) and energy consumption of IoT de-
vices in a decentralised and autonomous manner. We initially propose the Multi-critEria
Declsion support meChanism for loT offloading(MEDICI), which runs independently on
an loT device, enabling it to make offloading decisions dynamically, based on multiple
criteria, such as the state of the loT, edge or cloud devices and the conditions of the net-

work connecting them. It provides mathematical models of the expected time and energy



costs for the different options of offloading a task (i.e. to the edge or the cloud or the loT
device itself). To evaluate its effectiveness, we provide simulation results, by extending
the EdgeCloudSim simulator, comparing it against previous families of approaches used
in the literature. Our simulations on four different types of loT applications show that
allowing customisation and dynamic offloading decision support can improve drastically
the response time of time-critical and small-size applications, such as loT cyber intrusion
detection, and the energy consumption not only of the individual 0T devices but also of
the system as a whole.

Furthermore, we present an enhancement of our MEDICI mechanism, the ProbeLess
Multi-critEria Declsion support meChanism for loT offloading (PL-MEDICI), which en-
ables MEDICI to operate in real IoT environments without the need for probing or having
pre-defined parameters in order to estimate or model the network conditions or the com-
putation capabilities of the different devices involved. This is the first probeless dynamic
and decentralised offloading decision support mechanism for loT environments. The
probeless property is achieved by combining lightweight statistical techniques with the
concept of age of knowledge (AoK) to allow us to have accurate enough information to
use for our estimations.

We provide experimental results performed in a real loT testbed with three real loT
applications, showcasing that PL-MEDICI outperforms existing techniques in terms of
both response time and energy consumption.

Finally, in order to further evaluate our PL-MEDICI mechanism, we formulate a mixed-
integer linear program optimisation problem that provides the theoretical optimal cen-
tralised solution to our problem. This is used to compare our PL-MEDICI against the
theoretical optimum, given the same estimated input. Our results showed that our of-
floading mechanism is close to the obtained optimal solution in terms of both the re-

sponse time and energy consumption

Vi
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Chapter 1

Introduction

Internet of Things (loT) is defined as the interconnection of a vast number of devices that
can be very different in their scope, size, technologies and protocols used to connect to
each other. These devices can range from sensors, actuators, and embedded devices
to smart wearable devices, healthcare devices and home appliances. |Minerva et al.
(2015) claimed that the definition of IoT is often influenced by a particular vision of the
proponent entity and what the proponent wants to emphasise. Therefore, the authors in
(Minerva et al. 2015) attempted to propose more neutral definitions that differ in detail
and encompass the many facets of the Internet of Things.

A common characteristic that they all share, though, is their limited resources. As a
result of these resource restrictions, loT devices typically rely on the storage, commu-
nication, and most significantly computation resources of remote cloud infrastructures,
such as running computationally intensive artificial intelligence algorithms, most notably
for cyber security and image processing. This traditional loT-cloud approach has worked
well in the first years of loT but is unlikely to be able to meet the requirements of fu-
ture loT devices/applications efficiently (Shi et al.[|2016, Yu et al. 2018). loT applications
are becoming increasingly demanding in terms of real-time response requirements, and

at the same time, the data they produce is increasing dramatically, not to mention the
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advancement in sensor-networking and digital devices.

Indicatively, the Cisco Global Cloud Index Cisco (2018) has estimated that loT data
will reach 847 ZB per year by the end of 2021, which is 43 times higher than the current
total global data centre traffic (19.5.4 ZB) . The generated data, as well as the connected
devices, would be heterogeneous which leaves those devices unable to be self-sufficient
to manage their associated challenges on their own (Rahmani et al.|2017).

Moreover, pushing the computations and data to the cloud from loT devices that have
limited bandwidth or are connected to the cloud through unreliable networks increases
the computational burden of the cloud centre and costs loT services in terms of response
time and availability. Moreover, due to their energy limitations, a primary goal is to reduce
transmission and scheduling computation to what is practical for IoT devices’ power
capabilities.

The edge computing paradigm, where the data is processed or even produced at the
edge of a network, was introduced in response to these requirements and is now con-
sidered a core enabler of the 5th generation of mobile communications (5G) and the loT
(Shi et al.[2016, |Shi & Dustdar 2016). The rationale is that with the significant increase
of loT data and the limited speed of loT data transportation, offloading computation to
the edge may allow most of the benefits of the cloud without its key communication dis-
advantage (Sultana/2017). However, its fundamental weakness is that unlike the cloud,
which does not have geographical restrictions and has considerably greater resources,

edge devices have to be in proximity to the loT devices and their resources are also

limited, see Fig. [1.1]
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Figure 1.1: Edge-cloud computing scenario
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Traditionally, the choice of whether a task should be processed locally, at the edge
or at the cloud has been based almost entirely on the original design of the system or
on predefined parameters. (Chowdhery et al. (2018) point out two extremes that the loT
paradigm relies on. On the one hand, enterprise computing (e.g. IBM, Siemens and
ABB, etc.) relies primarily on pushing all the data to the cloud due to its high storage
capacity and efficiency as well as to maximise the benefits of the high-cost equipment.
On the other hand, critical applications such as healthcare applications, autonomous
robots, and self-driving vehicles rely largely on local computation resources due to their
severe low latency requirement.

As network and device conditions change rapidly and sometimes unpredictable, this
can be highly inefficient. At the extreme, pushing all computation and data of the re-

source restricted 10T devices to edges and remote clouds through often unreliable net-



Chapter 1 Introduction

works can result in degraded loT services especially in terms of response time and avail-
ability (Shi et al.|2016, |Yu et al.[2018). This traditional loT-cloud approach cannot meet
the requirements of the future with more resource demanding loT applications. Further-
more, choosing the right resources and changing platforms at runtime dynamically and
anatomically are not applicable for the majority of 0T applications/devices (Jalali et al.
2019a).

Therefore, dynamic decision mechanisms are needed, that take into consideration
the various tradeoffs in terms of e.g. performance, communication and energy, when
deciding whether edge, cloud or even local IoT devices’ resources should be used for
performing a task, (see Figure [1.2). These tradeoffs depend on the nature of the loT
task, as well as the current load and the condition of the networks utilised for computation

offloading, which change continuously (Jaddoa et al.|2020).

Figure 1.2: Conceptual diagram of edge computing decision making
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Minimising energy consumption with a maximum response time value as a constraint
will demonstrate this work’s usefulness in reducing CO2 emissions in the ICT sector.
This will be highly beneficial as, for example, the UK government has specified the ICT

sector’s energy efficiency as an area of priority in its strategy to reduce CO2 emissions

4
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by 34% below the 1990 baseline levels by 2020 and 80% by 2050 (UK-Government
2011). Similarly, minimising response time with a maximum energy consumption value
as a constraint will enable edge computing to dramatically reduce response time by
ensuring that processing-heavy applications which run normally in a remote cloud can
now run efficiently in a local or quasi-local servlet. With the expectation that connected
devices will reach over 28.5 billion by 2022 according to Cisco (Cisco|2018), generating
very unpredictable energy and response time demands, a decision support module that
will optimise either can become an enabling technology.

In this thesis, we propose a dynamic edge computing offloading decision mechanism
which decides where an loT task should be processed, by estimating both the response
times to send and process a task in an external device, as well as the energy consumed
for the processing of that task. We have evaluated our proposed algorithm, by comparing

it to existing solutions and to an optimal centralised solution.

1.1 Research questions

In this section, we identify the research questions that this thesis is trying to answer:

1. Can taking into account real-time network and processing conditions improve loT

offloading performance in terms of energy and time savings?

2. What is the theoretical optimal performance that can be achieved by an ideal cen-

tralised loT offloading mechanism with full a priori information?

3. Can a decentralised decision mechanism be developed so that it can reach en-
ergy and time saving performance that is comparable to the theoretical centralised

optimal?
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1.2 Aim and objectives

1.2.1

Aim

The aim of this work is to improve dynamic loT computation offloading by reducing the

processing and networking overheads that are inherent in the current state of the art.

1.2.2 Objectives

1.

Provide a comprehensive review of the current state of the art in resource offload-

ing that is applicable to loT.

Develop a mathematical model for estimating the response time and energy con-

sumption expected as a result of offloading an loT task to an edge or cloud device.

Develop a decentralised offloading decision mechanism that avoids the overheads
caused by probing or resource demanding estimation algorithms used in the exist-

ing state of the art.

Formulate an optimisation problem to describe the theoretical optimal centralised
offloading allocation in any given scenario for the purpose of comparing to the

decentralised mechanism developed.
Develop simulation environment for IoT offloading evaluations

Develop a testbed for l1oT offloading experimentation in realistic conditions.

1.3 Contributions

The key contributions to knowledge of this thesis are:
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1. We have developed a taxonomy of resource offloading mechanisms that are ap-
plicable in 10T, including the resource, infrastructure, implementation, further en-

hancement technique and timing characteristics in the existing literature.

2. We have proposed a response time and energy consumption model for edge loT,
which takes into consideration the application, device and network characteristics

of the system.

3. We have developed a multi-criteria offloading decision support mechanism (MEDICI)
for heterogeneous loT devices, which dynamically and autonomously decides where
an loT task should be processed. For this we have modelled the response time and
the energy consumption of 10T tasks in different devises. We also evaluated our
mechanism at both the individual (selfish 10T devices) level and at the level of the
system as a whole (altruistic loT devices) and for different applications such as

cyber intrusion detection, face recognition and health monitoring.

4. We have extended the EdgeCloudSim simulator to support dynamic offloading de-
cisions to validate our model and compare it against previous approaches used in

the literature.

5. We have introduced the first probeless dynamic and decentralised offloading deci-
sion support mechanism (PL-MEDICI) for IoT environments. The probeless prop-
erty is achieved by combining lightweight statistical techniques with the concept of

age of knowledge (AoK).

6. We have evaluated our PL-MEDICI mechanism on a real testbed, composed of
Raspberry Pis connected to edge and cloud servers, and showed its performance

compared to the existing strategies in the literature.

7. We have presented a optimisation formulation that provides the theoretically opti-

mal centralised solution, based on a priori information by formulating and solving a

7
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mixed-integer mathematical programming (MILP) problem and simulating it using
MATLAB and Gurobi optimiser. Our comparison shows that PL-MEDICI| mecha-

nism achieved a performance close to the theoretical centralised optimum.

1.4 Thesis structure

This thesis is organised as follows. In Chapter 1], we present the introduction, research
questions, aims and objectives.

In Chapter |2, we survey a large variety of different loT resource offloading works pre-
sented in the literature, and we propose a comprehensive taxonomy based on the type of
resources to be offloaded, the infrastructure and the way the offloading is implemented.
We also look into offloading from the industry perspective, by reviewing industrial loT
resource offloading applications.

In Chapter [3} we firstly look into the state of the art on decision making in compu-
tational offloading. Then, we describe our proposed mathematical model for dynamic
computation offloading. After that, we survey a few existing simulation toolkits in the
edge-cloud computing context before present our simulation environment by describing
the extended EdgeCloudESim simulator and then we present our simulation results.

In Chapter [4], we look into the state of the art and most popular solutions of dynamic
decision support systems for 10T offloading. We present an enhancement of our initial
offloading model to be able to operate in real environments. We propose a dynamic and
decentralised offloading decision support mechanism for loT environments that is pro-
beless (PL-MEDICI). Then, we present the configuration of our real-testbed and present
the evaluation of PL-MEDICI mechanism in the real-world setup and compare it to sev-
eral offloading strategies proposed in the literature, and for three different applications.

In Chapter [5, we formulate and solve a mixed-integer linear programming problem

that provides the centralised theoretical optimal offloading decisions. Then, we compare
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the optimal solution to our PL-MEDICI mechanism.
Finally, in Chapter [6] we conclude and present the key contributions of this research

project and our future work.



Chapter 2

Literature review on resource offloading in the

Internet of Things (loT)

2.1 Introduction

Resource offloading is commonly used in application areas where there are limited re-
sources available, originally for mobile computing and currently in the Internet of Things
(loT), where processing, memory or storage can be severely constrained. Previous sur-
veys on computation offloading have focused on mobile computing, and some others on
in mobile edge computing (Mach & Becvar2017) and opportunistic offloading (Xu et al.
2018).

However, offloading in loT environments can differ considerably, not only in terms of
the type of networking protocols and architectures involved but also in terms of the na-
ture of typical applications. An exception is the survey carried out in (Mahmud, Kotagiri
& Buyyal2018), which includes related work in fog computing, but only briefly mentions
computation offloading. Here in this chapter, we address this gap in the literature by sys-
tematically surveying the existing work in loT offloading and proposing a comprehensive

taxonomy that leads to a better understanding of resource offloading. We also look into

10
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offloading from the industry perspective by reviewing industrial applications relevant to

loT offloading.

2.2 The proposed loT offloading taxonomy structure

We start by asking the following questions:
» What resource restriction is addressed by offloading?

» What infrastructure is the target of offloading?

How is offloading carried out?

When and how often is offloading carried out?

Based on the above questions, we have constructed the taxonomy summarised in

Fig. 2.1]

2.2.1 R: Resource

loT systems are typically resource-restricted in terms of storage, memory and/or pro-

cessing. The nature of offloading depends on the resource that is limited.

2.2.1.1 R-P: Processing

Offloading the computational processing of loT devices to an external infrastructure,
such as a cloud or an edge device, may offer access to more powerful processing re-
sources (Yu et al. 2018, Botta et al.|[2016) and may also lead to significant energy saving
(Botta et al. 2016, [Fox et al. 2012, Terzopoulos & Karatza 2016, Rao et al. 2012, |Su-
ciu et al. 2013). However, it can also introduce additional network delays and longer

response times (Finnegan 2013), as well as additional security and privacy concerns.

11
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Figure 2.1: loT resource offloading taxonomy
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There are clear trade-offs between response times and energy savings as seen in (Yoon
et al.[2016, Loukas et al.[2017) and determining whether to run the processing functions

locally or offload them is needed (Yu et al.|2018, Lin et al.|20154) (see section [2.2.5).

2.2.1.2 R-S: Storage

Storage has been the resource that is very commonly offloaded since the very beginning
of loT. For instance, a small l0T surveillance camera may have the processing power to
carry out basic video processing tasks, such as detecting movement, but is unlikely to
be able to store onboard months worth of footage captured. To address the storage
resource limitation (as well as for other reasons, such as the convenience of remote
access), loT cameras commonly transmit the data to a remote cloud provided by their
manufacturer. For applications though, such as real-time video analytics, where time
is important and continuous synchronisation between the IoT devices and the cloud is
needed, a multi-edge solution where storage is also handled closer to the devices is
proposed in (Ananthanarayanan et al. 2017).

Offloading storage can also lead to more resilient loT systems, for example, through
replication at more than one location (e.g. multiple cloud servers or multiple edge de-
vices) (Yu et al.|2018|, [Chang et al. 2008) allowing storage redundancy and thus lower

likelihood of data loss (Zhao et al. 2016).

2.2.1.3 R-Co: Communication

In (Kemp et al.|2011), the authors have proposed the offloading of communication for
communication-intensive applications, such as Internet information monitoring applica-
tions which constantly poll information from web sources. Examples include Rich Site
Summary (RSS) readers, social network applications, sports score services, weather

information widgets, traffic information widgets, etc. In communication offloading, it is
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a cloud server that constantly polls the web sources at a rate frequent enough to allow
maximum accuracy. Communication with the IoT device only occurs when specific con-
ditions are met, such as when a specific value has changed rather than at the same

frequency as the polling, thus saving energy and bandwidth.

2.2.2 I: Infrastructure

Depending on the performance and other requirements of a given application, the of-

floading infrastructure may relate to cloud computing, edge computing or fog computing

(see table [2.1).

2.2.2.1 I-C: Cloud

Cloud and IoT are closely interconnected and complementary to each other. 10T gives
cloud infrastructures the opportunity to extend their scope into dealing with real-life appli-
cations (e.g. eHealth, smart cities, etc.) in a more dynamic and distributed environment.
At the same time, cloud computing offers I0T devices resources and computation capa-
bilities that compensate for the technological barriers of their resource restrictions (Lee
et al.[2010), DaCosta (DaCosta [2013) though argues that cloud offloading is not suf-
ficient anymore since IP protocols overburden the loT devices by requiring too much
bandwidth from energy-constrained devices. The introduction of Edge computing can

be attributed to this weakness in cloud offloading.

2.2.2.2 |-E: Edge

The traditional loT-cloud approach may not be able to efficiently meet the requirements
of future loT applications (Shi et al. 2016, Yu et al. |2018). Pushing the computation
and data to the cloud from loT devices that have limited bandwidth or are connected to

the cloud on unreliable networks can increase communication latency. Moreover, due
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to loT devices’ power limitations, it is vital to balance power consumption by reducing
transmission and scheduling computation based on the power capabilities of devices.
As such, the concept of edge computing was introduced, where the data is processed
or sometimes produced at the edge of a network rather than being uploaded directly to
the cloud. With the significant increase of loT data and the limited speed of loT data
transportation, offloading computation to the edge may allow most of the benefits of
the cloud without its key communication disadvantage (Yu et al.[2018). However, its
fundamental weakness is that unlike cloud, which is geographically unconstrained and
processing or storage can be carried out anywhere, edge devices are by definition in
proximity to the loT devices.

In Edge loT, the edge devices could be any type of device from a computer or a
server with powerful resources to a Raspberry Pi or a mobile phone with less powerful
ones. loT devices can request data from the edge as a consumer or send data to the
edge as a producer. Depending on the resources of the edge, additional services such
as data caching/storage, data processing and management can take place at the edge
(Shi et al. 2016, Frankston 2016). The paradigm of edge computing though invested
into separate devices to handle the data and either process it locally or sending further
along to the cloud. The configuration and interconnection of such devices could get more
complicated as the IoT devices and the data produced increase. Therefore a concept of
using existing network devices as edge devices was introduced. These devices would be
able to interconnect into a separate intermediate layer (fog) to allow more straightforward
configuration. This has evolved into what is typically referred to as Fog loT, which is

described next.

2.2.2.3 I-F:Fog

Although the terms fog and edge are often used interchangeably, currently the terms

have become more distinguished, with fog being used for the combination of edge nodes
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Table 2.1: Infrastructure specs

Device Type | Location Specs Example Usage

loT Local - Sensing and actuating

Edge Close proximity | 4 cores, 4 GB Rapid computation, filtering or small
Fog Constrained Six core, 8 GB per core Moderate processing or storage
Cloud Unconstrained | Multi-core, 16 GB per core | High processing or large storage

with the cloud (Varghese et al. |2017, | Bonomi et al.| 2012). Fog loT involves the loT
devices connecting to a middleware layer (proxy), which is then connected to the cloud.
Therefore, the middleware acts as a bridge between the 10T device and the cloud, adding
an extra layer to the communication (Stavrinides & Karatza/2019). A common example
of such a setup is when a mobile phone acts as a gateway running an loT application
that collects data from the device and sends it to the cloud for processing.

This middleware though might not be a single device but rather a group of usually
network devices, such as routers and switches. Through virtualised software, their role
is enhanced beyond the communication aspect enabling them to perform computational
functions (i.e., pre-processing) and improve not only performance but also other aspects,
such as security. For example, in (Wortmann & Fltchter|[2015, |Al-Fugaha et al. 2015,
Yu et al.[2018) this extra layer is used to reduce the size of data (i.e. pre-processing)
through aggregation (Nazmudeen et al.[2016)and filtering (Lin et al. 20154, Zao et al.
2014, Craciunescu et al.[2015) of the data that is then forwarded to the cloud. After the
appropriate processing of the data at the cloud, the information is sent back to the loT
device through one or more fog devices, not necessarily the same as before. Bonomi
Bonomi et al.| (2012) though argue that this procedure affects the quality of service (i.e.
response time) and energy consumption due to network variability and high computation
demands, making the choice of which of the multiple layers that handle the workload a

significant challenge.
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2.2.3 IT: Implementation Technique

This refers to the offloading technique, which is commonly based on scheduling or par-

titioning.

2.2.3.1 IT-S: Scheduling

With increasing the number of applications and devices that are connected within the
loT paradigm, forcing all processing tasks to the cloud would lead to high latency and a
high burden on communications costs. Thus, fog/edge computing has been proposed in
order to extend the cloud to nearby resources(Karatza|2021,[Pham & Huh|2016, Lin et al.
2017). To this end, the question here is how to manage the execution of offloaded tasks
whether partial or full between these entities (i.e. local device, fog/edge, and cloud).
Task scheduling is being used in order to maximise the number of executed tasks by
considering the limited bandwidth and service capabilities (Tychalas & Karatza 2020).
Thus, the aim of scheduling is to schedule tasks with respect to their deadlines and
minimising the schedule-makespan (Pham & Huh/2016).

Broadly, scheduling offloaded tasks have been studied extensively to propose an al-
gorithm or strategy to carry out the procedure within a set of heterogeneous entities
such as (Li, Ota & Dong|[2018, Oueis et al.|[2015, He et al.[2017, Intharawijitr et al.|[2016,
Stavrinides & Karatza 2020). |Li, Ota & Dong (2018) have proposed an offline and online
scheduling algorithm to address the difference in size of intermedia data of various deep
learning models with the guarantee of QoS. In (Oueis et al.|2015) task scheduling was
studied in multi fog stratum by which schedule the tasks based on the computational
resource of a fog node. Two steps are being carried to run the scheduling: the first step
is the allocation of computational resources for each node through an order list of users
associated rely on an objective. While the second step is building computation clusters

to process them. Additionally, Intharawijitr et al.| (2016) presented a task scheduling al-
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gorithm that aims to find a mapping between the offloaded tasks and compute servers
in order to reduce the probability of task blocking with respecting the constraint of la-
tency on the end-user side. In doing so, three policies have been proposed 1) random
approach (i.e. a choosing a fog node randomly to execute a task), 2) lower-latency (i.e.
selecting a fog node with lower latency based on the system state), and 3) while in this
policy capacity and attributes of an arrival task are targeted in order to select from a can-
didate list a fog node with maximum remaining resources. They proved that the second
policy would lead to the lowest blocking probability.

Furthermore, He et al. (2017) utilised a fog platform where the transcoding work-
load is offloaded using multiple regional data centres formed as a novel fog-based
transcoding framework for crowdsourced livecast service platforms. In the fog border,
a transcoder is employed to transcoding the live stream into various quality forms based
on the network availability and receiver characteristics. In doing so, a scheduling algo-
rithm is introduced to select the most adequate node for executing a transcoding task.
The study shows that the hybridisation proposed system offers better streaming perfor-

mance with low cost in terms of energy consumption and compunction costs.

2.2.3.2 IT-P: Partitioning

A workflow may be partitioned and sent to different locations for execution. Here, the
challenge is in deciding the layer that will handle the workloads and the number of tasks
that will be allocated, with Shi et al.| (2016) proposing either even partitioning on each
layer, or each layer completes tasks as much as possible. Their criteria for an optimal
allocation strategy were latency, bandwidth, energy and cost. Offloading the whole of a
task/application from an loT device may be inefficient in terms of response times. Wu
et al. (2018) argue that offloading some tasks of a process may lead to high communi-
cation cost or may not always be possible because they might require local resources.

Therefore, offloading only parts of an application could lead to better response times. In
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partitioning, we identify two kinds of tasks, the ones that if offloaded, their performance
will be enhanced (offloadable). And the ones that cannot/should not be offloaded (unof-
floadable) and should run locally, either because they need access to local components
(e.g. camera, GPS etc.) or offloading them would result in high delays and energy con-
sumption (Cuervo et al.[2010). How and at what granularity this partitioning will happen
depends mostly on the application.

Generally speaking, partitioning for offloading in loT can be divided into two major
steps. Firstly, we partition an application based on the chosen level of granularity, e.g.
the smallest computation unit. This can be for example objects (Niu et al. 2014), classes
(Abebe & Ryan |2012), threads (Chun et al.[2011) or methods (Cuervo et al. 2010).
Secondly, we identify which of them are offloadable and which are unoffloadable, and
we offload based on the available resources using several techniques such as weighted
graph (Hassan et al.[2015, Wu et al.|[2016), linear programming-based technique (Ra
et al.[2012), and Cyber Foraging technique(Balan et al. 2007).

Partitioning can be carried out dynamically or statically. In static partitioning, compu-
tation components are partitioned manually beforehand (Hassan et al. 2015), depending
only on the characteristics of the job (e.g. size, computational intensity etc.) and not on
the current state of the system, such as network conditions and infrastructure (edge, fog,
cloud) availability (Wu/[2018, |[Elazhary2017). Although static partitioning has low over-
head in terms of execution time, since it is applied only to applications/tasks that have a
predefined and constant number of partitions, it can only be applied to applications that
have parameters that are known in advance or can be accurately predicted (Wu et al.
2016). Therefore, using static partition is inefficient in loT offloading where workloads
and resources such as energy and bandwidth constantly change (Ali & Lhotak| 2012,
Yang et al.[|2013, Sinha & Kulkarni2011).

The dynamic partitioning is being carried out at runtime and in a context-aware man-

ner (Hassan et al.|/[2015). The decision is based on the system’s state, taking into ac-
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count the status and heterogeneity of the environment, e.g. the network conditions (e.g.
bandwidth) (Niu et al. 2014), and latency and the computational availability (Cuervo et al.
2010, Kosta et al.[2012). Many optimisation algorithms have been proposed for dividing
the workflow into partitions. Wu (Wu||2018) estimates the computation times, commu-
nication costs and energy consumption at runtime, constantly deciding how and which
part of the application should be offloaded.

There are also methods that combine static and dynamic partitioning. For exam-
ple, [Chun et al. (2011) combine static partitioning of specific tasks of an application
and dynamic profiling of others in order to optimise the energy consumption and time
latency based on the current system status (e.g. CPU utilisation, energy consumption
and network conditions). However, the implementation is restricted since bootstrapping
is needed with each new application/task. Also, in (Hassan et al.|[2014) relationships
among the factors that influence partitioning are characterised in advance and then a
classifier collects information about a method and dynamically calculates the size of its
arguments while providing feedback for self-learning and decision adaptation.

Partitioning can also be considered in terms of the location that the application/task
will be offloaded. Therefore, the decision is based on the computation capabilities of the
execution location (e.g. fog, edge and cloud) rather than the task itself (Ketyko et al.
2016, Min et al. 2017, |Lyu et al.[|2018, |Chen, Shi, Yang & Xu|2018). For example, Min
et al. (2017) have investigated offloading the computation of 10T devices in a dynamic,
multiple edge environment. They used Reinforcement Learning-based computation of-
floading to choose between edge devices to execute an application (i.e. partitioning
applications among edges) based on bandwidth usage and the current battery level of
the loT devices along with the predicted energy that can be harvested. They showed
that after a learning period, an optimal offloading policy can be achieved.

In (Lyu et al. [ 2018), a selective offloading technique is presented to reduce the sig-

nalling overhead of edges and the energy consumption of loT devices, using an inte-

20



Chapter 2 Literature review on resource offloading in loT

grated architecture of loT, Edge and cloud. The authors have used a lightweight request
and admission framework to carry out partitioning by encapsulating the latency require-
ments of each device in the offloading requests. This decouples the dependency of task
partitioning among different devices and eliminates the need for coordination between
devices and edge servers.

Chen, Shi, Yang & Xu|(2018) propose a delay-aware task graph partitioning algorithm
(ThriftyEdge) to distribute tasks/applications between loT devices, edge devices, which
they refer to as “helpers” and cloud servers. It aims to optimise the offloading decision
by utilising resources efficiently through partitioning computation workload subject to
completion time constraints. A direct acyclic graph is used where the nodes represent
the required computational resources for an application/task (e.g. CPU) while the edges
represent the transmitted data

In this thesis, we decided to go with task-level offloading granularity, which is common
for loT applications (Khoda et al.|2016a, |Benedetto et al. 20194, Jalali et al.[|2019b, |Lin
et al.[|20150, Zhao & Zhou|2019).

2.2.3.3 IT-R: Replication

In contrast to partitioning, task replication is about offloading the same task (rather than
different tasks) to multiple systems. Generally, this increases the overheads considerably
in terms of processing resources, but can be very helpful in application areas where
meeting completion time requirements is more important. An example explored in detalil
by Jiang et al.| (2018) relates to vehicular cloud computing, where tasks are replicated
across multiple vehicles to minimise the probability of violating a task’s deadline. This is
a challenging problem because of the uncertainty introduced by vehicle movements. So,
the authors have formulated it as a finite-horizon sampled-time Markov decision problem
and have obtained the optimal policy by value iterations. Their proposed balanced-

task-assignment policy was proven optimal and with a clear structure, always assigning
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the task with the minimum number of replicas. They have also derived a tight closed-
form performance upper bound for this policy. Interestingly, they have shown that the
optimum vehicle speed to minimise the deadline violation probability is greater than the
critical vehicle speed, which maximises traffic flow efficiency as derived by traffic theory.
Moreover, Benedetto et al.| (2019b) propose a concurrent mode in which a task is being
executed in all available execution resources simultaneously and only the first results
are considered with ignoring the rest. Offloading all tasks does not only increase the
utilisation of the bandwidth link and computational resources but increases the energy

consumption of end-devices and servers.

2.2.3.4 IT-F: Filtering

In the applications that deal with large data size, such as video and voice, the transmis-
sion time can be reduced with higher bandwidth. Basically, the higher bandwidth can
exist within a short distance. To be precise, in the smart home a higher speed trans-
mission way can be employed, such as Wi-Fi, to transfer the data from loT devices to
the gateway. Also, the reliability of transmission as the distance of transferring data will
be short. Additionally, since the edge has limited computation capabilities, the complex
tasks will be offloaded to the cloud. The transfer of massive data will use enormous
network bandwidth, which will lead to several issues, including the loss of packets and
delay (Loukas et al.|2018). Thus, filtering has been suggested by several studies such
as (Shi et al.2016) and (Yu et al.|2018)) in order to reduce the size of data to be offloaded
to fog (filtration would be carried out at the local device) or cloud (filtration would be car-
ried at the local devices or fog node), by having the basic and initial operations (such
as compression and extraction of features) carried out by the end device or at the edge
before forwarding the outcomes to the fog or cloud. This results in less bandwidth, more
efficient processing, and shorter response times.

Technically, Zao et al. (2014) proposed a framework that employed three tiers of
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distributed devices(cloud, fog, and end-device) in order to form an EEG-based Brain-
computer interface system (EEG-BCI). It tries to distribute the processing of tasks be-
tween the three tiers in order to reduce the raw data, decrease the bandwidth, and
reduce the time of response. Specifically, in front-end (dry-electrode EEG headsets), a
powerful processor is embedded in the sensors for pre-processing data onboard. While
in the near- end, an ad-hoc computing proxy software is utilised to carry out the major-
ity of tasks at the edge, also offloading workload to the cloud in case of complex tasks.
Therefore, reducing the size of data through layers is shown as an efficient way of reduc-
ing the response time and bandwidth utilisation and producing accurate results in terms
of human-computer interactions.

In addition, Dubey et al. (2015), proposed a data mining framework called Fog Data
mining. It evaluates the raw sensed data from loT devices (sensors) in order to find
unique features to transmit them to the cloud (i.e. filtration). Two disorders have been
taken to evaluate the proposed system (motor disorders and cardiovascular). The result
shows that using fog platform for reduction data before the core processing leads to

efficient outcomes in terms of response time and energy consumption.

2.2.4 ET: Enhancement Technique
2.2.4.1 ET-C: Caching

Elbamby et al. (2017) have proposed a method for reducing the response times for of-
floaded tasks by implementing a proactive edge caching mechanism. This is because
caching joint data and popular tasks on an edge device can reduce the network traffic
overhead and end-to-end latency. In fact, it could be argued that edge caching is a form
of offloading that combines storage offloading (R-S) with processing offloading (R-P). To
this end, the authors have provided an efficient distribution matching algorithm to find a

stable matching between loT devices and cached tasks in the edge layer. In addition,
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due to constraints of loT resources (e.g. power, and bandwidth), caching some contents
at the loT devices and avoiding unnecessarily caching would save battery power and
wireless bandwidth. However, care must be taken, especially in sensor-related applica-
tions, to ensure that caching will not lead to the use of outdated sensor readings (Zhang

et al. 2015).

2.2.4.2 ET-L: Load balancing

Yu et al. (2018) have argued that the quality of service requirements of offloaded storage
(R-S, section[2.2.1.2) can be met with a load balancing scheme that distributes the traffic
in the network among different links. In (Lin et al.|2017), the authors have proposed to
improve loT storage offloading to an edge/fog device by allocating resources based on
a priority-based user satisfaction function rather than just the volume and whether there
are enough resources on the edge to accommodate the service.

Additionally, Ananthanarayanan et al.|(2017) have proposed a smart traffic-scheduling
algorithm to reduce the offloaded content based on a content-aware uploading strategy,
as utilising storage balancing to offload the storage in an edge/fog-based network time
and capacity of storing can be improved.

Lyu et al.|(2018) have had a different take on this challenge. To address the scalability
problem of offloading from massive numbers of loT devices in mobile edge computing,
they have proposed a lightweight request and admission framework, which requires no
coordination among devices. It is operated at the loT devices and computing servers
separately by encapsulating latency requirements in offloading requests. The signalling
overhead (and corresponding energy consumption on each loT device) is reduced via
a selective offloading scheme, whereby the devices are allowed to be self-nominated
or self-denied for offloading. Evaluated in simulation, this approach has been shown to
satisfy the latency requirements of different services while also reducing the loT devices’

energy consumption.
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2.2.4.3 ET-F: Failure recovery

Yu et al. (2018) have also argued that adding a data failure detection and recovery mech-
anism (for packet loss, power issues, noise, etc.) can enhance storage offloading, es-
pecially where massive data flows are involved. Storing and retrieving data reliably and
accurately enhances the QoS. Reliability can be improved by either duplicating data in
more than one edge/cloud devices or by simply adding an additional check on the status
and availability of the nodes before offloading a resource.

In (Dimakis et al.||]2011, Chang et al.|[2008) a redundant storage server is deployed
in cloud-based systems to enhance the reliability of offloading, and a simple periodic
heartbeat or pinging is used to identify the availability of the server nodes.

Chang et al.| (2008) and Zhao et al.| (2016) propose offloading sensitive loT data to
more than one node to enhance reliability by replicating it to an edge/fog computing-

based distributed storage system.

2.2.5 T:Timing

In terms of its timing, offloading may be on-demand, rule-based, periodic or continuous,
as prescribed by the different applications’ needs and the resource availability of the

devices involved.

2.2.5.1 T-C: Continuous

In the continuous case, the data is transmitted directly and immediately to the offloading
infrastructure as it is collected, which minimises the resources required locally, but may

put a considerable load on the network.
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2.2.5.2 T-0: On-demand

Offloading can occur on-demand, at the time that a user or application requires it. There
is no need for a condition to have been predefined. Here, the timing of offloading cannot

be predicted.

2.2.5.3 T-R: Rule-based

This is similar to the on-demand case with the difference that there is a predefined con-
dition, which if met, triggers offloading. A surveillance camera may be able to perform
low-complexity computation onboard to determine the presence of a person, and only
when this condition is met (that there is a person detected), then transmit the data to a
remote, more powerful infrastructure that is able to perform the more complex computa-
tion to confirm the presence and additionally identify who the person is. Again, as in the
on-demand case, the timing of offloading cannot be predicted.

In (Ahn et al. [ 2017) and (Shah-Mansouri & Wong 2018) the authors formulate the
decision of where to offload as a computation offloading game to model the competition
of multiple 10T users to obtain access to the limited resources of close-by fog devices.
They assume that the users are selfish and only care about maximising their own quality
of experience, which is measured in terms of reducing computation energy and delay.
They also assume that each loT device is equipped with multi-radio access technology
and different wireless interfaces allow the IoT devices to connect to different offloading
devices (e.g. fog or cloud).

Shah-Mansouri and Wong (Shah-Mansouri & Wong |2018) also propose a computa-
tion offloading game to model the competition for fog resources between loT devices. It
aims to minimise energy and delay, which is translated as the maximisation of loT users’
quality of experience.

Tan et al. (2017) proposes an online job dispatching algorithm for offloading jobs to
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either an edge node or a cloud and also an online scheduling algorithm that decides the
order of execution of the jobs once they have been offloaded either in an edge or a cloud
server. They also claim that their dispatching algorithm works when local execution is an

option.

2.2.5.4 T-P: Periodic

In the periodic case, offloading occurs with a predefined frequency (Stavrinides & Karatza
2017). For instance, in (Loukas et al. 2017), a battery-powered robotic vehicle sends ev-
ery 1 second a sensor data to a remote server, which in turn processes the data for the
purposes of intrusion detection and sends back to the vehicle the detection decision.
Here, the challenge is in choosing an appropriate offloading period. If it is too long, then
it may also take too long to detect an ongoing cyber attack, which for the particular appli-
cation area of the connected vehicle may lead to physical impact. If it is too short, then
the overall delay, including the processing time and the network delays involved, may be
such that the remote infrastructure will be receiving the next sample of data before the
previous one has been processed. Contrary to the on-demand and rule-based cases,

here the timing of offloading is predictable.

2.2.5.5 T-DD: Dynamic decision

Since the end-device has limited computational and energy resources, offloading the
content to the cloud would help to address the limitation. However, transmission costs
to the cloud might be more than computation cost locally. Thus, approximating the cloud
to the edge of the network would address the gap. Therefore, context-aware should be
considered before deciding to offload. For example, with an application that requires
high traffic, offloading to the nearby resource would be more beneficial, while offloading

applications with high computation demands and low traffic to the cloud will result in
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satisfactory results (Jalali et al.|[2017). Machine learning, Al, and context-aware services
provide abilities to making a context-aware decision through the runtime to make the
right decision "dynamically” as the decision of offloading is not practical always (Elazhary
2017).

Hassan et al. (2014) stated several requirements for a good offloader in which able to
select the most important features influenced the decision with low biased, high variant,
indulgent with noise. Precisely, lightweight package to run on limited computation re-
sources; intelligent enough to capture the interchange among key features; self-learning
over time; and high accuracy.

Therefore, in this thesis, an intelligent and decentralised decision-maker that eases
task offloading implementation in a scalable and reliable way is proposed. Our aim is to
both systematise the process of making the decision and make it dynamic by develop-
ing a decision support module that decides whether and what part of a task should be
processed where according to a heterogeneous set of criteria. To this extent, we plan
to produce a servlet for carrying out the offloading processing, to propose mathematical
models for determining the optimal processing decision, and crucially a software module
for materialising the models developed and carrying out the necessary experiments with

real data.

2.3 loT resource offloading applications

Long et al. (2018) have applied the edge offloading paradigm in the Multimedia Internet-
of-Things domain, whereby mobile devices, such as smartphones and tablets, which are
typically less resource-constrained than loT cameras, extract features from videos and
only send a few of them to the cloud servers that are responsible for further process-
ing. This primarily aims to avoid bandwidth starvation due to delivering original video

chunks directly to the cloud. The authors have proposed a framework for cooperative
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processing on mobile devices and corresponding algorithms for the optimal allocation of
mobile devices into video processing groups and the optimal allocation of video chunks
to groups.

Cao et al. (2015) have presented FAST, which is a real-time and portable fall detection
for Stroke Mitigation based on fog computing system. They used pervasive and low-
cost end devices for sensing data from patients and employed a middleware platform
to analyse the data. An interesting characteristic of their system is that it employs a
simpler algorithm for fall detection at the edge and a more complex (and more accurate)
one in the cloud. There was no benefit in terms of energy consumption, but using a fog
approach as opposed to an loT-cloud one was shown to reduce the network delays and
response times significantly. In contrast, the conventional way of fall detection (Abbate
et al.[2011, Bourke et al. 2007), which uses wearable devices and sensors to sense and
progress data by employing threshold-based scheme, shows poor accuracy, especially
in terms of false positives. To address this, sophisticated pattern-matching algorithms
can be used (Castillo et al. 2014, Violeta et al. 2014), but these are not always practical

to implement on wearable devices due to lack of storage and computational capacity.

2.4 Industry Perspective

The ETSI-driven standard multi-access mobile edge computing (MEC) is an initiative that
facilitates both cloud computing and a network edge computing environment for applica-
tion developers and content distributors (ETSI et al.|2018). This has been formulated to
accommodate the vast loT landscape’s many potential business use-cases by involving

industry players as follows.
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2.4.1 Cisco

Cisco I0Ox application environment brings together their networking operating system
(/0S) running inside switches and routers, and Linux, the leading open-source software
development platform (Roberto De La Mora2018)). The term “fog computing” was intro-
duced by Cisco in 2014 first which provides options to place computing resources and
data at the cloud, edge and/or destination (e.g., Cisco Kinetic (Edge & Fog Processing
Module 2018)). The fog nodes, which Cisco use interchangeably as edge computing
devices as well, enable both fog-fog (e.g., hierarchical arrangement) and fog-cloud in-
terfaces in order to address load balancing and failure recovery (OpenFog Consortium
Architecture Working Group|2017). This can be achieved through network planning, i.e.,
where and how many fog nodes’ distributed deployment would facilitate multipath from
loT data source towards the destination (e.g., edge or cloud).

Cisco IOx enables different loT-based applications to operate under the same plat-
form. It claims to integrate non-standard and proprietary protocols run loT devices with
a common IP architecture via device abstractions. Furthermore, their data can be of-
floaded at the edge for real-time IoT driven analytics pioneered by ParStream DB (BI-
enert 2016) which is characterised by high performance compressed indexing, parallel
processing and a small footprint. Depending on the application need, the developers
can also push rule-based data filtering, partitioning, and management capabilities at the
edge through RESTful API of fog nodes. The placement or distribution of fog nodes
throughout the network not only can offload the communication efficiently to the local fog
node for faster reaction time, but also lessens the hacker threat where data summaries
may only leave the local network towards the cloud periodically for historical and big data
analysis.

In short, Cisco strives to be one of the major players in the loT-driven application

scenarios, and their roadmap towards achieving it (e.g., six pillars(Cisco||2019)) has
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seen significant success already.

2.4.2 Intel

The Intel IoT system architecture specification envisions seamless realisation of cyber-
physical systems using both smart objects, which are IPSO-alliance.org compatible, and
legacy devices that were not originally conceptualised with intelligence or Internet con-
nectivity in mind (The Intel loT Platform 2015). Arguably 85% of all devices fall under
this legacy category according to an IDC (International Data Corporation) study (The
Intel White Paper|2015). The component “Intel loT Gateway” of the architecture is Intel’s
own term for edge devices. i.e., the primary on-premises devices. The purpose of such
devices is two-fold, i.e., connecting both legacy and smart devices by acting as interme-
diaries and enabling secure data flow between these devices and the cloud-powered by
McAfee embedded control security technologies. In other words, these devices gather
data from the endpoint sensors/actuators and provide provisions for filtering and aggre-
gation before forwarding them to the cloud. Depending on the application need, it can
also facilitate intelligent computational offloads, and local data analytics, and subsequent
real-time control decisions at the edge devices.

Several such case studies listed on their website ranging from smart home, retail,
building to smart city and transportation (Intel [2018) typically use Intel products, e.g.,
Intel IoT Gateway together with Arduino board, and third-party cloud infrastructure (e.g.,
Microsoft Azure). In terms of software, the gateways, i.e., edge devices, support Wind
River, Microsoft and Linux Operating Systems, enabling APIs (e.g., REST) to facilitate
both edge-loT and edge-cloud communication protocol realisation for developers. Mon-
goDB and SQLite have been the choice for storage at the edge to enable local data

analytics.

31



Chapter 2 Literature review on resource offloading in loT

2.4.3 Huawei

Huawei’s most popular adopted choice of technology NB-loT (Narrow-band IoT) was
conceptualised to leverage low-power and wide-area coverage communications that can
be deployed over existing mobile networks operating in licensed spectrum backed by
telecom industries (Huawei Technologies Co., Ltd.|2015).

Huawei’s EC-loT platform consists of an edge computing gateway with various loT-
access interfaces, and even supports typical RF communication mode (e.g., ZigBee and
Bluetooth) (Huawei Technologies Co., Ltd.2017). The northbound RESTful interface (to-
wards the cloud) of this gateway enables seamless integration of management, big data
analytics, and third-party applications. Huawei claims the incorporation of local intelli-
gence, analysis and near real-time response at the edge through several case studies
in the field of smart elevator, city and lighting loT, smart energy and manufacturing, etc.
(Huawei Technologies Co., Ltd.[[2018).

The adoption of network virtualisation and SDN open architecture facilitates scalabil-
ity, efficient placement and management of multiple gateways within the same applica-
tion. Huawei’s cloud platform, CloudEPC, is an open platform based on Cloud Native ar-
chitecture that is argued to provide a hybrid cloud deployment option in terms of Huawei
public cloud together with local data centres (Huawei Technologies Co., Ltd. 2018).
Huawei is also striving for seamless integration of various smart objects to improve inter-
operability through the incorporation of an loT-oriented software platform, LiteOS inside

them (Huawel Technologies Co., Ltd. 2018).

2.4.4 Hewlett-Packard

Hewlett-Packard Enterprise (HPE) partnered with Saguna (Saguna/2018) and Amazon
Web Services (AWS) (Amazon|2018) to enable loT applications platform at the network
edge. In (HPE, Saguna and AWS||2018), three different application scenarios, namely,
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“Smart City Surveillance”, Augmented Reality (AR)/Virtual Reality (VR), Connected Ve-
hicle (V2X), were explained to rationalise such design choice. The applications have
a few things in common: i) they generate massive dataset, ii) require near real-time re-
sponse to certain scenarios, and iii) involve computationally intensive operations that are
part of Artificial Intelligence (Al) algorithms. These operations are generally delegated
to the cloud, whereas the data analytics required for near real-time inference is pushed
to the edge. For example, these Al applications’ training phases are completed at the
cloud after which the inference model is communicated with the edge device that will
then be expected to provide faster response to the on-field IoT sensors’ readings. HPE-
manufactured multi-access edge device (MEC) is equipped with Intel™core processor
and also hosts Saguna’s network virtualisation solution. MEC talks with eNodeB of mo-
bile telecom networks, which gives freedom in terms of its placement, e.g., distributed
over the network. Saguna’s virtualisation solution is argued to extend its functionality
to include other type of networks as well (e.g., Wi-Fi). Part of AWS (AWS Greengrass)
is situated inside the MEC to enable local cache and cloud functionalities at the edge,

whereas the typical AWS cloud hosts policies, management and historical data analytics.

2.4.5 Amazon Greengrass

AWS Greengrass (GG) is an edge software that approximates the cloud capabilities to
nearby devices at the edge of the network between IoT devices and cloud, see Figure
2.2, (AWS|[2019). AWS Greengrass brings cloud programming and functionality to the
edge of the loT network empowering them to communicate and react when cloud con-
nection is not possible through a set of pre-defined functions called Lambda functions
(LF). LF is used to create serverless applications for the loT device at the edge. The
devices, including IoT, edge, and cloud, are called Greengrass groups.

Greengrass group is always defined and configured from the cloud. The first step
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in creating a new group is to establish a Greengrass core in the cloud definition. Every
group needs a Greengrass core to function. This core software securely connects the
devices to AWS. Also, to preserve inbound and outbound messages to the cloud, a local
sub message manager is provided that makes GG able to buffer messages intelligently

in case of lost connectivity.

Figure 2.2: AWS loT Greengrass interactions
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We have provided only a brief overview of the offered edge computing solutions and
relevant products of a few important industry players above. Others are also trying to be
involved as well. For example, Google Google Cloud (2018) announced its own edge
computing gateway product “Edge TPU (Tensor Processing Unit)” in order to push their
TensorFlow Lite ML inference models at the edge. IBM’s Watson loT Platform Edge fea-
ture (IBM Cloud |2018), and Microsoft’s Azure loT Edge service (Microsoft Azure 2018)
strive to achieve the same purpose. SAP’s loT Gateway product is built with third-party
hardware and acts as an intermediary between SAP cloud and sensors (SAP Interface
Integration Certification 2017). All the major telecom industries like Ericsson, Nokia,
Vodafone, etc., are largely dedicated towards enabling IoT applications over mobile net-

works on top of narrow-band communication though.
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To sum up, it can be seen that based on a particular industry’s already available
products and market strength, their loT-driven future prospects also differ. For exam-
ple, the telecom industries are solely trying to push narrow-band technologies and the
applications built on top of it. This may not be suitable in a wide range of loT-driven ap-
plication landscape as can be seen from some of Huawei’'s case studies itself (Huawel
Technologies Co., Ltd.[[2015).

All industry players acknowledge the need for near real-time response, maintaining
privacy and security, and reducing costs as factors promoting edge computing. However,
they are only providing platforms to accommodate as many diverse applications as pos-
sible, leaving the computational and data offloading decisions largely to the application

developer based on their unique needs.
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2.5 Summary

In this chapter, we have discussed the resource restrictions that loT devices and en-
vironments are facing. By offloading those resources to other, more powerful devices,
such as edge or cloud servers, the loT infrastructures of the future could perform better
and become more energy efficient. We also proposed a comprehensive taxonomy that
allows us to better understand the different types of resources that can be offloaded, the
different techniques and decision mechanisms, as well as the different device choices
that participate in those decisions.

loT offloading is generally perceived as the necessary way to enable loT-driven ap-
plications to reduce response times and improve energy efficiency. It could also lead
to reducing the use of cloud infrastructures to the minimum, thus reducing cloud usage
costs and the attack surface for such environments. However, providing offloading de-
cisions in real-time (or close to real-time) is proving to be challenging, especially since

network conditions are constantly changing. Thus, predicting them can be challenging.
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Dynamic decision support for computation
offloading in heterogeneous Internet of Things

environments (MEDICI)

3.1 Introduction

In this chapter, we first review the related work on decision making in IoT computation
offloading, and then, we describe the mathematical model of our initial offloading mech-
anism. Then, we survey a few existing simulation toolkits in the edge-cloud computing
context before presenting our simulation environment by describing how we extended
the EdgeCloudSim simulator. Finally, we present our simulation results, which compare
our MEDICI algorithm to five offloading strategies used in the literature and for four dif-

ferent applications (Jaddoa et al.|2020).
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3.2 Related work

The majority of edge offloading decision making mechanisms proposed in the literature
refer to mobile edge computing (Mach & Becvar [2017). For example, Meurisch et al.
(2017) address the issue of heterogeneity of the edge or cloud infrastructures for mobile
offloading, where the resource availability of the different edge or cloud devices can vary
considerably, as might the resource requirements of the tasks to be offloaded. They
propose an offloading decision support system that predicts the completion time and
energy consumption by probing edge or cloud devices with micro tasks only lasting a
few microseconds, and using regression models. Probing has indeed proven very useful
in task allocation and admission control (Gelenbe et al.[2008) problems but introduces a
delay overhead which can be inappropriate for time-sensitive loT services.

Offloading in loT environments can differ considerably, not only in terms of the type of
networking protocols and architectures involved, but also in terms of the nature of typical
applications. Additionally, most published work focusing on loT offloading mechanisms
addresses decisions between two entities only, the cloud or the edge(s), and omits the
loT device itself. An exception is (Ahn et al.|2017), where it is up to the individual loT
devices to decide themselves whether they wish to optimise offloading based on time
or energy, and advertise to the other loT devices in their network, while a centralised
network controller allocates the available bandwidth among the nodes, giving higher
priority to time-sensitive tasks. The authors demonstrate the usefulness of employing
the edge computing paradigm in comparison to just offloading to the cloud.

In (Shah-Mansouri & Wong||2018), the authors formulate the problem as a computa-
tion offloading game of multiple loT users requiring access to the limited resources of
close-by edge devices. The assumption is that the users are selfish and only care about
maximising their own quality of experience, measured in terms of reducing computation

energy and delay. The authors have proposed a near-optimal algorithm to reduce the
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complexity of reaching a Nash equilibrium but it is not evident how it can be implemented
in an online, dynamic way.

Ma et al.| (2018) also proposes a computation offloading game to model the compe-
tition for cloudlet resources between IoT devices. It aims to minimise energy and delay
of the 10T sensors. The authors consider the different technologies of communication
between the different entities. When offloading computation tasks to cloudlets, 0T sen-
sors transmit data blocks via wireless access points, while when offloading tasks to the
cloud the IoT device connects to the Internet via the base station. They propose a finite
improvement iteration algorithm to keep the computation complexity of the game algo-
rithm relatively low. The loT devices are not considered capable of processing the tasks,
and thus are not included in the offloading decision. However, the actual decision and
estimation of where to offload can be centralised or distributed, whereby the sensors are
assumed to run the algorithm. Their evaluations were against Random Selection (choos-
ing between edge and cloud) and Cloud-only (selecting always the cloud for offloading)
strategies.

An loT offloading technique is proposed in (Vakilinia et al.|[2017) to manage the of-
floading of computing tasks between loT devices (smart home controller) and the cloud,
based on energy consumption under service time delay restrictions. The authors pro-
pose to use the gateway as a middleware platform to decide between local processing
and the best cloud infrastructure. They propose a static allocation of resources pro-
cessed in the smart home controller, based on the application’s resource requirements
and then, at the gateway, a dynamic allocation to the appropriate cloud server based on
the energy savings under QoS delay constraints. The paper does not consider dynamic
allocation at the local level or that classes of IoT devices may be able to perform local
processing.

Similarly, Igarashi et al.| (2015) proposed a cloud-enhanced home controller that en-

ables computation offloading of smart home applications from the home controller to the
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cloud, by ranking them based on predefined requirements, priorities, compute resources
and network bandwidth values. Apart from choosing between processing at the loT con-
troller or offloading in the cloud, they also propose a degraded mode of operation when
network connection is not possible. The predefined values can be updated but energy
consumption of the devices or local processing are not considered.

The authors in (Samie et al.[2016) impose communication bandwidth constraints to
manage computation offloading and increase the utilisation of the edge node which will
also lead to energy savings for the loT devices. They propose an iterative bandwidth
allocation algorithm to better utilise the usage of the edge device. They consider IoT de-
vices with different transmission rates and different offloading levels. They assume that
the devices will always process locally until their capacity is reached and then offload.
Henceforth, we refer to this type of strategy as loT-first.

In (Lyu et al. 2018), Lyu et al. propose a simple offloading scheme, where delay-
sensitive tasks are always given high priority and are executed immediately at the edge
while other tasks are offloaded to a remote cloud. Thus, the edge only executes delay-
sensitive tasks, while the cloud is used for the rest.

Several researchers address the need for optimising both time energy. For example,
Du et al.| (2018) formulate an optimisation problem to minimise the energy consumption
or latency when offloading to fog or cloud nodes. Similarly, in (Liu et al.[2017), Liu et al.
propose a multi-objective optimisation model which tries to optimise energy consump-
tion, computation latency and payment overhead for fog computing offloading by finding
the optimal transmission power and offloading probability. However, these optimisation
solutions are based on exhaustive search and traditional iteration methods, which makes
their convergence too slow for practical real-world applications (Chen et al.|2019).

Benedetto et al.| (2019b) propose MobiCOP-lIoT which is a mobile code offloading
system for lIoT applications. For estimating the network parameters, MobiCOP-loT sam-

ples the network every 15 minutes or probes whenever it is needed. To calculate the
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execution time for a given task, it uses historical data, assuming that the same tasks
always take the same time to be executed.

Recently, Jalali et al. (2019c¢) introduced a task allocation strategy called DEFT. It tries
to allocate tasks to nearby discovered devices within a local trusted network and a cloud
server. The offloading decision is made based on the assumption that the loT device
can act as a task requester or a task performer. To do so, an IoT requester broadcasts
a request to all known devices, enquiring about parameters such as CPU, memory, and
transmission rate. These parameters are fed to machine learning algorithms (regres-
sion and ensemble models) for predicting how the available nodes would behave for a
given task. However, the variation of a task’s size or the energy consumption are not
considered when making the decision.

Recent work involving computation offloading proposes to use machine learning for
the estimation of the response times when making the decision of where to offload.
For instance, |Alam et al.| (2019) propose an offloading mechanism that uses Deep Q-
learning based code offloading to decide amongst a set of distributed fog nodes, a cloud
and mobile devices, while in (Alelaiwi [2019), Alelaiwi proposes to use deep-learning in
order to predict the response times of a task based on historical observations or pre-
defined parameters such as CPU, memory and bandwidth consumption. The use of
deep learning though usually translates in high computation cost, making these mecha-
nisms often unsuitable for IoT environments with limited resources.

Reflecting on the literature review, we can observe that the related work does not
take into consideration all aspects of an loT environment. Most work does not consider
the IoT device capable of processing tasks and mainly concentrates on the decision be-
tween edge and cloud. Additionally, existing work mostly concentrates on one parameter
(either time or energy), and in the case of time, it doesn’t always include both processing
and network Delay. When both are considered, they are either equally weighted for all

applications or do not have provisions to consider the total energy of the system (in-
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cluding the edge or cloud), and thus not allowing different applications to have different
energy/time requirements or goals (such as reducing their personal energy or the energy
of the system).

Here in this chapter, we propose a dynamic offloading decision support mechanism
for choosing among the three entities of an loT environment: local loT device, edge and
cloud. The decision is based on response time (including processing and transmission
times) and energy consumption (both individual or global), and can be taken by an loT
device at the moment that a new task is initiated, based on the current conditions of
the network and the device’s own individual requirements. This allows it to serve highly
heterogeneous and dynamic loT environments, where individual loT devices (and their
applications) may differ considerably between each other and the network conditions
may be changing.

Without loss of generality, we assume in this chapter an loT architecture where a vari-
ety of heterogeneous loT devices and their corresponding applications are connected to
the Internet (and the cloud) through a gateway (Fig. and are directly connected to the
edge devices in proximity. Note that we assume that each application has a dedicated
corresponding device (edge or cloud). Also, in some IoT architectures the gateway itself
can be the edge device for offloading, but this does not materially change our analysis
and modelling.

The decision for where to offload is taken based on the model described in the next

section.

3.3 MEDICI offloading model

In this section, we model each component of the system to derive an expression for esti-
mating its response time and energy consumption. The decision on which target device

(the loT device, the edge or the cloud) should process the task is taken autonomously
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Figure 3.1: Conceptual loT offloading decision making architecture
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on the loT device itself. Table [3.1] summarises the notations used in this chapter.

Table 3.1: Variables and Notations

Variable Description/Definition
n The task initiated at the IoT device
D The target device where the processing will be performed. This can

be the IoT device itself, the edge or the cloud.

Zn Size of task n
dz Input data size of task n
i Output data size of task n
Sp The processing speed of device D
'y The time it takes for task n to be processed locally at device D

Continued on next page..
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Table 3.1 Variables and Notations — continued from previous page

Variable Description/Definition

W;;j“gcQ“e“@ The time a task has to wait at the queue of device D before it is

processed

RTT§ Round trip time(RTT) when device D transmits data to another device

RTTY, Round trip time(RTT) when device D receives data from another
device
RY, The end-to-end throughput when device D transmits data to another
device)
Ry, The end-to-end throughput when device D receives data from another
device
T p The time it takes to transmit the input data of task » to device D
T b The time it takes to receive the output data of task n from device D
P Packet loss probability
[ A delay factor due to loss

Wﬁ%Q“e“e The delay due to network queuing for task n

To.p The total response time of task n processed at device D
Py The average processing power consumption of device D when busy
pile The average power consumption of device D when idle
Py The average power consumption of device D when transmitting data
P}, The average power consumption of device D when receiving data
EPE The energy consumed by device D for processing task n locally

EZfI’;T The energy consumed by an loT device for offloading task n

EZfD The energy consumed by device D receiving the offloaded task n

EeolT The total energy consumed for offloading and processing task n

Continued on next page..
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Table 3.1 Variables and Notations — continued from previous page

Variable Description/Definition

Eng I | The total energy cost of task n in the case of a selfish loT device

Egtnwstic | The total energy cost of task n in the case of a altruistic loT device

Q@ Weight denoting preference in minimising response time over energy,
a € [0,1]
v Parameter for bringing 7,, p and E,, p into a mutually comparable

range of values

Let us consider an loT application consisting of computational tasks, all of which can
be offloaded. A given task n has size z,, representing the computation requirements
of the task, and input data of size d* and output data of size d! . Specifically, d and
d; represent the data block to be transmitted as part of offloading (e.g., a video in a
CCTV monitoring system) and the data block to be sent back as the result (e.g., the
recognised object in the video) respectively. Each device D can be of the type IoT
device, edge device or cloud server (D € {IoT, Edge, Cloud}), with processing speed
Sp. Normally, the loT device is the slowest and the cloud is much faster in terms of
processing (Sior << Sedge << Saoud)- We assume that the loT devices can communicate
with both the edge (e.g., via Wi-Fi, Bluetooth or Zigbee) and the cloud (e.g., via WAN or

cellular), at different effective transmission rates.

3.3.1 Processing times model

In accordance to the usual representation of processing time in task allocation problems

(Kumar & Lu||2010), the time it takes for a task n with size z,, to be processed at a device
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D is:

TEe = (3.1)

Every time a task arrives at a device D it enters a processing queue. This can be
a single queue (i.e. in the case of the loT device itself) or one of multiple queues (in
the case of more powerful devices such as the edge or the cloud, where multiple cores
and multiple virtual machines are available, dedicated to specific 10T applications). We
assume that each such queue constantly keeps track of the number of tasks (and their
corresponding sizes) that are currently waiting. When a new task n arrives in device
D it cannot be processed until all previous tasks of its corresponding queue Q¥"*¢ are
processed. If k is the number of tasks waiting in Q?"°¢ when task n arrives, then we

approximate the time that the task n has to wait in the processing queue as:
k k »
procQueue __ proc __ 7
Wi = ZTD = Z o (3.2)

Here, we assume a first-in-first-out processing model in all devices, where one virtual
machine on the edge and one on the cloud is dedicated to one corresponding applica-

tion.

3.3.2 Network Delay model

When the processing of a task n is offloaded from an loT device to a target device D
(edge or cloud), there is an additional delay to transmit the task (77 ;) to that device and
an additional delay (77, ;) to get the result back from that device to the loT device.

In accordance with the standard practice in computation offloading modelling (Kumar

& Lu([2010),(Loukas et al.|2017), (Niu et al. 2014), (Ma et al. 2018), the time it takes
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to transmit a task n from the loT to another device D depends on the size of the input
data that the task is associated with (d;), and the end-to-end throughput when device D

transmits data to another device R7,.

v dy,
Tn,D - R®
D

Similarly for receiving the result back, where the size of the result data is d, and the
end-to-end throughput when device D receives data from another device is R},:
d?“

r _ “n
Tn,D - R
D

In non-ideal communication conditions, where we consider packet loss due to con-
gestion or failures, with a probability p, we assume that, the delay in establishing that a
packet is lost and re-transmitting means that each bit lost incurs an increase in commu-
nication delay by a factor I = =, 1 € R*

Thus, the above equations become:

T, =12k (3.3)

Tr =12 (3.4)

We also model imperfect network conditions in the form of congestion, as expressed
by network queuing Delay. Similarly to (Mehmeti & Spyropoulos|2014), and (Wu et al.
2015), we assume that the network between an loT device and the target device D can
be expressed as a M/M/1 queue with arrival rates \},, A}, and service rate uf,, uf, for

transmitting and receiving accordingly.
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The utilisation of the network used to offload to D is p%, = A%, /u?, and the average

number of tasks waiting in the network queue for reaching D is

5 (ph)’
1—ph 1 —p%

L% =

Similarly for receiving the result back from D, the utilisation is p}, = A}, /u), and the

average number of tasks waiting in the network queue for reaching the source device is

Ly =
P 1 —pp

Applying Little’s Law, the average network queue waiting time of task n offloaded to

device D is:

L? 1 1
Wipte =3P = e - (35)
AXb Hp—AD  UD
and for receiving the result back:
L7 1 1
Wg,z@t@ueue __ ~“D (36)

B D VR TN

We have considered the network for the transmitted data from the loT device to the
target device separately from the one for the response back, since the input and output

average data sizes are different, and thus the M/M/1 parameters are different.

3.3.3 Response time model

We refer to response time as the total time it takes for a task n to be transmitted (first two

terms of equation and processed (next two terms of equation and the result to

48



Chapter 3 MEDICI

be returned back to the loT application (last two terms of equation [3.7):

o z,netQueue proc
TTL,D - Tn,D + Wn,D + Tn,D

procQueue r rnetQueue
+ Wn,D + Tn,D + Wn,D

Of course, in the case that D is the IoT device, where the task is not offloaded,
but is processed locally on the loT device itself, then 77, ;. = Wj”}“j%‘g“e“e =T} 1or =

n

rnetQueue __ moproc procQueue
W tor =0and Ty ror =1, 10r + Wi ot

n,

3.3.4 Energy consumption model

Let PP’7° be the average power consumed when the processor of the loT device is busy,
and P be the power consumed when idle. Also, P¥, and P’ , are the power con-
sumptions when the loT device is transmitting to and receiving data respectively.

If the task n is run locally at the loT device, then the energy consumption due to that

task is the energy consumed by the loT device to process it:
Eier = PlaTh iy (3.8)

If task n is offloaded to a target device D other than the loT device, then the energy
consumed by the target device E2’}) is the energy consumed for receiving the offloaded
data at D, processing the task at D, returning the result to the loT device, plus the
energy consumed by the IoT device E/’/ . for sending the data to D, remaining idle
while waiting, and receiving the result back from D. We assume that the loT device

does not initiate a new task until it receives the result from the previous task and is
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therefore idle during the offloading response time.

off _ X T
En,IoT - PIOTTn,D
idle z,netQueue procQueue
+ P + WS

+ Tf:"gc + Wr,%etQueue)

77‘7

+ Prr T p

Also, the energy consumed by D receiving the offloaded task, processing it and

returning the result is:

B = PpTr , + PY*TYS + PETY (3.10)

A “selfish” loT device, which is interested only in its own energy efficiency will aim
to minimise EZ{}J;T. An “altruistic” loT device that is interested in helping improve overall

energy efficiency, will aim to minimise the total £°//, where:

BT = B+ BV (3.11)

Summarising in a single expression, the energy cost of n in the case of a selfish loT

device is:

E;fg”“h = 1[D = IoT|E%. + 1[D # IoT]Eg{}J;T (3.12)

Similarly, for altruistic 0T devices, it is:

Bl = 11D = o]t + 11D # 10T) B/ (3.13)
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3.3.5 The decision mechanism

The decision is taken at the 10T device based on a weighted goal metric consisting of

response time and energy. For selfish 0T devices, this is:

Gyt = T, p + (1 — a)yESg™ (3.14)

Similarly, for altruistic 10T devices:

Gzl’tDruistic — OéTn,D + (1 o Oé)’}/EngUiStic (315)

Note that o € [0,1] is a weight denoting the application’s preference in minimising
response time over energy, defined at each IoT device. For time-critical applications,
such as in healthcare loT, where energy efficiency is not important, « is chosen to be
close to 1, while for applications where energy efficiency is important but time is not,
such as in environmental sensing, « is chosen to be close to 0. Also, we use parameter
~ for bringing 7,, p and E, p into a mutually comparable range of values (e.g. since the
energy of a cloud node could be in range of thousand joules whilst the time could be in
the range of some seconds or less).

For a task n initiated at the 10T device, the device chosen to perform its processing
is the one that minimises the goal metric for D € {IoT,edge, cloud}, denoted here as

Czelfish gnd Caltreistic for the two cases:

; : Lfish
Coelfish — argmin - G (3.16)
De{IoT edge,cloud}
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Cgltruzstzc — argmin GzltDruzstzc (31 7)
De{IoT edge,cloud}

This decision is taken by each loT device for its own applications independently,
based on information requests for obtaining the local queuing states and processing
times, which are communicated between the loT and the edge, and the IoT and the
cloud. We assume that this communication is given priority and as such the total time
it takes to receive and process these request/response packets is negligible in compar-
ison with the processing times even during times of congestion, which is a common
assumption in the literature (Tan et al.|2017).

Note that without loss of generalisation, we considered one edge and one cloud
device, because our aim is to determine whether edge or cloud (or local processing)
should be chosen, rather than which edge or which cloud device should be chosen. This
is not only because the single edge/cloud case is by itself realistic for common smart
home or smart office environments, but also because additional edge and cloud devices
would not make a difference to the model or the decision mechanism. Again, the device
chosen would be the one with the minimum goal value, whether there is one or multiple

edge and cloud offloading options.

3.4 Experimental setup

3.4.1 Simulation environment

In general, analysing empirical data on edge/cloud computing environment would help
to represent the behaviour of a proposed approach by studying the interactions between

the components of that system, and network traffic and execution environments, etc.
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However, since edge computing integrates with loT devices, cloud datacentre, and edge
nodes, working with real-world testbed would be costly (Mahmud & Buyya 2019). Thus,
simulation is the proper method that can be used in order to explore, develop and eval-
uate resource management strategies of our proposed approach. Furthermore, simula-
tion provides frameworks of desired experiments, as well as repeatable evaluation.

Generally, there are a few available simulation toolkits that can be used to simulate
the fog/edge computing environment such as CloudSim (Goyal et al. [2012), iFogSim
(Gupta et al. [2017), and EdgecloudSim(Sonmez et al. [2017). However, obtaining one
of them requires significant programming effort to meet the actual needs. Baktir et al.
(2018) point out five challenges that are needed to be addressed for an ideal edge/fog-
cloud computing simulation environment, which are computational resource, mobility,
network and efficiency modelling.

CloudSim (Goyal et al.2012) is one of the most popular simulators in the cloud com-
puting sector, and it is widely adopted by a large number of research to simulate cloud
environment such as (Beloglazov et al.[2011), and (Malawski et al.|2015). CloudSim tool
supports both behaviour modelling of the cloud system components such as data cen-
tres, virtual machines (VM’s) and resource provisioning policies and application services.
However, Wireless Area Network (WAN)and Wireless Local Area Network (WLAN) com-
munication model is not implemented, and it is designed for pure cloud computing eval-
uation (i.e. principally for evaluating datacentre performance).

Another simulator is iFogSim (Gupta et al. [2017). It is a toolkit that is run on top
of the fundamental framework of CloudSim (Goyal et al. 2012); it is designed for mod-
elling an loT-fog computing environment including sensors, actuators, fog devices and
cloud datacentres. It gives users the ability to define their own topology and application
model. Moreover, since it built on top of CloudSim, where communication is performed
by passing messages or sending events, so no network traffic is simulated, therefore,

fine-grained network details, communication results and latencies cannot be achieved.
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Worthily mentioned, having no prior knowledge about CloudSim means setup the de-
sired configuration becomes more challenging as it is required to go through many mod-
ules of CloudSim in order to implement the testbed. However, iFogSim has been widely
used in the literature for example (Bittencourt et al.[2017), (Taneja & Davy 2017) and
(Mahmud, Ramamohanarao & Buyya 2018)

EdgecloudSim (Sonmez et al.[2017) is another simulator that also built on top of
CloudSim simulator (Goyal et al.| (2012). It is introduced to cover the missing features in
the mentioned simulators (iFogSim and CloudSim) to suit the more advanced scenarios
by adding mobility aspect, network modules (e.g. WAN, and WLAN) and edge Orches-
trating (i.e. balancing between edge nodes). Therefore, we performed our simulations
by extending the discrete event simulator EdgeCloudSim.

EdgeCloudSim allows the simulation of mobile devices which can execute tasks lo-
cally and incorporates a networking module for WANs and WLANSs or a cellular access
network model (3G/4G/5G) between devices. Tasks can be migrated between edge and
cloud virtual machines and allows to add a probabilistic network failure model to con-
sider the congestion of the network between the devices. It has been used extensively
in the related literature, for instance (Zhang et al.|2018), (Lee & Lee 2018), and (Scoca
et al.[2018). EdgeCloudSim does not consider the local device (mobile, or in our case
loT device) in the processing options. Here, we have further extended it to provide sup-
port for individual decision making and for considering each task’s characteristics and
requirements, as well as network conditions, energy consumption and processing times,
as opposed to only predefined probabilities, see Figure [3.20 Also, in our extension, the
tasks are created by a load generator class and can have different requirements (specif-
ically as task size in Million Instructions (MI) and size of input and output data in MB).

Each simulation starts with an initialisation phase, where a load generator creates a
set of tasks based on a Poisson distribution for each application with parameters such

as application type, start time, size, input and output data size. These parameters are
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exponentially distributed random numbers based on the application type. After the list
is created, the tasks are sorted based on their start time, and parameters such as the
network model between the devices are initiated, where A\ and . are calculated based
on the average data task sizes, different for input and output. A network model is re-
sponsible for computing the queuing delay of WLAN connections between loT devices
and the edge and WAN connections between IoT device and cloud for both uploading
(task input) and downloading (task output) directions. Finally, the virtual machines for the
edge and the cloud are initiated and the simulator’s initialisation phase finishes. When
the simulation starts, the tasks are served in a chronological order based on their start
time and regardless which application they belong to. In each loT device, an end device
manager is responsible for taking the decision of selecting a place to process based on

the decision algorithm and the results are saved in log files.

3.4.2 Simulation setup

As mentioned in the previous section, our setup consists of an loT, an edge and a cloud
device. For the processing speed configuration of each device, we use Million Instruc-
tions Per Second (MIPS), which is supported by EdgeCloudSim for measuring process-
ing times in a reliable way. We adopt it here for reasons of practicality, as is extensively
used in the literature (e.g., (Kapsalis et al.[2017)). We set the processing speed of loT
devices at 50 MIPS. An edge device is simulated as a single EdgeCloudSim datacentre,
consisting of a host with four virtual machines at a processing speed 1000 MIPS. In our
experiments, we equate the transmission rates of the devices to the available bandwidth
for sending or receiving data. We refer to this as the effective bandwidth. The edge
communicates with loT devices through a WLAN connection of 5Mbps effective band-
width. The cloud is also simulated as a single EdgeCloudSim datacentre with one host

and four virtual machines, each of which has processing rate of 10000 MIPS. The net-
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Figure 3.2: Diagram of the our extended simulation environment modules
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work between between IoT devices and cloud is considered a WAN with 2Mbps effective

bandwidth. Finally, we have set the packet loss probability p = 0.11 and thus the delay

factor due to loss | = .=+ = 1.12 which is similar to (]Loukas et aI.||2017[).

In accordance to our energy model (Section[3.3.4), each device has three modes for
energy consumption: processing, transmission and idle. The configurations of the edge
and the cloud devices were chosen based on the iFogSim energy profiles
2017), where for edge and cloud, the power to transmit is practically equal to the power to
process. For the loT devices, we have run an experiment using a Raspberry Pi3 device

acting as the loT device and a Watt’s Up Pro meter (Devices 2009) measuring the actual

power consumption when idle, transmitting, receiving and processing a computationally
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intensive application, see Figure [3.3] Table [3.2 summarises these specifications for all
devices. Although a Raspberry Pi3 device is much more powerful of a typical loT device
today, we anticipate that in the future, 10T devices will become more powerful and thus

will consume more power.

Figure 3.3: Testbed of measuring loT device (Raspberry Pi3) energy consumption

modes

For the purposes of our simulations, we have configured four different application
types, one for face recognition (such as the smart surveillance cameras announced by
NVIDIA (Pyzyk 2018)), one for healthcare loT (as one of the in-home therapeutic 0T
applications described in (Rahman et al.|2018)), one for loT intrusion detection (such
as the robotic vehicle intrusion detection implementation in (Loukas et al.|2018)), and
a hypothetical future indoor monitoring device that will be able to not only visualise a
household’s sensor data, but also perform advanced analytics to provide predictions and
recommendations to its users. We have chosen these four applications so that we can
have a range of heterogeneous loT applications with different specifications (in terms of

task size and input/output size) and requirements (in terms of how energy demanding or
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Table 3.2: Device specifications for MEDICI setup

Processing Transmission
Processing | Effective Idle Power
) Power Power
Device | VMs | Rate (MI) | Bandwidth Consumption
Consumption | Consumption
per VM (Mbps) (W)
(W (W)
loT 0 50 - 2.3 1.8 1.2
Edge |4 1000 5 107.339 107.339
Cloud | 4 10000 2 103 103

time critical they are). For instance, the face recognition application is very demanding
computationally and also needs to send a relatively large input file (e.g. picture) when
offloaded. On the other hand, the computation of the intrusion detection application is
moderate and the input file size is small and the result back is very small, since it might
consist of a simple yes or no answer of whether an attack was detected or not.

These configurations are summarised in Table [3.3] The mean task size values were
chosen based on the default settings of the EdgeCloudSim simulator, denoting the com-
plexity of the task, similar to Sonmez et al. (2017). The values for the input and output
data sizes were chosen empirically for the specific types of the applications. For in-
stance, face recognition applications usually have average sized input images, and the
outcome is a smaller description of a much smaller size. Healthcare applications could
have video inputs which are relatively big, however their output is small, e.g., a small
image or report. The intrusion detection application usually has a small sized input file
with e.g. network traffic measurements or sensor readings, and the result is very small,
since it might consist of a simple yes or no answer, or a report on whether an attack
was detected or not. Finally, for the indoor monitoring, the input could be a small file
of sensor data while the output could be a report of e.g., recommendations for turning

devices on/off, failure reports, or energy consumption/cost predictions, etc.
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Table 3.3: Application Specifications and Requirements for MEDICI setup

Mean Input | Mean Output
o Mean Task Size Individual Weight
Application Size Size
(M) oY

(KB) (KB)
Face Recognition | 4000 1500 500 0.1
Healthcare 2500 3000 50 0.9
Intrusion detection | 750 100 5 0.8
Indoor monitoring | 350 300 300 0.2

The weight « is also chosen according to the type of applications, (as previously
explained in section [3.3.5). The value of ~, which brings the time and energy values
to a comparable range, was empirically chosen. For selfish-MEDICI, the ~ is 0.1 for all
devices (equation [3.14). However, for altruistic-MEDICI (equation [3.15), if the device is
the loT device then v = 0.1, but if the goal G is calculated for the edge or the cloud, then
~ = 0.001, since then the equation also includes the energy of those devices (edge or

cloud), which are at a different range than before.

3.5 Experimental Results

Here we evaluate our proposed MEDICI mechanism. The following are four implementa-
tion variants of MEDICI, where we evaluate the differences between selfish and altruistic
loT devices, for the two cases of having different (individualised) and identical (non-

individualised) «.

» The selfish individualised version (MEDICI-SI). Each loT device has different «
according to each application’s needs (table and the energy to be minimised

is the energy of each loT device.

 The altruistic individualised version (MEDICI-AI). Each loT device has different «
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according to each application’s needs (table 3.3), and the energy to be minimised

is the total energy of the system.

* The selfish non-individualised version (MEDICI-SN). All loT devices have the same
a (here chosen as 0.5) for all applications, and the energy to be minimised is the

energy of each loT device.

» The altruistic non-individualised version (MEDICI-AN). All IoT devices have the
same « (here chosen as 0.5) for all applications, and the energy to be minimised is

the total energy of the system.

We compare the above with five approaches which are representative of the land-

scape of strategies proposed previously in the literature or used for baseline comparison:

» Choosing the IoT device first (loT-first): If the task is small enough, then it is
processed locally until the device’s capacity is reached as in (Samie et al. 2016).
Otherwise, the edge is chosen until its capacity is reached, in which case it is
offloaded to the cloud. We have put a restriction on the size of the task for loT
devices (500M ) to avoid a situation where, for applications with computation in-

tensive tasks, the task would not have finished by the end of the experiment.

+ Offloading to the edge first (Edge-first): The task is offloaded to the edge until
its capacity is reached, and then to the cloud. This is the state of play of most
commercial 10T devices that use edge computing. The local computation at the

loT device is not considered here.

* Individualised predefined probability (Probabilistic): The offloading decision is
based on a predefined probability, different for each of the applications. Here we
report the result for the set of probabilities that are empirically measured to have

the highest performance. Note that our aim is to compare this to our own approach,
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s0, choosing the empirically highest performing configuration of this approach for
comparison is meaningful. We have used the same task size restriction as in loT-

first.

« Offloading only to the Cloud (Cloud-only): All tasks are offloaded to the cloud.
Edge and local computation are not considered. This is the traditional IoT approach
used by most commercial 0T applications, and considered for comparison also in

(Ma et al. 2018).

* Random Selection (Random): This is a special case of the probabilistic approach,

where the probabilities between the choices are equal as in (Ma et al.|2018).

Each experiment was run for 1 hour of simulated time. The results presented here
are the averages of 10 runs for each configuration. Since the results of some strategies
are close to each other, we decided to show our results in figures and tables for the
purpose of ease of tracking. Table and Figure show the average response time
for all tasks of each application, in terms of processing time (including local process-
ing queues, represented in grey), uploading delay (the time transmitting the input data
for the task to be offloaded plus the network queuing Delay, represented in blue) and
downloading delay (transmission of the result (output) data of the offloaded task plus
the network queuing delay, represented in orange). Table and Figures show the
energy consumption at only the IoT device while Table and Figure show and the
total energy consumption at both loT device and offloading target.

Across all cases, the dynamic decision support offered by MEDICI yields consistently
better results for all applications in terms of response time and energy consumption, both
at the 1oT device and overall.

For the face recognition application, which is characterised by large mean task size,
input and output, as well as very low « (i.e., strong preference for energy efficiency over

response time minimisation), the lowest energy cost on the IoT device is achieved by
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Figure 3.4: Average total response time per application
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Table 3.4: Average total response time per application (sec)

Face recognition App

Delay Random ‘ Cloud-only ‘ Probabilistic ‘ Edge-first ‘ loT-first ‘ MEDICI-AN ‘ MEDICI-SN ‘ MEDICI-AI ‘ MEDICI-SI
Uploading delay 5.92 9.04 5.23 4.87 4.88 4.20 4.21 3.65 4.01
Downloading delay | 1.40 2.08 1.24 2.60 2.81 1.14 1.15 1.02 1.09
Processing time 3.01 0.65 3.73 3.54 3.71 2.12 2.01 3.30 2.19
Total response time | 10.33 11.76 10.19 11.01 11.39 7.45 7.37 7.97 7.28
Healthcare App
Delay Random | Cloud-only | Probabilistic ‘ Edge-first ‘ loT-first ‘ MEDICI-AN | MEDICI-SN ‘ MEDICI-AI ‘ MEDICI-SI
Uploading delay 9.98 14.84 7.36 5.88 6.16 4.11 5.39 4.79 5.24
Downloading delay | 0.07 0.09 0.07 0.36 0.34 0.06 0.06 0.06 0.06
Processing time 2.27 0.52 2.56 2.39 2.59 3.27 2.23 2.27 2.15
Total response time | 12.32 15.44 9.99 8.63 9.09 7.44 7.68 7.12 7.45

Intrusion detection App

Delay Random | Cloud-only | Probabilistic ‘ Edge-first ‘ loT-first ‘ MEDICI-AN | MEDICI-SN ‘ MEDICI-AI ‘ MEDICI-SI
Uploading delay 0.26 0.50 0.36 0.36 0.24 0.31 0.31 0.30 0.30
Downloading delay | 0.03 0.09 0.03 0.05 0.03 0.02 0.02 0.02 0.02
Processing time 3.92 1.39 4.26 4.51 3.71 1.1 1.52 1.03 0.99
Total response time | 4.21 1.98 4.65 4.93 3.97 1.44 1.85 1.35 1.30

Indoor monitoring App

Delay Random | Cloud-only | Probabilistic ‘ Edge-first ‘ loT-first ‘ MEDICI-AN | MEDICI-SN ‘ MEDICI-AI ‘ MEDICI-SI
Uploading delay 2.13 4.31 1.32 1.62 1.16 0.77 0.98 0.52 0.96
Downloading delay | 0.49 0.09 0.86 6.07 3.94 0.55 0.72 1.69 0.71
Processing time 9.45 2.79 3.03 1.19 3.56 0.88 1.00 0.36 0.86
Total response time | 12.07 7.20 5.21 8.88 8.65 2.20 2.70 2.57 2.53
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Figure 3.5: Average energy consumption of each loT device per app
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Table 3.5: Average energy consumption of each loT device per app (KJ)

Strategy Face Recognition | HealthCare | Intrusion Detection | Indoor Monitoring
Random 410 1.06 0.36 1.20
Cloud-only | 5.00 1.39 0.16 0.82
Probabilistic | 3.87 0.84 0.37 0.62
Edge-first 4.36 0.70 0.35 1.11
loT-first 4.57 0.66 0.44 1.14
MEDICI-AN | 2.99 0.68 0.11 0.30
MEDICI-SN | 2.97 0.64 0.14 0.34
MEDICI-Al | 3.33 0.62 0.11 0.36
MEDICI-SI | 2.90 0.62 0.10 0.32
Table 3.6: Average total energy consumption per application (KJ)
Strategy Face Recognition | HealthCare | Intrusion Detection | Indoor Monitoring
Random 259.72 64.53 19.91 82.26
Cloud-only | 296.15 81.92 12.22 54.81
Probabilistic | 262.17 54.54 30.88 34.07
Edge-first 292.51 46.29 29.44 70.34
loT-first 302.81 43.25 10.36 57.62
MEDICI-AN | 181.24 32.34 8.73 12.30
MEDICI-SN | 187.28 39.10 11.61 18.49
MEDICI-Al | 172.69 36.27 8.28 9.88
MEDICI-SI 185.72 38.11 7.81 17.14
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Figure 3.6: Average total energy consumption per application
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the selfish MEDICI-SI and -SN. Comparing to the best-performing non-MEDICI strat-
egy (probabilistic), the energy reduction achieved at the 10T device was just over 26%.
As intended, the lowest total energy costs are achieved by the altruistic mechanisms,
MEDICI-Al and -AN, with the biggest reduction achieved by MEDICI-AIl of almost 35%.
In terms of response time, MEDICI-SI achieved a reduction of 27%.

For the healthcare application, which is characterised by large mean task size, large
mean input size, low output size and very high « (i.e., strong preference for response
time over energy efficiency minimisation), MEDICI-Al was able to reduce the response
time by 14% against Edge-first and the total energy cost against loT-first by around 10%.
The loT energy cost reduction, however, was not significant. This is expected given the
application’s very low «.

For the intrusion detection application, which can be offloaded relatively quickly (low-
est input and output size) and has a high value of «, the best-performing non-MEDICI
strategy is cloud-only. Against it, MEDICI-SI achieves a reduction of over 35% in re-
sponse time and loT energy cost. In terms of total energy, again as intended, the best
performing variant is MEDICI-Al with a reduction of around 31%.

For the indoor monitoring application, which has the lowest mean task size, significant
network traffic when offloaded, and a low value of a, MEDICI-AN achieves the lowest
response time (54% reduction against the probabilistic strategy) and loT energy cost
(40% reduction), while MEDICI-Al achieves the lowest total energy cost (68% reduction).

Comparing between the two selfish variants, the individualised MEDICI-SI outper-
forms the non-individualised MEDICI-SN across all four applications and for all three
metrics. This showcases the importance of addressing the individual trade-off pref-
erence of each application, as expressed by the parameter a. For the two altruistic
variants, the superiority of the individualised MEDICI-Al over -AN is observed only in
relation to the energy metrics, as their goal functions differ only in terms of energy and

not in terms of response time.
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Table 3.7: Percentage(%) of tasks run at each device per application

Face Recognition App

Device | Random | Cloud-only ‘ Probabilistic ‘ Edge-first ‘ loT-first ‘ MEDICI-AN ‘ MEDICI-SN ‘ MEDICI-Al | MEDICI-SI

Local | 4% 0% 0% 0% 1% 7% 4% 12% 4%

Edge | 48% 0% 64% 68% 65% 51% 56% 50% 60%
Cloud | 48% 100% 36% 32% 33% 42% 39% 38% 36%

Healthcare App

Device | Random | Cloud-only | Probabilistic ‘ Edge-first ‘ loT-first ‘ MEDICI-AN | MEDICI-SN | MEDICI-Al | MEDICI-SI
Local | 5% 0% 1% 0% 1% 16% 10% 11% 9%

Edge | 47% 0% 76% 87% 79% 65% 72% 70% 69%
Cloud | 48% 100% 23% 13% 20% 19% 18% 19% 21%

Intrusion Detection App

Device | Random | Cloud-only | Probabilistic ‘ Edge-first ‘ loT-first ‘ MEDICI-AN | MEDICI-SN | MEDICI-Al | MEDICI-SI

Local | 20% 0% 1% 0% 38% 2% 1% 2% 1%
Edge | 37% 0% 25% 42% 49% 23% 28% 23% 26%
Cloud | 43% 100% 74% 58% 12% 75% 71% 75% 73%

Indoor Monitoring App

Device | Random | Cloud-only | Probabilistic ‘ Edge-first ‘ loT-first ‘ MEDICI-AN | MEDICI-SN | MEDICI-Al | MEDICI-SI

Local | 28% 0% 25% 0% 37% 35% 29% 51% 29%
Edge | 37% 0% 73% 100% 63% 60% 67% 45% 69%
Cloud | 36% 100% 2% 0% 0% 5% 4% 5% 2%

Table and Figure shows the average percentage of tasks that were allocated
to each device per application. It shows that MEDICI appropriately minimises cloud
usage for loT applications that are not computationally demanding, are time-sensitive or
return large amounts of data as their output. It also appropriately makes more usage
of the cloud when |oT energy consumption is important and a task is computationally

demanding.
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Figure 3.7: Percentage(%) of tasks run at each device per application
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3.6 Summary

In this chapter, we have proposed a multi-criteria offloading decision mechanism (MEDICI)
for heterogeneous loT devices which takes into account not only the execution time of
a task in a device but also the time it takes to offload its data and the Delay incurred
by the network. Depending on the energy-consciousness of an IoT user, the device can
choose to minimise its own energy or the total energy of all the devices involved.

Also, we have presented simulation results, using our extension of EdgeCloudSim,
and have demonstrated MEDICI’s effectiveness compared to five offloading strategies
across all metrics and applications used, and especially for those with lower mean task
and input sizes (intrusion detection and indoor monitoring). They have also demon-
strated the importance of the weight « of the application’s preference in minimising re-
sponse time over energy, especially given the often extreme heterogeneity of loT de-
vices. As intended, the energy-altruistic variants of MEDICI are able to minimise the
total energy cost by taking into account the energy cost of the offloading target too, while
the selfish variants minimise the energy cost to the loT device itself. However, it is evi-
dent that even when the 10T devices act selfishly, the overall benefits of the system are
very close to the benefits of the altruistic mode.

Our evaluation has assumed that the decision is taken locally at each loT device.
However, in a real testbed it might be more realistic to have the decisions taken at the
edge device. Of course this will introduce networking overheads incurred for the 10T re-
quests to the edge and the collection of the utilisation data at each device required to take
the MEDICI decisions. Another assumption taken in this chapter is that the information
required for making the decision is (i.e. the local queuing states and processing times) is
obtained through high priority request/response packets between the IoT device and the
edge/cloud and that we have knowledge of the average end-to-end throughput between

the devices. In a real-life situation, the latter could be obtained by regularly probing the
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network. Of course these communications will introduce some overheads. In the next

chapter, we evaluate these overheads and challenges in real-world implementations.
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Probeless Multi-Criteria Decision Support for

loT Computation Offloading (PL-MEDICI)

4.1 Introduction

In the previous chapter, we introduced a multi-criteria offloading decision mechanism
(MEDICI) that takes into account the time it takes to execute a task and to offload its
data and the delays incurred by the network, as well as the energy consumption for each
of these aspects but with a few assumptions.

Firstly, in section ([3.3.1), in order to estimate the processing times of a task in a
device, we used equation ( [3.1) where the task size was given in Million Instructions
(MI) and the processing speed in Million Instructions per Second (MIPS) and equation
(B-2), where we assumed that we knew how many tasks were waiting to be executed.
Although MIPS is an acceptable performance indicator for older or low-end processors
and is extensively used to measure task execution time in EdgeCloudSim and similar

simulators, it is not the best way to measure CPU performance in real-life situations
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and for more recent processors (Kapsalis et al.|2017). Also, as mentioned previously,
uncertainties due to sharing of CPU and memory resources could affect the processing
times of a task waiting to be executed.

Secondly, in order to estimate the network delays in section ( [3.3.2) we assumed
that we have knowledge of the average end-to-end throughput between the devices for
both transmitting and receiving data (equations ([3.3) and ([3.4). In our simulation en-
vironment, both these values were constant. Additionally, to estimate network queuing
delays, we assumed the network between an loT device and the offloading device to be
an M/M/1 queue and calculated the network queuing delays for transmitting and receiv-
ing according to equations ([3.5) and ([3.6).

In a real-life situation, where the network and the execution environments constantly
change, these assumptions may lead to inaccurate network delays. And such values
would need to be obtained by probing each device before each offloading decision. Of-
floading decision mechanisms in the literature are able to achieve considerable accuracy
at predicting the energy and computation costs of an offloadable task, but are typically
reliant on a probing phase, which introduces delays, and most of them have low offload-
ing efficiency and cannot be applied in different scenarios.

Here in this chapter, we enhance our proposed model (MEDICI) in Chapter [3| by
introducing ProbelLess Multi-critEria Declsion support meChanism for loT offloading (
PL-MEDICI) that also uses multiple criteria such as processing times, network delays
and energy consumption to decide whether a task should be processed locally, at the
edge of the network or on remote cloud devices. Improving on the state of the art, it is
able to achieve this without relying on probing, by taking into consideration the freshness
of the historical data available for each device and task and utilising lightweight statistical
techniques.

In this chapter, we first present the recent literature on the dynamic decision support

for loT offloading. Then we introduce PL-MEDICI, the first dynamic and decentralised
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offloading decision support mechanism for loT environments that is probeless, as well
as addressing some challenges of applying our offloading mechanism in a real-world
implementation. Finally, we present the implementation and configuration of our real
testbed, which is consisting of Raspberry Pi’'s that act as loT devices and servers that
act as edge and cloud devices, in addition to the evaluation of the proposed probeless of-
floading mechanism, comparing it to three decentralised offloading strategies proposed

in the literature, and for three different applications.

4.2 Related work in dynamic decision support for loT

offloading

While in commercial space, edge offloading is based on static policies determined at
design level, researchers have proposed dynamic approaches that take into account
various aspects of the performance of the devices or the network in between (Chen,
Zhang, Zhang & Chen|[2018). Some of the early mechanisms for offloading were ex-
ternally processed, typically in a centralised fashion, rather than autonomously on the
loT device. Data would be collected from the network usually at a specific edge device
to process it externally and make the decision, usually solving an optimisation problem
based on all the data collected centrally, or applying deep learning. For example, in (Liu
et al.[2017), a multi-objective joint optimisation problem was formulated for finding the
optimal transmission power of the devices and the probability of offloading that minimises
energy, response time and payment cost. The problem was converted into a single ob-
jective optimisation problem by using a scalarisation method and assumptions on the
expected maximum values for the three criteria, while an Interior Point Method was ap-
plied to improve the calculation accuracy. An alternative approach presented in (Park

et al.|2020) involved the application of deep reinforcement learning, with a centralised
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algorithm for the joint optimisation of delay and energy-efficient communications.

Chen, Zhang, Zhang & Chen (2018) have formulated an optimisation problem to
minimise the long-term average offloading cost while providing performance guaran-
tees. It takes into consideration a parameter that denotes the tradeoff between offloading
cost and performance (queue length). Contrary to most common optimisation offloading
mechanisms, this model does not have knowledge of the task arrival rates beforehand,
so as to accommodate dynamic and bursty environments. Instead it makes offload-
ing decisions in a time-slotted manner, where parameters such as the number of tasks
change per time-slot. Notably, the proposed algorithm is distributed for reasons of per-
formance, where the optimisation problem is decomposed to subproblems per loT appli-
cation that run concurrently in a distributed way. Still, however, the decision needs to be
taken and communicated externally per time-slot.

In (Wang, Liang, Zhang, Zheng, Arif, Wang & Jin 2020), Wang et al. classify the loT
applications in four categories, according to their flow and computational load needs and
the offloading decision is between edge devices and a cloud. The decision on where
to offload is based on predefined thresholds of the maximum execution time and the
minimum energy a task or a device must have respectively, according to their application
classification. The experimental results were conducted in a simulated environment,
where parameters such as CPU cycles and bandwidth were predefined and it is not
clear how these could be measured in a real environment, which could require probing.

In (Shah-Mansouri & Wong 2018), Shah-Mansouri and Wong model the competition
between loT devices for computation resources as a game where each users/IoT device
tries to maximise the cost reduction achieved when offloading a task, in response to the
other user’s strategies and they propose an algorithm that can achieve Nash equilib-
rium (NE) and a near-optimal resource allocation algorithm that can achieve an near NE
solution at an acceptable response time. The experiments conducted in a simulated en-

vironment where metrics such as CPU clock speed are provided randomly and uniformly
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between two constant limits.

In (Samie et al.[2016), Samie et al. proposed a computation offloading algorithm that
optimises the battery of an IoT device under specific bandwidth constraints, combined
with a centralised bandwidth allocation mechanism. They considered different offload-
ing levels according to the different computations stages that an loT application could
have. The experiments were conducted using real loT nodes and a simulated network
environment with predefined throughput values.

Ning et al.| (2018) proposed a partial computation offloading algorithm for loT appli-
cations that have module parts that can be offloaded or need to be processed locally,
assuming that the dependencies between the different modules are of linear sequence.
The decision is made at the closest edge node, as a iterative heuristic of a mixed integer
linear programming problem that takes into consideration the resource competition be-
tween loT users, and more specifically it tries to minimise the total response time which
comprises of the processing and transmission times. This model does not consider en-
ergy consumption or the time it takes for the results to be returned to the 10T device.

Li et al. (2019) introduced a hybrid computing solution and resource scheduling strat-
egy for a smart manufacturing environment. It is applied in industrial 10T with real-time
restrictions, where each task needs to finish within a specific deadline. It takes into con-
sideration the transmission times (sending input file and transmitting back the result),
processing queuing and processing time. If the time constraints are not met by a single
edge server, it also proposes cooperation between multiple edge servers to achieve the
time constraints by offloading sub-tasks of a task to multiple edge servers simultane-
ously. The proposed mechanism is evaluated in a real testbed, representative of a small
scale loT environment and is compared against some baselines ("cloud server comput-
ing” and "ordinary edge computing without scheduling”). This work does not take into
consideration the execution at the loT level, and also the energy as a metric, although

the experiments showed that by reducing time, energy is also reduced, although not in
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an optimal way.

In (Ko et al.[2019), the authors proposed an energy-efficient cooperative computation
algorithm (EE-CCA) for loT devices. EE-CCA (controller) sits at the edge of the network
collecting information and requests from nearby loT devices in order to divide the avail-
able devices into pairs and conduct the optimal offloading decision table by formulating
Constraint Markov Decision Process. Each pair of IoT devices decide whether to offload
some parts of their tasks to the opponent with the consideration of their energy harvest-
ing probabilities, task occurrence rates based on the constructed optimal table. However,
transmission time between each pair is not considered part of making the decision. Also,
neither edge nor cloud servers are part of the offloading sites.

In (Zhao & Zhou|2019), a selective offloading technique between local and server
devices (edge, and cloud) called ABSO is proposed. ABSO tries to predicate the fu-
ture usage of available devices using ARIMA time-series prediction algorithm in order to
estimate the completion time with satisfying a formulated optimisation problem (branch-
and-bound algorithm). However, ABSO makes the decision without using a cost function
for tradeoff purposes between time and energy. Instead, they focus on the time only for
the sensitive tasks, and only energy for those not sensitive. Also, the authors did not
mention how the prediction has been carried out.

Abro et al. (2019) proposed a joint energy-efficient task assignment mechanism
(JEETA) for loT applications. JEETA tries to minimise the energy consumption for the
loT device, but without considering task/partition response time. To do so, the user sub-
mits the workflow of an application to a master node that is based at the edge of the
network (centralised). The master node categorises the application workflow into two
disjoint sets of sequenced tasks (local and remote sets) based on the tasks data sizes.
Then the master node assigns tasks to the available VMs (each edge server has sev-
eral VMs with different speeds) in which each task/partition is assigned to a VM with the

lower power consumption, also each VM can only be assigned to one task. It is worthily
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mentioned that the partitioning is carried in the design stage and in a static way.

Misra et al.| (2019) propose three tiers offloading architecture to address the offload-
ing problem in nearby devices, edge and cloud. The authors applied the concept of
Auction theory to make the offloading decision by allowing each local device (the bid-
der) to bid mostly based on its local information and the incomplete information of the
neighbour devices. And this is due to the decentralisation of making the decision and
reducing the communication overhead. In the first tier, a discovery procedure is carried
out by each device that wants to offload tasks, which are partitioned and profiled stat-
ically beforehand, to identify mobile devices within its range and their states(i.e. clock
speed, remain energy and the available bandwidth) in order to make the decision to ei-
ther nearby devices or to another destination in the next level. In the second tier, the
source mobile device carries another discovering procedure to search nearby cloudlets
with their configurations and their states in order make the decision of offloading tasks to
a cloudlet or move to the third tier in which offloading the task to a distant cloud. In each
layer, the decision is made by using the Auction theory based on the static partitioning
and profiling, and devices’ states that are provided by the discovery phase. However, the
centralised version in this study leads to extra overhead in terms of the response time of
making the decision, and energy consumption of performing the discovery phases es-
pecially with a large number of available nearby devices (mobile device and cloudlets).
Also, there is no evidence on how the discovery phase is carrying out, and what is over-
heads that result from searching of devices’ states and availability

In (Hossain et al.[2020) a collaborative task offloading scheme is proposed to handle
latency-sensitise tasks and utilise the system resources more efficiently. The system has
three layers of execution: local, edge and cloud in a hierarchical structure. If the end-
device has no available resources to execute a task (i.e. task workload is higher than
the available capacity), three offloading decisions are available which are: offloading

the task to the nearest SBS-MEC; execute the task collaboratively between the mobile
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device and nearest SBS-MEGC; or also collaboratively but between SBS-MEC server and
remote cloud. The decision is made based on task execution and transmission times
and the capacity of each device. The decision is simple and does not consider energy
consumption.

As previously mentioned, external approaches present central points of failure and
can lead to excessive communication overheads (Wang, Wang, Huang, Song & Qin
2020). Their weakness is at the point of decision making as offloading decision tasks
from all the network are queued at one or more external devices. In response, re-
searchers’ attention has turned to decentralised/autonomous decision approaches, where
the IoT devices themselves have the autonomy to take offloading decisions without the
need to wait for an external entity to coordinate or make the decision for them.

Sheng et al. (2019) proposed a semi-autonomous offloading mechanism, where the
offloading decision is taken at each IoT device individually using deep learning based
on their own network and resource conditions, and having an extra level of control at an
edge node to coordinate the lIoT devices and optimise the overall network environment.
For the latter, they use federated learning where the deep learning training is happening
in a distributed manner at each loT device and updates are communicated back to the
edge node.

Khoda et al.| (2016b) have proposed ExTrade, which introduced a speed factor rep-
resenting how much faster the cloud is than the local device at executing a given task.
To do so, it performs periodic probing whereby it measures the time it takes a small
task to run on the cloud. Similarly, it periodically transmits a small file to estimate the
corresponding transmission time between local device and cloud. For the prediction of
the local execution time, it uses the previous execution times and a simple statistical
regression technique. The decision is then taken based on a metric that combines the
expected energy cost and response time against a predefined threshold.

Benedetto et al.| (2019b) have proposed MobiCoploT, which periodically samples the
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network every 15 minutes or when a network configuration change is detected. Again,
the prediction of the execution time is based on the historical data stored for each device,
but this time the approach is based on a nearest neighbour algorithm for finding the
records that most resemble the new task. Comparison against different scenarios has
shown that the paradigm of allowing developers to deploy their code on both distant
clouds and proximate nodes located on the edge can have considerable energy and
time benefits.

The offloading mechanism “Ternary Decision Maker” (TDM) proposed in (Lin et al.
2015a) decides between local execution on CPU, local execution on on-board GPU and
on the cloud. Static parameters such as power consumption, speed of memory and
CPU for the mobile device and co-processor are measured once when the algorithm
first runs, while dynamic parameters such as memory and network bandwidth, input and
output size, cloud speed and task execution time are measured or estimated at runtime.
The execution times of all devices are estimated using their stored static parameters
and by probing for the dynamic parameters. For example, the cloud speed is estimated
by probing the cloud to run a small program and the memory bandwidth is estimated by
measuring the time of accessing a large amount of data stored in the memory. The trans-
mission time is predicted by probing each destination device (using the ping command,
sending 6000 bytes of data) whenever a task needs to be offloaded.

Jalali et al.| (2019¢) proposed a dynamic offloading mechanism where each IoT de-
vice predicts performance parameters of a task based on information received by other
loT devices. Each loT device broadcasts their available computation resources (such
as CPU, memory, transmission rates and battery levels) and based on this information
they apply multiple machine learning techniques to learn the current state of the sys-
tem and predict the performance parameters of running or offloading a task in edge or
cloud devices. Of course these machine learning techniques introduce computation and

energy overheads themselves as is the broadcasting of the information needed for the
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prediction.

What these dynamic and autonomous mechanisms have in common is that they opt
for lightweight decision making algorithms to minimise the decision making overhead,
but also that they require in order to be able to be applied to real environments is a
probing phase to estimate parameters such as the processing time or network delays.
This probing phase is by itself a cause for increase of the response time and can be
highly inefficient if it has to be repeated by several entities in a decentralised setting.
Here, we adopt the same logic of a lightweight algorithm for decision making, but we
enhance it with the concept of age of knowledge (AoK), which removes the need for
probing.

For ease of reference, most of the mentioned works above are summarised in Table
based on processing destinations (loT, Edge or Cloud); whereabout the offloading
decision carried out: in the loT(decentralised) or on an external device(centralised); eval-

uation methodology (simulation or real-testbed); and whether probing required or not.

4.3 Probeless decentralised offloading decision support

In this section we describe our ProbeLess Multi-critEria Declsion support meChanism
for l1oT offloading(PL-MEDICI) which makes an offloading decision in a decentralised
manner, at each 10T device independently. It uses lightweight ways of estimating the real-
time transmission and processing times without the need of information exchange, i.e.
without the need for probing, and by taking into consideration how fresh the information

used is, using the age of knowledge (AoK) parameter.
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Table 4.1: Published work on loT Computation Offloading

Publication Possible Processing Destination(s) | Decentralised Evaluation Platform Probeless
(Liu et al.|2017) loT, Edge, Cloud v Simulation X
(Park et al.[2020) loT, Edge X Simulation X
(Chen, Zhang, Zhang & Chen|2018) Edge X Simulation X
(Wang, Liang, Zhang, Zheng, Arif, Wang & Jin|2020) Edge, Cloud X Simulation X
(Shah-Mansouri & Wong|2018) loT, Edge, Cloud v Simulation X
(Samie et al.[2016) loT, Edge v Real testbed X
(Ning et al.|2018) loT, Edge, Cloud X Simulation X
(éheng et al.)2019) loT, Edge v Simulation X
(Khoda et al.|2016b) loT, Cloud v Real testbed X
(Benedetto et al.'2019b) loT, Edge, Cloud v Real testbed X
7(Lin et al.)2015a) loT, Edge, Cloud v Real testbed X
(Jalali et alj20190w loT, Edge, Cloud v Real testbed X
(Ko et al.|2019) loT X Simulation X
(51&10 & Zhou|2019) loT, Edge v Simulation X
(Abro et al.[2019) loT, Edge, Cloud X Simulation X
(Misra et al.|2019) loT, Edge, Cloud v Simulation & Real testbed X
(Hossain et al.[2020) loT, Edge, Cloud v Simulation X
MEDICI loT, Edge, Cloud v Simulation X
PL-MEDICI loT, Edge, Cloud v Real testbed v

4.3.1 Estimation Phase

In the estimation phase, PL-MEDICI uses lightweight techniques to estimate the real-
time and time-varying values needed in order to make an offloading decision. It therefore
predicts the response times and energy consumption of each IoT task for all devices. Of
course, as previously seen, the response time consists of processing and transmission

times which need to be estimated separately, as described in the following sections.

4.3.1.1 Estimating Processing Time

Several studies have addressed the problem of estimating/predicting the execution/processing
time of a task/process/application using historical observations. Some of them, in order
to reduce overheads apply simple calculations, such as the time average on historical
(Kemp||2014, Kosta et al.|[2012), or use simple mathematical models (Fan et al. 2012,

Krishnaswamy et al.|2002, Jaddoa et al.|2020). Although these methods may work well
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for small and simple tasks, which have constant characteristics and inputs, they might
not be very accurate for more complex ones with varied size inputs. For loT tasks, which
could involve different input parameters, e.g. based on the physical environment they
are monitoring, more advanced techniques are needed. The use of machine learning
techniques for predicting the processing time of an loT task has been extensively used
(Alam et al.|2019, Alelaiwi 2019, Park et al.|2020), however, this comes at a cost, as it
introduces computational overheads, which might be unacceptable in decision support
for loT environments.

To estimate the processing time 7, of an loT task n on device D in an accurate
and lightweight manner, we experimented with multiple machine learning and statistical
methods. Here, for simplicity we will use parametric regression (James et al.[2013) to

estimate the total processing time of future tasks of various task sizes X, based on

historical data from previous tasks, similar to (Zhang et al./[2008, |Ostertagova 2012).

V5 = Cop + CLoXn + G0 X5, o Gp X+ €1 (4.1)

where X, is the size of task n, the coefficients (¢ p, ..., ¢, p) are the estimates of the
model coefficients which represent unknown constant values of the polynomial regres-
sion model and €, is an unobserved random error term(James et al.|2013). The values
of coefficients (¢o.p, ..., (, p) are calculated using the previously stored historical values
of the response times reported by each device D that processed previous tasks. The
degree of the polynomial regression model » can be chosen based on the complexity
of the IoT applications. For our applications, we have empirically chosen polynomial
regression model of second degree (r = 2), similar to (Meurisch et al.|2017).

To test its appropriateness, we have compared our predicted processing time to the
actual processing time for a face detection application. We run experiments, with dif-

ferent values for the application characteristics (e.g. in the case of face recognition, the
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height and width of the input image) for 30 tasks which is a big enough number to allow
us to show the accuracy of our prediction model. As illustrated in [4.1] and showing in
Table our results showed mean absolute percentage error of 23% and standard

deviation 3%.

Figure 4.1: Prediction accuracy for processing time
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4.3.1.2 Estimating transmission time

To predict transmission times in a network, it is common to assume that the throughput

and latency remain unchanged throughout the runtime of an experiment (Lyu et al.[2018|
Alam et al.|2019, [Liu et al.|[2018|, |Alelaiwi 2019, Jaddoa et al./[2020). However, in a real-

life situation, and especially for IoT environments where communication with remote

servers is common, the network conditions constantly change, and these assumptions
may lead to inaccurate network delays.

Therefore, to be able to deal with the unpredictability of a network and estimate
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throughput more accurately, researchers typically employ probing, which entails sending
dummy traffic regularly to obtain network performance measurements. For example, Lin
et al. (2015a) use ICMP echo (Ping) times to estimate the bandwidth. This however,
introduces delay overheads, and has been proved to be unrealistic (Patterson|2004),
as it usually overestimates the throughput. In order to have a better estimation of the
throughput, one must send a large enough file, transmitted over a longer period of time
than a simple Ping probing (Salcedo et al.|[2018, Ibrahim et al.|2012, Khoda et al. 20160,
Benedetto et al. 2019b), which further increases the overheads, in terms of time and
energy (Meurisch et al.|2017).

For our proposed mechanism, we have employed a moving average (smoothing)
technique to predict the end-to-end throughput between the loT device and the edge/cloud
devices, for both sending and receiving data, similar to (Bors & Nasios |2009). Instead
of probing, we obtain the transmission times every time that an offloading decision has
been made (i.e. measure the time it took for the offloaded task’s input/output files to
reach the destination device/loT device respectively), and use those to calculate the
throughput values for the smoothing technique.

The average end-to-end throughput between the devices for transmitting (R%,) or re-

ceiving (R},) data is estimated as follows (Hardle|1990):

R% = m?(i)+ €, (4.2)

p = mp(i)+ € (4.3)

The function mp(i) is @ moving average (smoothing) function, where i is the number

of previous historical values that we take into consideration for device D and €, €5 are
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an error terms. mp(i) can be computed as follows (Hardle 1990):

n T
N > i Wix Rp

mp(i) = =S (4.4)
1=1""1
o D Wik Rp;
mip(i) = =S (4.5)
i=1""1

Where W; is the weighted function assigning higher weights to the most recent mea-
sures, and lower to the least recent. In our experiments, described in the next section,
we used the four most recent throughput measurements (: = 4) and gave a weight of
Wy = 0.4 for the most recent measurement (R}, |, R, ), W2 = 0.3 for the second most
recent (R} ,, R ,), Wi = 0.2 for the third most recent and W, = 0.1 for least recent,
both for sending and receiving data. By using this model, the dynamic changes and
fluctuations of the network can be better captured.

Therefore, our estimation of the time it takes to transmit/receive a task n from/to the

loT device [ to/from another device D # I:

dCC
0= = 4.6
= R (4.6)
dT’
T, =" 4.7
n,D RTD ( )

where dZ, d? are the sizes of the input and output data respectively that task n is
associated with.

To test the accuracy of the above model, we have conducted some experiments com-
paring our predicted transmission times to the actual transmission times when sending
30 different images between two devices. Our results showed mean absolute percent-

age error of 20 % and standard deviation 8% (see Figure [4.2/and Table which are
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lower or comparable to estimations conducted in the literature (Lin et al|20154, [Khoda
et al./[2016b, Benedetto et al.2019b).

Figure 4.2: Prediction accuracy for transmission time
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4.3.1.3 Estimating energy consumption

After we predict transmission and processing times, energy consumption can be esti-
mated based on the power consumption of the loT device, similar to [3.3.4]
If a task n is run locally at the IoT device, then the energy consumption due to that

task is the energy consumed by the loT device to process it:

Eflzﬁal _ P}?TocTs,rIoc (48)

where P} is the average power consumed when the processor of the 10T device is

busy.
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Table 4.2: Prediction accuracy

(a) Processing time (s) (b) Transmission time (s)
Task ID | Estimated value | Actual value Task ID | Estimated value | Actual value
1 0.123 0.157 1 2.0 2.5
2 0.063 0.086 2 1.3 1.7
3 0.077 0.093 3 2.4 1.9
4 0.102 0.093 4 1.8 2.2
5 0.117 0.093 5 2.3 1.8
6 0.192 0.147 6 1.9 2.3
7 0.122 0.155 7 2.7 3.5
8 0.129 0.149 8 24 1.8
9 0.048 0.063 9 2.1 1.7
10 0.049 0.073 10 4.2 3.2
11 0.250 0.294 11 3.2 2.6
12 0.076 0.094 12 3.3 4.3
13 0.076 0.131 13 1.8 2.3
14 0.072 0.079 14 1.3 1.6
15 0.147 0.206 15 4.3 54
16 0.049 0.069 16 4.5 3.5
17 0.138 0.173 17 1.6 2.1
18 0.230 0.279 18 1.5 2.0
19 0.142 0.175 19 1.5 1.9
20 0.080 0.105 20 2.2 1.8
21 0.138 0.167 21 1.2 1.5
22 0.200 0.201 22 3.2 2.5
23 0.157 0.212 23 3.7 4.7
24 0.145 0.172 24 3.7 3.0
25 0.263 0.321 25 2.9 3.7
26 0.091 0.133 26 4.1 5.4
27 0.056 0.077 27 2.2 1.7
28 0.218 0.226 28 1.8 2.2
29 0.227 0.267 29 2.3 1.9
30 0.214 0.265 30 3.0 2.4
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If task n is offloaded to a target device D other than the loT device, then the energy
consumed by the I device EZfIf consists of the energy consumed for sending the data
to D, the energy for remaining idle while waiting, and the energy for receiving the result

back from D:

Bl = PPTE 4+ PYTVS + PTE (4.9)

where P is the average power consumed when the processor of the loT device is

idle, and P} and P; denote the power consumption when the loT device is transmitting
and receiving data respectively.

Summarising in a single expression, the energy cost of loT device of processing task

nis:
E.p=1[D = I|E" +1[D # I|EY/ (4.10)

4.3.2 Decision Phase

The decision on which device D should be selected to process a task n generated by an
loT device is taken based on a weighted cost metric similar to our MEDICI mechanism in
(3.14), where the input values are provided by the estimation phase described previously.

To compensate for the fact that the response time and energy values of this equation
are estimations based on historical data from previous decisions, we have enhanced the
goal function to include an additional parameter which we denote as Age of Knowledge
(AoK).

4.3.2.1 Age of Knowledge (AoK)

Although the use of probing covers the need for continuous and up-to-date historical

data for the purpose of maximising estimation accuracy by artificially adding values to
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the history of previous times, it is often the case that the same task may have recently
run on the same device and this information can be good enough for that device. Hence,
for applications that run often, it may be preferable to take into account the age of this
knowledge as opposed to requesting and waiting for an update through probing.

Generally, the age of information (Aol) is defined as the time elapsed since the data
was generated (Zhong et al.|2019) in a device. In this work we introduce the concept of
Age of Knowledge (AoK) which we define as the time elapsed since the latest historical
data concerning a device D was recorded in the loT device I, to capture the age of the
historical information/knowledge that I holds for each possible device D that can run
tasks from I and make more informed decisions. Contrary to the Aol, AoK captures
also the time it takes to report the information to 7, so that we can consider whether
it is up-to-date knowledge or not and to avoid clock synchronisation issues in different
devices.

When a new task n is generated in device I, the AoK for each possible device D is

calculated as:

Ap=t—tp (4.11)

where t is the current timestamp and ¢, is the timestamp recorded on the loT device

I when it had last received information from device D and updated its records.

4.3.2.2 PL-MEDICI Decision

Therefore, if we take into consideration the AoK, the weighted goal metric G used to

decide which device should process a task n becomes:
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where, parameters T, p, E, p, Ap, denote normalised values of the estimated re-
sponse time, energy and AoK values, calculated in the estimation phase Section [4.3.1]
T,.p is the response time, meaning the total time it takes for » to be transmitted (7}; ;,),

processed (7))'5°) and its result to be returned back to the loT device (77, 1):

Of course, in the case that D = I, where the task is not offloaded but is processed
locally, then 7,7, =17 ; = 0.

E, p is the total energy consumed at / when task n is processed in device D as
estimated in the estimation phase Section 4.3.1.3).

Ap is the AoK parameter, showns previously in Section [4.3.2.1]

Note that 5 € [0,1] is a weight denoting the application’s preference in minimising
response time over energy, defined at each loT device, while v € [0, 1] is a weight denot-
ing the degree of consideration of the AoK in the offloading decision. Intuitively, a more
stable environment puts less emphasis on AoK than a highly dynamic one.

The normalisation technique used to bring 7, p, E, p and Ap into a mutually com-
parable range of values (since e.g., the energy of an loT node could be in the range
of hundreds of joules whilst the times could be in the range of seconds or less) is as

follows:

s Tn D
To.p : , (4.14)
Zyesf’ Tn,y
— En D
E.p : , (4.15)
ZyGSZD Envy
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An,D

App = =5
T 2yesp Any

(4.16)

For a task n initiated at 7, the device chosen to perform its processing is the one that

minimises the goal metric for D € {I,S¥ S}, as per equation [4.12]

C, = argmin G,p (4.17)
De{1,8E,5¢}

This decision is taken by each IoT device for its own applications independently,

based on knowledge gathered by previous processed tasks.

4.4 Real testbed experimental setup and implementa-
tion

In this section we present the implementation and configuration of our real-testbed and
present the evaluation of our probeless offloading mechanism, comparing it to three
decentralised offloading strategies proposed in the literature, and for three different ap-

plications.

4.4.1 PL-MEDICI Architecture

We have chosen to implement PL-MEDICI as a decentralised decision mechanism,
where the decision is taken locally at the loT device. This choice was made for three
reasons firstly, to reduce the communication overheads introduced by requesting a deci-
sion from the edge and send the result back to the loT device. Secondly, for the sake of

fair comparison to the existing work from the literature as they are decentralised. Thirdly,
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running PL-MEDICI locally, not at the edge, would help to avoid the disadvantages of
having a central decision making place (e.g. single place of failure, scalability, etc.)
Figure shows the architecture of our mechanism and its communication with the
edge and cloud. The Task Generator creates the different tasks of the application run-
ning on the loT device. The Program, Network and Energy profilers, are components to
store the required historical information and estimate the corresponding values needed
by the decision maker which calculates the decision metrics and provides the chosen
device to the offloader, which carries out the offloading (i.e. sending the application data
and receiving the results back). All devices (loT, edge, and cloud) have an execution

handler, which handles the communication and the processing of the tasks.

Figure 4.3: Overview of the system components
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Each loT device communicates with other devices (Edge and Cloud) through a wire-
less local area network (WLAN). To emulate the physical distance between different de-

vices, we have different transmission rates (upload/download speeds) between an loT
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device and an edge and an loT device and a cloud device, as seen in Table For
this we used a Linux-based package called Wondershaper (Hubert 2002) to control the
maximum throughput of each offloading device to reflect a different geographical dis-
tance from the loT device and ensure that each offloading device does not go beyond
its maximum allowable transmission rate. Moreover, to make our network more realistic,
we added background traffic for both the network and the device processing, using the
random python package. More specifically, at each loT device we generated network
background traffic by randomly choosing between 10 files of various sizes (ranging from
500 KB to 1.5 MB) and sending them to a randomly chosen device every 5 seconds. For
the processing background load, we generated requests to randomly chosen devices
(every 3 seconds) to execute a computationally demanding programme (the N-Queen
game (Kosta et al.[[2012)) of random input values (between 8-12). For both cases, each
IoT device picks a device from all possible devices randomly but the same device cannot

be chosen twice in a row.

4.4.2 Experimental setup

As shown in Figure our setup consists of 6 Raspberry Pi’s (Pl 3 MODEL B+, 1.4GH-
ARMv7) that act as loT devices, running Raspbian 9.11. Each of them runs one of the
three applications (see Section and our offloading mechanism described before.
More specifically, 10T devices 1 (loT-D1) and 4 (loT-D4) run Application 1(APP1), loT
devices 2 and 5 run Application 2 and loT devices 3 and 6 run Application 3.

In respect to energy, each loT device has three modes for energy consumption: pro-
cessing, transmission and idle. In order to obtain the average values for these modes,
we have run experiments using a Watt’s Up Pro meter (Devices 2009) to measures
the average power consumption when idle (measured at 2 Watts), transmitting/receiving

data (measured at 2.5 Watts) and processing a computationally intensive application
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Table 4.3: Specifications of the edge and cloud devices for PL-MEDICI setup

Physical | MAX cores Physical
_ Physical Max speed of No. of docker
Device machine | per machine
machine CPU upload/download containers

cores container memory

Edge1 | Corei53.2 GHz | 4 3 2 MB 4GB 3

Edge2 | Corei52.5GHz | 4 4 1.7 MB 4GB 3

Edge3 | Corei53.2GHz | 6 4 1.5 MB 6GB 3

Edge4 | Corei53.2GHz | 6 5 1.2 MB 6GB 3

Cloud1 | Corei7 2.6 GHz | 8 6 900 KB 8GB 3

Cloud2 | Core i72.6 GHz | 8 7 700 KB 8GB 3

(measured at 3 Watts).

We also have four edge servers and two cloud servers that run Ubuntu 20.04 LTS.

Each server runs 3 Docker containers(C1, C2, and C3), one for each of the three appli-

cations described in Section 4.4.3l

The devices specifications are given in Table [4.3]

4.4.3 Applications

Three different applications have been used in our experiments, with different com-

plexities and input/output size files, typically used in the literature (Khoda et al. [2016b,

Benedetto et al.[2019b, Mahini et al. |2021], [Meurisch et al. 2017, Jalali et al. 2019¢) to

represent loT applications, detailed below:

1. Face Detection. This application could be used by loT devices such as smart

surveillance cameras (Pyzyk/2018) and has been extensively used in the litera-

ture as a computationally demanding loT application (OpenCV/|[2019, Khoda et al.

20160, Jalali et al. 2019c¢, [Kemp| 2014, Kosta et al. 2012). It takes an image as an

input with dimensions h x w and tries to detect faces in the image and if offloaded,
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Figure 4.4: Testbed architecture
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it needs to send the original image, which could be relatively big in size. Therefore,
this application is a good example of heavy computation and high input data trans-
fer, while the output is of medium size, as it returns a smaller image with just the

detected face.

2. Video-Based Heart Rate Measurement (VBHRM): This application can be con-
sidered representative of healthcare loT (Li, Ding, Liu, Yan, Xu, Gao & Zheng
2018)). It is used to analyse a video of the tip of an individual’s finger in order
to extract the heartbeat information. This is done by measuring the variations of
blood volume through the variations of light absorption or reflection for a stream
of picture frames, using the Discrete Fourier Transform (DFT). If offloaded, this
application will need to send over the video and thus has a big size input data.
Computationally, it is not as demanding as the face detection with medium com-
putation requirements (Meurisch et al. 2017, |Pelegris et al.|2010, Yu et al.|2013).
The output file is of small size, as it returns a small image that shows the heart rate

over time.

3. Radix sort algorithm: This application could be used for sorting in loT data envi-
ronments (Kristo et al.[2020) and is a non-comparative sorting algorithm used for
time series analysis (Meurisch et al.[2017). It tries to sort elements (e.g. a file
consisting of sensor readings) by creating and distributing elements into buckets
according to their radix to avoid comparison (Zagha & Blelloch|1991). It is a simple
algorithm with linear time complexity, while the input and output files of e.g. sensor

readings could be big in size.

In Table [4.4] these applications are summarised in terms of input and output data
size, and computation requirements.
The fifth column of the table provides the value of 5 per application, which denotes its

preference in minimising response time over energy. For more time-critical applications,
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Table 4.4: Application specifications and requirements for PL-MEDICI setup

o Mean Input Mean Task Computation | Mean Output
Application Bl
Size Size Complexity Size
Face detection 600KB 16001200 (h*w) O(n?) 300KB 0.2 0.6
VBHRM 1.5MB 900K (frames) O(n?) 50KB 0902
Radix Sort 1MB 600K (elements) O(n) 500KB 05|04

such as our healthcare loT application, we have chosen /5 to be closer to 1, while for
more computationally demanding applications where energy consumption is important,
such as the face detection one, g is chosen to be closer to 0. Finally, the last column of
the table provides the value of - for each application, which denotes how important it is
to have up-to-date knowledge. We have obtained those ~ values empirically by running
experiments for each application and found the best v corresponding to the best goal

function G.

4.5 Real testbed experimental results

Here we evaluate our proposed mechanism by comparing it to three other offloading
mechanisms: TDM (Lin et al.[2015a), ExTrade (Khoda et al. 2016b), and MobiCOP-loT
(Benedetto et al.|2019b), that are proposed in the literature and that we have imple-

mented on the same testbed.

» ExTrade (Khoda et al.2016b) takes into consideration the tradeoff between energy
consumption and performance (execution time) of end-devices and clouds. It uses
a statistical regressing technique (smoothing) to estimate the execution time of a
task, based on the calculated CPU speed and the previous observations of the
local execution time. To calculate the CPU speed, a small sample program is

executed periodically in each offloading destination (edge and cloud). To calculate
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the execution time on a cloud device it multiplies the local execution time by a
speed factor which represents how faster the CPU of the cloud is compared to
the local device. The model for ExTrade, described in (Khoda et al.[2016b), is for
choosing to offload between the local device and one cloud. Because here we
have multiple edges and clouds, we calculate the goal function G for all possible
offloading devices and check whether the maximum G is above the threshold to
decide to offload to the corresponding device or run locally. The threshold was
calculated after running a series of experiments, just as in (Khoda et al.|2016b) and
we chose the ExTrade’s parameter «, which denotes the weight factor to tradeoff
between the energy and computation (similar to our 5 value) to be independent of

the battery life and equal to o = 0.5 throughout the experiments.

* MobiCOP-IoT (Benedetto et al.|2019b) aims to minimise task processing times of
mobile loT applications, choosing between local processing, edge and cloud. The
decision-maker has two components, the network profilers (in charge of estimat-
ing network latency and throughput by sampling the network every 15 min or on
request) and the code profilers (estimating the execution time for a given task us-
ing historical data, assuming that repeated tasks take the same amount of time to

execute).

» TDM (Ternary Decision Maker) (Lin et al.[[2015a) aims to reduce energy consump-
tion and shorten the response time for mobile device applications, by choosing
where to execute a task between an on-board CPU, an on-board GPU and a cloud.
Here we have adjusted the mechanism to consider the CPU of different edge and
cloud devices. The TDM has two types of parameters, deterministic or indepen-
dent (measured before execution and obtained from datasheets, such as power
consumption, speed of memory and CPU for the mobile device and co-processor)

and non-deterministic or dependent (measured during the runtime and saved in a
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table called factor table, such as bandwidth, input & output size, speed of the cloud
and task execution time). When a task is created, TDM searches the task in the
existing factor table. If the task does not exist there, then it is executed locally at the
mobile device. Else, the TDM estimates the execution time for the new task based
on its previous execution time and a speed factor according to the destination de-
vice. It also estimates the transmission time using the ping command, sending
6000 bytes of data before each offloading decision. The decision is based on the
response time (execution and transmission) as well as the energy consumption. In
order to calculate the speed of the processor of a destination device, TDM queries

each device to execute a small program that pre-exists in each of them.

In each IoT device, we have generated 100 tasks with various input parameters, that
make requests for an offloading decision using an exponential distribution. We have
then measured the total response time of each task (which includes processing, network
times and decision overheads (OH)) and the energy consumption of each task and each
loT device. The results presented here are the average of 5 runs for each decision
approach (i.e. PL-MEDICI, TDM, MobiCoploT, and ExTrade).

Figures [4.5] and show on the left the average response time for all tasks
for each application, in terms of decision overheads (represented in grey), network time
which includes transmission times and network delays when a task is offloaded (repre-
sented in blue) and processing times (represented in orange). On the right side we see
the energy consumption of the 10T devices for each application in terms of decision over-
head (represented in light grey) and in terms of the energy consumed in the 10T device
for running a task locally or remotely (represented in green).

We have compared our proposed algorithm (PL-MEDICI) with the three mechanisms
described before (TDM, MobiCOP-loT and ExTrade). We have also compared our mech-
anism when we do not use the AoK in the decision (PL-MEDICI-noAoK) to see if the lack

of recent information has an effect on PL-MEDICI’s performance.
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Figure 4.5: Response time and energy for App1 (Face detection)
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Table 4.5: Response time and energy for App1 (Face detection)
(a) Response time(s) (b) Energy consumption(J)
Delay TDM ‘ MobiCOP-loT ‘ ExTrade ‘ MEDICI-noAoK | MEDICI Delay TDM  MobiCOP-loT ‘ ExTrade ‘ MEDICI-noAoK ‘ MEDICI
Decision Decision
5.07 092 0.29 0.89 0.84 15.24 2.82 0.87 2.71 2.54
Overhead-time Overhead-energy
Network Delay 262 3.61 2.50 2.66 2.24 Task energy
11.56 12.98 1008 8.01 6.68
Processing Time | 1.91  1.56 1.69 0.49 0.39 consumption

Across all cases, the dynamic probeless decision support offered by PL-MEDICI has
consistently better overall results for all applications in terms of response time and en-
ergy consumption, improving all aspects, meaning the processing time and the network
time, while providing low overheads. We can also see that taking into consideration the
AoK improves PL-MEDICI’s performance. For App 1 the response time is reduced by
16.4% and the energy by 16.3%, for App2 the response time is reduced by 23% and the
energy by 21.8%, and for App 3 the response time is reduced by 6.5% and the energy by
5.4% if we include in the decision the AoK metric.

More analytically, comparing to the other mechanisms, in figures[4.5b] for the face de-
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Figure 4.6: Response time and energy for App2 (VBHRM)
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Table 4.6: Response time and energy for App2 (VBHRM)

(a) Response time(s)

Delay TDM | MobiCOP-oT | ExTrade | MEDICI-noAoK | MEDIC!
Decision

500 0.80 0.31 0.89 0.82
OH-time
Network Delay | 2.65 249 289 328 243
Processing Time | 1.55  1.83 2.05 0.60 0.61

(b) Energy consumption(J)

Delay TDM_ MobiCOP-IoT | ExTrade | MEDICI-noAoK | MEDICI
Decision

13.08 2.41 0.94 2.67 2.46
OH-energy
Task energy

10.86 11.49 1306 971 7.67
consumption

Table 4.7: Response time and energy for App3 (Radix Sort)

(a) Response time(s)

(b) Energy consumption(J)

TDM  MobiCOP-loT ‘ ExTrade ‘ MEDICI-noAoK ‘ MEDICI

Delay TDM ‘ MobiCOP-IoT‘ ExTrade‘ MEDICI-noAoK | MEDICI Delay
Decision Decision
4.98 0.69 0.38 0.89 0.84 14.69 2.09 1.15 2.67 2.52
OH-time OH-energy
Network Delay 322 582 4.54 4.10 3.60 Task energy
19.43 18.34 16.46 13.96 13.26
Processing Time | 3.99  1.53 1.95 1.41 1.57 consumption
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Figure 4.7: Response time and energy for App3 (Radix Sort)
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tection application (App1), which is characterised by large mean task size, and medium
input and output sizes, as well as very low j (i.e., strong preference for energy effi-
ciency over response time minimisation), PL-MEDICI achieved a reduction of 27% in
energy consumption over the best of the other three offloading mechanisms, which was
Extrade. In terms of response time(Figure [4.5a), PL-MEDICI achieved a reduction of
40%.

For the video-based VBHRM application (App2), which is characterised by large input
sizes, medium task and output sizes, and has a high value of 3 (i.e., strong preference
for response time), PL-MEDICI achieved a reduction of 20% of response time(Figure
[4.6a). In terms of energy (Figure [4.6b), PL-MEDICI achieved a reduction of also 20%.

For the Radix sort application (App3), which is characterised by large input and output
sizes, medium task size and has equal preference for energy efficiency and response
time minimisation (5 = 0.5), PL-MEDICI achieved a reduction of 17% of response time
(Figure [4.7a). In terms of energy (Figure [4.7b), PL-MEDICI achieved a reduction of
23%.
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We need to mention here that although PL-MEDICI has low decision overhead, Ex-
Trade’s was lower. TDM is the mechanism with the biggest overhead as it probes before
each decision to calculate the bandwidth and the speed of the offloading devices.

However, this additional overhead enables PL-MEDICI to reduce the processing and
network times by distributing the task more appropriately, as seen in Figures [4.8]- [4.10]
and Tables - [4.10|which show the average percentage of tasks that were allocated
to each device per application. PL-MEDICI appropriately distributes the tasks between
the different devices to achieve better performance according to the needs of each ap-

plication.

Figure 4.8: Percentage of tasks run at each device for App1 (Face detection)
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Chapter 4 ProbelLess MEDICI (PL-MEDICI)

Table 4.8: Percentage (%) of tasks run at each device for App1 (Face detection)

Strategy Local | Edge1 | Edge2 | Edge3 | Edge4 | Cloud1 | Cloud2
TDM 28% 31% 14% 12% 9% 3% 4%
MobicoploT 17%  10% 15% 11% 4% 21% 22%
ExTrade 7% 27% 5% 29% 29% 2% 2%
MEDICI-noAoK | 14%  14% 15% 14% 16% 13% 14%
MEDICI 12% 1% 16% 15% 14% 16% 15%

Figure 4.9: Percentage of tasks run at each device for App 2(VBHRM)
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Table 4.9: Percentage(%) of tasks run at each device for App 2(VBHRM)

Strategy Local | Edge1 | Edge2 | Edge3 | Edge4 | Cloud1 | Cloud2
TDM 28%  33% 20% 9% 5% 1% 3%
MobicoploT 60% 5% 5% 6% 8% 8% 9%
ExTrade 56% 16% 6% 10% 9% 1% 2%
MEDICI-noAoK | 15%  14% 15% 14% 15% 13% 13%
MEDICI 15% 14% 15% 14% 15% 15% 14%

Figure 4.10: Percentage of tasks run at each device for App3 (Radix Sort)
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Table 4.10: Percentage(%) of tasks run at each device for App3 (Radix Sort)

Strategy Local | Edge1 | Edge2 | Edge3 | Edge4 | Cloud1 | Cloud2
TDM 31% 22% 17% 9% 7% 6% 9%
MobicoploT 4% 17% 8% 31% 16% 12% 12%

ExTrade 8% 0% 6% 44% 41% 1% 1%
MEDICI-noAoK | 15%  15% 15% 13% 14% 13% 15%
MEDICI 14%  13% 14% 14% 15% 15% 15%

4.6 Summary

In this chapter, we have addressed the assumptions that we have made in the previous
chapter (Chapter [3) by proposing a dynamic, probeless multi-criteria offloading decision
mechanism PL-MEDICI for heterogeneous loT applications which takes into account
multiple parameters such as the processing time of a task, the time it takes to offload
its data through the network and the energy consumed by the loT device. In order
to estimate those values our mechanism does not probe the other devices but uses
historical data, taking also into consideration the age of the previous knowledge when
making its decision.

To evaluate its performance, we have conducted experiments in a real environment,
where six raspberry Pis, which act as loT devices, run three different loT applications
with different characteristics and needs and where the network is emulated to be more
realistic and provide dynamic network conditions. We compared our mechanism with
three dynamic mechanism that exist in the literature, as well as our mechanism when
we do not consider the age of information as a decision criterion. Our experiments
showed that our mechanism outperforms all others not only in respect to reducing the
overheads, but also by reducing the overall processing and network times and the en-

ergy consumption of the loT devices. Our evaluation also demonstrated the need for
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up-to-date information and how choosing an appropriate ~ value could further improve
the performance of our mechanism. Towards this direction, our future work will involve

investigating ways of automatically assigning ~ values to different loT applications.
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Chapter 5

Centralised Theoretical Optimal Solution

Based on a Priori Information

In this chapter, we formulate, solve and simulate a mixed-integer mathematical program
(MILP) problem for benchmarking purposes.

This optimisation problem provides the globally optimal offloading solution when all
information is a priori known and centrally available. This will allow us to determine the
theoretically optimal offloading decisions in order to compare them against our mecha-
nism PL-MEDICI.

First, we state the problem definitions, then the problem formulation and the optimi-
sation solver. And finally, we present the results by comparing the optimal solution given

by our centralised MILP optimisation to our mechanism (PL-MEDICI).
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5.1 Definition

Let N/, N, N¢, and N4LL be the number of 10T, edge, cloud and all devices respec-
tively, N4 be the number of different loT applications and N7 the number of tasks.

Let also S7, S, 8¢, SALL denote the set of loT, edge, cloud and all devices respec-
tively, S4 the set of loT applications and S™ denote the set of all tasks.

Let also S, denote the set of devices which can execute task n of application q,
and S ; denote the set of tasks of application « that can be executed by device d. Let
also T, ; denote the total time needed (transmission time + network queuing time) to
send task n of application « to device d, T, ; denote the processing time of task n of
application « from device d and T, ; the corresponding transmission time that device d
needs to send back to the source devices the output file from the execution of task n of
application a.

Let 77

n,a,d

be the total response time for a task n of application a, which is defined as
the total time it takes for a task n to be transmitted and processed in device d and the
result to be returned back to the IoT device it was generated at.

Let also Effm be the total energy consumption for a task n of application a. Let also
f be the weight denoting preference in minimising response time over energy for ap-
plication a, with 3 € [0,1]. Let also P;*, P, P! and P denote the average power
consumption of the local loT device d (d € S) when transmitting data, being idle (wait-
ing), receiving data or when processing (busy) respectively.

Let also T¢ denote the generation time of task n and D¢ denote the device ID at

which task n is generated.
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5.2 Formulation
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Chapter 5 Centralised Theoretical Optimal Solution

Where equation guarantees that each loT device can only run one application. Equation
(5.2) is our objective of minimising the total response time and energy consumption. Equations
and are to normalise the values of the response time and energy respectively. Equa-
tions and are to calculate the response time and energy consumption respectively in
case of local execution, and equations and in case of edge or cloud offloading.

Equations and are to measure the task’s start and end times. Constrain (5.11)
is to ensure at a certain device d the start of a task n that succeeds another task » = n — 1
has to wait for that task to finish, note that n = S}id where S}id is a set of task n's predecessor.
Equation (5.12) is to guarantee executing all tasks by assigning each task to one device. While
the constrains (5.13]-[5.16) are to calculate the waiting time that a task has to wait in order to be

processed by a certain device.

5.3 Optimisation solver

The problem is a mixed-integer linear programming problem that is difficult to solve using
traditional heuristics and evolutionary algorithms such as Genetic algorithm and Particle Swarm,
which cannot solve the problem directly (Hussein & Mousal 2020, |Canali & Lancellotti [2019).
Therefore, here we use Branch and Bound algorithm to solve the problem. It is a widely used
method in solving integer and mixed-integer optimisation problems. The Branch and Bound
algorithm is actually an enumeration of candidates solutions in the search space. It splits the
original problem into branches of sub-problems before enumerating. The candidate solutions
of a branch are checked against upper or lower estimated bounds of the optimal solution. The
branch is discounted if it cannot produce a better solution than the best one found so far by the
algorithm (He et al.[[2014).

To do so, we developed a third party model in MATLAB that employs Gurobi optimiser 9.1
(Gurobi Optimization|2021) to solve the problem using Branch and Bound algorithm in order to

obtain the optimal solutions using the same settings described in Table [4.3]for 8 and ~.
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5.4 Comparison with the optimal

In this section, we compare the results from our proposed probless mechanism in Chapter [4] to
the optimal solution given by our MILP optimisation using MATLAB, where the input values for
the optimisation solver were obtained from the estimated values of our real testbed experiments
in the previous chapter(See Section[4.4).

As we can see in figures PL-MEDICI is close to the optimal solution, with some
applications being closer to the optimal values than others. For example, the response time and
energy values of App1 (Face detection are 30.8% and 36.9% higher than the optimal values
respectively). Similarly, for App3 (Radix sort), it is 20.8% for the response time and 30.2% for
energy.

App1 and App2 are computational demanding applications and have been set to have rela-
tively high ~ values (0.6 and 0.4 respectively), meaning accuracy in estimation is more important,
and thus the decision could choose devices that will allow the update of the knowledge (fresher
network and execution times) of the system. This has led to PL-MEDICI, for App1 and App3, to
favour some offloading devices that have not been chosen recently, instead of choosing devices
that would minimise, possibly outdated, response times and energy consumption values. And
since the optimisation does not consider in its decision the freshness (AoK), it resulted in choos-
ing different offloading devices. We believe that choosing ~ in a more optimal way could further
improve PI-MEDICI to be closer to the optimal allocations.

The values of App2 (VBHRM), are only 9.7% and 4.8% higher than the optimal response time
and energy consumption values respectively. As App2 is a time-critical application, it has been
assigned a low v, meaning the decision is mainly based on minimising response time and thus it
is very close to the optimal solution.

This deviation from the optimal choices can also be seen in Figures [5.3]|5.4] which show
the average percentage of tasks that were allocated to each device per application for PL-MEDICI
and for the optimisation solution, where App2 is closer to the optimal distribution of tasks than the
other two applications. However, the optimisation appropriately minimises cloud usage slightly

when energy is important, and the task is computationally demanding. But It also makes more
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usage of the cloud when the application is not computationally demanding, time-sensitive, or
characterised by a large amount of data as input.

So, we can observe that choosing an appropriate v value could further improve the perfor-
mance of our mechanism. Towards this direction, our future work will involve investigating ways
of determining those weight values in a more automated and optimal way that could influence the

decision-making outcome and could also further improve the performance of our mechanism.

Figure 5.1: Total Response Time per Application
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Figure 5.2: Total Energy Consumed per Application
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Figure 5.3: Percentage of tasks run at each device for App1 (Face detection)
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Figure 5.4:

Percentage of tasks run at each device for App2 (VBHRM)
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Figure 5.5: Percentage of tasks run at each device for App3 (Radix Sort)
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5.5 Summary

In this chapter, we have presented our centralised mixed integer linear programming optimisation
formulation that provides us with the theoretically optimal offloading decisions. This has allowed
us to compare our solution against the theoretical optimum, given the same estimated input. The
results showed that our offloading mechanism can be close to the obtained optimal solution in
terms of both response time and energy consumption for some application than others due to
the choice of the 5 and ~ values. Therefore, we strongly believe that finding an optimal way of

appointing those parameters will further improve our mechanism.
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Chapter 6

Conclusion and Future work

6.1 Summary of the problem

Computation offloading is one of the primary technological enablers of 10T and edge
computing, especially since modern loT applications (e.g. smart surveillance, autonomous
driving, Al-driven loT, etc.) are becoming more computationally and energy demanding
and operate within volatile network environments. Thus it is important for loT devices
to be able to efficiently and autonomously decide where it is more beneficial to process
their tasks, by dynamically utilising the resources available. This, however, is challenging
as different lIoT devices might have different needs and the conditions under which they

operate are constantly changing.

6.2 Summary of our contributions

1. Comprehensive loT offloading taxonomy

We have surveyed a large variety of existing publications on IoT resource offloading
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(both academic and industrial) and produced a comprehensive taxonomy (Chapter 2)
covering not only computation offloading but also storage offloading, techniques such
as partitioning, filtering, cashing and scheduling. Furthermore, we have looked into
offloading from the industry perspective, by reviewing industrial solutions relevant to loT

offloading.
2. Multi-criteria offloading decision support mechanism (MEDICI)

In Chapter [3, we have proposed our initial multi-criteria offloading decision mecha-
nism (MEDICI) for heterogeneous loT devices based on modelling the response time and
energy consumption of loT edge environments. Depending on the energy-consciousness
of an loT user, the device can choose to minimise its own energy (selfish mode) or the
total energy of all the devices involved (altruistic mode).

We have evaluated our mechanism by extending the popular EdgeCloudSim simula-
tor. We have demonstrated MEDICI’s effectiveness compared to five offloading strate-
gies across all metrics and applications used, and especially for those with lower mean
task and input sizes (intrusion detection and indoor monitoring). We also demonstrated
that even when IoT devices decide in a selfish way to minimise their own metrics, the

system as a whole still benefits and the overall goals are close to the altruistic mode.

3. Probeless dynamic and decentralised offloading decision support mecha-
nism (PL-MEDICI)

In Chapter 4, we enhanced our MEDICI mechanism to be able to operate in real-
world environments by estimating the response and network times based on historical
data rather than predefined values or probing. Our proposed PL-MEDICI is the first
probeless offloading mechanism, which estimates in a near real-time and distributed
way the response times and energy consumption of all devices involved and dynamically

decides where an loT task should be processed.
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In order to estimate those values PL-MEDICI does not probe the other devices but
utilises lightweight statistical techniques that use historical data and takes also into con-
sideration the age of the previous knowledge when making its decision.

We have evaluated PL-MEDICI’s performance, by conducting experiments in a real
environment, where six raspberry Pis, acting as l0T devices, run three different loT appli-
cations with different characteristics and needs and where the network is emulated to be
more realistic and provide dynamic network conditions. We compared our mechanism
with three popular dynamic mechanisms that exist in the literature. Our experiments
showed that our mechanism outperforms all others not only in respect to reducing the
decision overheads, but also by reducing the overall processing and network times and

the energy consumption of the loT devices.
4. Centralised optimal solution based on a priori information

In Chapter [5, we have presented our mixed integer linear programming optimisation
formulation that provides the theoretical optimal centralised offloading decisions. This
has allowed us to compare our solution against the theoretical optimum given the same
estimated input. The results showed that our offloading mechanism PL-MEDICI is close

to the obtained optimal solution in terms of response time and energy consumption.

6.3 Open issues and future work

Despite the very good performance that our approaches demonstrate, there is still room

for improvement. More specifically:
1. Further improving PL-MEDICI through parameter tuning

PL-MEDICI mechanism is a weighted multi-criteria offloading mechanism that allows

each loT application to consider the importance of each decision metric independently,
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according to their needs. For example, loT applications that are more time-critical (e.g.
a healthcare loT applications) give more weight to the response time metric rather than
the energy consumption, while for more computationally demanding applications where
energy consumption is important (e.g.face detection), the energy consumption metric
has more weight in the offloading decision. This preference is denoted by the parameter
/3 of our decision function (equation [4.12).

Another parameter that depends on the type of application is the parameter ~, which
denotes how important it is to have up-to-date knowledge for each specific loT applica-
tion (e.g. if accuracy of estimation is very important AoK should be given more weight).

In our experiments, 5 and ~ values were empirically chosen and remained the same
throughout the experiments, by running experiments for each application (as widely done
in the literature (Lin et al.[2013, Khoda et al.[2016b, Jaddoa et al.[2020, Chen et al.[2015)
and finding the best values that correspond to the best goal function GG of equation 4.12|

However, determining those weight values in a more automated and optimal way
could influence the decision-making outcome and could further improve the performance
of our mechanism.

Some promising methods that could potentially be used to chose the values of those
weights in a more dynamic way could be the Entropy method (Deng et al.[2000, Al-Aomar
2010, Jahan et al.[2012). It is used to weight certain criteria in a given problem based
on a certain amount of information. Mathematically, it represents the uncertainty of the
criterion in the form of a discrete probability distribution in the Multi-Attribute Decision-
Making(MADM) problem.

Additionally, other semi-dynamic methods that calculate the weights for the criteria
based on predefined preferred values could be used, such as in (Wu et al.[2013), (Zhou
et al. 20195), (Ravi & Peddoju/2015) and (Singla & Kaushal|[2015) which use the Ana-
lytic Hierarchy Process (AHP) that employs a pairwise comparison to express relative

strength or intensity of the decision criteria.
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2. Further improving our mechanism through better estimation of processing

or network times

The choice of polynomial regression was based on the behaviour of the selected
applications and the need for a lightweight prediction mechanism. Application of differ-
ent lightweight machine learning implementations, which might be more appropriate for
larger-scale loT environments could further improve our predictions without considerably
greater overheads.

Also, the smoothing technique used to estimate the network times was chosen for its
simplicity and the fact that it was lightweight. A more accurate way for estimating network
delays could include more network parameters such as packet loss, propagation delays,
packet duplication or packet corruption and assess the impact added to the delay of a
task’s overall response time. This however could be more computationally demanding,

adding to the overhead of the estimation.
3. Data overload

Our current probeless offloading mechanism highly depends on the stored historical data
of previous executions of tasks. This data is stored at the loT device after the completion
of each task. Over time, this may lead to a large size of data size for the loT device
itself, which hasn’t been considered in this thesis. An easy solution would be to simply
remove the oldest values and only keep values of a specific age, however, this could
disadvantage devices that are not frequently chosen, as there might not be enough data
to make accurate estimations. An optimal data eviction policy could potentially help with

optimally storing the right amount of data Gupta et al. (2020).
4. Expand our mechanism to be applied to other loT applications

In this thesis we concentrated on loT applications whose performance was measured

through response time and energy consumption and thus used those as criteria in the
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decision. This though could be extended to include other types of loT tasks. For ex-
ample, having shown its usefulness in reducing energy cost and time for cyber intrusion
detection, MEDICI has been adopted by the EU research project C4lloT[| ("Cybersecu-
rity 4.0 for protecting the Industrial Internet of Things”) to make offloading decisions for
Al-based anomaly detection applications running on industrial IoT devices. For this, the
metrics of MEDICI were enhanced to include, apart from the response time, also the
accuracy/confidence of the anomaly detection. In this way MEDICI decides on whether
an anomaly detection task should run at an edge or a cloud device so that the overall
anomaly detection times are improved without compromising the accuracy of detection.

Of course, the estimation of such parameters could prove challenging.

'https://www.c4iiot.eu
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6.4 Final Remark

loT devices with smarter and more computationally demanding tasks are expected to be
the norm in the near future, helping individuals in every aspect of their everyday lives,
from face recognition to protecting themselves against cyber attacks. Technologies such
as computational offloading that enable this to happen in a sustainable way are therefore
a clear direction of the current research that is related to enhancing loT performance.

The aim of this work was to contribute towards this direction.
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