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Abstract—Although blockchain is a promising technology
that can bring significant benefits into current centralized IoT-
based health monitoring systems in order to address security
challenges, the resource-constrained IoT devices of these
systems cannot afford complex and heavyweight operations
due to their limited processing power, storage capacity, and
battery life. Therefore, in this paper, we propose a
Hyperledger Fabric-based blockchain architecture to: i)
enhance security in IoT-based health monitoring systems, ii)
achieve better storage handling due to the limited storage
capacity of sensors and gateways, iii) facilitate decentralized
accountability, and iv) eliminate single point of failure.
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I. INTRODUCTION

Over the past few years, we have witnessed the
emergence of the Internet of Things (IoT) technology that
brings significant benefits to the healthcare sector and can
play a noteworthy role in improving citizens’ quality of life
by enabling IoT-based health monitoring systems that
provide personalised healthcare services without time and
location constraints [1], [2]. However, the wide range of
different communication technologies (e.g., WLANS,
Bluetooth, Zigbee, WANs) and types of IoT devices (e.g.,
medical sensors, diagnostic tools, wireless access points)
incorporated in IoT-based health monitoring systems as well
as the fact that the transmission of sensitive healthcare
information (e.g., patient’s vital signs), between patients and
healthcare providers, is done through the Internet are factors
that raise many security challenges [3],[4].

Thus, security solutions that meet the fundamental
security requirements (.e., authentication,
authorization/access ~ control, data  integrity, data
confidentiality, and availability) for the ever-evolving IoT-
based health monitoring systems are essential for the
acceptance and wide adoption of such systems in the coming
next years [5], [6]. Nevertheless, the high resource
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requirements, in terms of computational cost and energy
consumption, of complex and heavyweight conventional
security mechanisms, cannot be afforded by resource-
constrained Internet of Medical Things nodes (e.g., medical
sensors) which constitute main components of IoT-based
health monitoring systems [7], [8]. Moreover, the
centralization approach adopted by the state-of-the-art
traditional security frameworks is not well applicable to IoT-
based health monitoring systems due to single point of
failure issues [7], [9],[10]. In addition, it is worthwhile to
mention that conventional defense mechanisms cannot
ensure complete tamper proof systems [4].

Therefore, there is an urgent need for novel security
mechanisms to address the pressing security challenges of
IoT-based health monitoring systems in an effective and
efficient manner before they gain the trust of all involved
stakeholders and reach their full potential in the healthcare
market [3], [4]. Towards this direction, the focus of our
research work is on the integration of blockchain technology
into novel security solutions for IoT-based health monitoring
systems as blockchain has been foreseen by industry and
research community as a disruptive technology that can play
a significant role in: a) securing IoT devices, which are key
elements of IoT-based health monitoring systems; and b)
resisting unauthorised access during data transmission (i.e.,
tamper proof transmission of medical data) [4], [11].
However, despite the significant benefits that blockchain
technology can bring into current centralized IoT-based
health monitoring systems in order to address their security
challenges, the resource-constrained IoT devices of these
systems cannot afford complex and heavyweight operations
(e.g., mining process in Proof of Work (PoW)) due to their
limited processing power, storage capacity, and battery life
[12], [13]. Therefore, in this paper, we propose a
Hyperledger Fabric (HLF)-based blockchain architecture to:
i) secure loT-based health monitoring systems, ii) achieve
better storage handling due to the limited storage capacity of
sensors and gateways, iii) facilitate decentralized
accountability, and iv) eliminate single point of failure. It is



worthwhile to mention that we adopted the Hyperledger
Fabric blockchain platform as it is a permissioned blockchain
platform and presents low processing complexity which are
essential characteristics for IoT-based health monitoring
systems[12], [13].

Following the introduction, this paper is organized as
follows. In section II, we review several blockchain-based
architectures for IoT systems. In section III we present the
Perception Domain of an IoT-based health monitoring
system in which the proposed Hyperledger Fabric-based
blockchain is applied. In section IV, the architecture of the
proposed Hyperledger Fabric-based blockchain is provided
along with details about the main architecture components.
Finally, section V concludes this paper.

II. RELATED WORK

In this section, an overview of blockchain-based
architectures for IoT systems is given.

A. Dorri et al. in [14] set a milestone for the integration
of the blockchain technology with IoT. The concept of Proof
of Work (PoW) is eliminated and the need of coins as well.
The concepts of local Blockchain and local miner are
introduced, and they are being used also in this paper for our
proposed scheme. After the publication of Hyperledger
Fabric, an open-source system for deploying and operating
permissioned blockchains [15], many papers have been
based on the implementation of [14] enhancing it with this
latest technology.

O. Attia et al. in [16] have focused on this integration of
Blockchain and IoT. As in the case of [14], the concept of
PoW has been eliminated along with the need of rewards.
The proposed framework is focused on the distributed
technology as a security mechanism making it more suitable
for the requirements of an IoT network. The term of Medical
Devices Blockchain is introduced as a mechanism to ensure
trust between a network of IoT medical devices.

A. D. Dwivedi et al. in [17] focus on Remote Patient
Monitoring (RPM) and introduce a privacy preserving
scheme to overcome the restrictions of Blockchain
implementation in IoT (high power consumption, slow
transaction rate, etc) and exploit its benefits. The authors
succeed in decentralization with the use of an overlay
decentralised network, they introduce a lightweight ring
signature scheme and digital signatures for anonymity of the
users and authentication of data, and they adopt the
elimination of PoW to achieve scalability.

Furthermore, A. D. Dwivedi et al. in [18] propose a
security scheme with the integration of Blockchain in
healthcare applications. The IoT networks are arranged in
clusters and each cluster elects a cluster head to avoid delays
and to reduce overhead in nodes. In correlation with [17], the
authors extent the concept of the overlay network, propose
the ideas of the transmission of data “when necessary” and the
storage of the hash in the local blockchain and the healthcare
data in the Cloud. Again, in corelation with other proposed
works, the authors make use of other algorithms for the
validation process over PoW, such as Proof of Authority
algorithms which are characterized as algorithms with
increased performance in comparison to the typical
Byzantine Fault Tolerance Algorithms.

The authors in [19], use Hyperledger Fabric to create a
permissioned Blockchain for IoT. The scheme is provided

with a certification authority for the registration process and
with a local peer structure to interact with an associated
anchor peer in the global network. The issues that this work
addresses are the transactions per second (TPS) and the
limits in the storage requirements of each peer. Each group
of IoT devices has a peer for validating the transactions
(namely Lpeer). Lpeer works for the organizational [oT
devices and in case it is necessary it can be divided into
many instances to create a distributed local network to avoid
the issue of single point of failure.

H. H. Pajooh et al. in [13] propose and evaluate a more
complete blockchain implementation with the use of the
Hyperledger Fabric platform. They present a solution for a
model introduced in [20] where they create a Multi-layer
Blockchain Network for IoT with Local Blockchains that
connect different gateways of IoT systems with a Base
Station and with a Global Blockchain that interconnects
multiple Base Stations. They implement their solution with
the use of RPi devices and Virtual Machines and evaluate its
performance.

The authors in [19], [16], and [18] note the significance
of the implementation of smart contracts in an IoT network.
Smart contract is a piece of code embedded in a blockchain
that functions as a regulator in order for the transactions to be
performed under specific rules, terms, and conditions. In the
case of Hyperledger Fabric, used in [19] and [16], smart
contracts are replaced with Chaincode, which is the
equivalent to smart contracts in the Hyperledger Fabric
platform [15].

III. SCENARIO ARCHITECTURE

The proposed Hyperledger Fabric-based blockchain
architecture is designed for the Perception Domain (i.e., IoT
edge network) of IoT-based health monitoring systems, as
shown in Figure 1. The Perception Domain of an IoT-based
health monitoring system interacts with objects (e.g.,
physical things) through the IoT devices (e.g., sensors,
actuators, etc.) of the IoT edge network. The main purpose of
this domain is to connect things into IoT edge network, and
to measure, gather and handle the information provided by
these things (e.g., patient’s body, patient’s home
environment) through IoT devices (e.g., sensors).
Afterwards, the Gateway is responsible to transmit the
gathered information outside the Perception Domain (i.e.,
telecommunication network, Cloud). Finally, the Perception
Domain contains the bio-sensors responsible to gather the
vital signs of the user-patient (e.g., blood pressure, body
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sensors for collecting context information from the user-
patient environment (e.g., air pressure, humidity, sound, etc.)
as shown in Figure 1.

IV. PROPOSED HYPERLEDGER FABRIC-BASED BLOCKCHAIN
ARCHITECTURE

The proposed Hyperledger Fabric-based blockchain
architecture consists of: i) a Local Blockchain (LB) for each
Perception Domain of each IoT-based health monitoring
system, and ii) a Global Blockchain (GB) interconnecting the
Local Blockchains of the Perception Domains, as shown in
Figure 2.

A. Local Blockchain

The LB of each Perception Domain is responsible to
secure the transactions (i.e., communication between
devices) taking place into the given Perception Domain. The
transactions are initiated by the sensors of the Perception
Domain.

To enable the LB of each Perception Domain, we
introduce a stand-alone All-in-One component that integrates
within the Gateway two sub-components; one that functions
as the endorsing-validation Peer and another that functions
as the Orderer, as shown in Figure 3. In other words, the
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Fig. 3 Gateway Architecture of a Local Blockchain

consensus, consisting of the execution-endorsement,
ordering, and validation steps, is performed with use of
consensus algorithms and after the transactions have been
ordered and fulfilled certain criteria in the proposed All-in-
One component. Thus, an LB is created inside the Perception
Domain by a Peer endorsing-validating the transactions and
an Orderer responsible for taking the validated transactions,
creating blocks and sending them to the Peer (i.e.,
committing Peer) to update the Local Ledger in the LB.

In particular, as shown in Figure 3, the Peer consists of
the following:

e FEndorser-Validator: it is used to endorse and
validate transactions. To endorse, it runs the smart
contract (i.e., implemented chaincode) that is related
with each transaction and sends the signed outcome
to the Orderer. The endorsement from a sole peer is
set by the endorsing policies that are included in it.
The validation process confirms the transactions that
are legit and then the block of transactions is
committed to the ledger, which gets updated [21].

e Chaincode: also known as smart contract, is a set of
rules running during the execution phase in the Peer
and regulates the transactions in an LB. Chaincode,
in Hyperledger Fabric, can be written in Go, Node.js
or Java, through a contract interface [15].

e Ledger: a tamper-proof database that stores the
transactions. The gateway, through the peer, has
permission to read/write on the ledger. Ledger data
cannot be altered or deleted. It can be separated in
two entities, Global and Local Ledger, which will be
analysed in the following section.

On the other hand, the Orderer functions as the ordering
service of an LB. It receives the validated transactions, and
orders them according to the reliance that was defined in the
execution phase. Then gathers these transactions into a block
and produces a hash-chained series of blocks as an output.

Furthermore, due to the significant volume of blockchain
data generated in a LB and, at the same time, the limited
storage capabilities of Gateways, the issue of data storage in
LB is of high importance. In this regard, we propose the
following two approaches in order to address this issue
sufficiently.
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Firstly, we propose that the data collected from the
sensors not to be stored inside blocks. Blocks should store
only the ID of the sensors involved in each transaction and
the details of transaction itself, rather than the actual sensing
data, which should be hashed and then pass, through the
Gateway to the Cloud where they will be stored. The hash of
the data is stored in the blocks to ensure the integrity of the
sent data. This way, the Peer of each LB keeps stored in its
ledger only the id of the sensors involved in each transaction
and the details of transaction itself, which are the minimum
data required for ensuring the integrity of the transactions.

Secondly, we also introduce the novel concept of the
Reset of LB, as shown in Figure 4. After a certain threshold
(1) (i.e., a certain amount of time or a certain size of stored
data), the Peer inside the Gateway initiates a Reset
transaction (2). The Peer makes a Reset transaction proposal
to move the data of the ledger of the LB outside its storage
device and free storage space. The transaction is then sent for
endorsing (3) in the GB network by other Peers and ordered
by the Global Orderer (4) and then back for validation (5) in
the GB network. After its completion, the transaction is
committed and built within a block in the Global blockchain
with other transactions (6). This way from an LB of several
blocks and a size of a certain number of bytes, we are led to a
block (i.e., built in the GB) whose relevant size in the GB
ledger is negligible in comparison with the size of an entire
Blockchain such as the LB. The data of the LB ledger that
was stored in the Peer previously are not stored inside the
GB. Instead, a hash is created for the LB and stored in the
GB together with the transaction and the ID of the Peer that
proposed it. The data of LB along with its hash is stored in
the Cloud storage (7), protecting the integrity of the data. As
a last step, the Local Ledger gets erased and an initiation

stored in the Cloud

transaction is proposed generating a genesis block (8) for a
new LB and validating anew the nodes of the Perception
Domain. Although the increase in the number of message
exchanges, the Reset Transaction reduces the block storage
complexity while the security level increases.

B. Global Blockchain

The GB interconnects the LBs of the various Perception
Domains in order to: i) relieve their Gateways (i.e., better
storage handling), which have low storage capacity, by
storing data to the GB, ii) facilitate decentralized
accountability, and iii) eliminate single point of failure, while
at the same time ensuring data integrity, availability and
accountability at the global level.

Further to the LB for the Perception Domain of an IoT-based
health monitoring system, the proposed architecture extends
to the creation of a GB with the participation of many Peers,
located in different Perception Domains, and Cloud servers /
databases of health providers. While in an LB each Peer acts
as an endorsing-validating Peer of the given LB, in the GB
each Peer of each LB acts like an endorsing-validating Peer
of a larger blockchain (i.e., GB) where a Global Ledger is
responsible to store the transactions among the Peers and
between the Peers and the Cloud storage. In addition, in the
GB, a Global Orderer is located on a trusted server. Finally,
the GB runs its own Chaincode and has its own endorsement
policies stored inside the Peers as a separate Blockchain.

V. CONCLUSION AND FUTURE WORK

In this paper, we proposed a Hyperledger Fabric-based
blockchain architecture consisting of: i) an LB for each
Perception Domain of each loT-based health monitoring
system, and ii) a GB interconnecting the LBs of the



Perception Domains. The LB of each Perception Domain is
responsible to secure the transactions taking place into the
given Perception Domain, and the GB aims at i) relieving the
resource-constrained Gateways (i.e., better storage handling),
ii) facilitating decentralized accountability, and iii)
eliminating single point of failure, while at the same time
ensuring data integrity, availability, and non-repudiation at
the global level. It is noteworthy to highlight that each LB
guarantees integrity and tamper-resistance of the sensor ids
and transaction details stored in the Local Ledger. On the
other hand, the GB ensures integrity and tamper-resistance of
the actual sensing data stored in the Global Ledger.
Moreover, the tamper-resistance of any LB and the GB
ensure non-repudiation. As future work, we intend to
implement the proposed architecture in a virtual environment
and evaluate it in terms of performance metrics such as
transaction throughput, resource consumption, network use
and latency.
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