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Abstract—With the advent of 5G and the forthcoming 6G
networks, network slicing has emerged as a pivotal technology to
address the diverse and dynamic communication needs of modern
systems. It enables the creation of multiple virtual networks over
a shared physical infrastructure, optimizing resource utilization
and providing tailored services. However, due to the security
and service requirements of different slices, different network
slicings usually adopt different public key cryptosystems, that
is, heterogeneous network slicing, which inevitably leads to se-
curity challenges in data transmission of heterogeneous network
devices. To address this, this paper proposes a generalized multi-
heterogeneous signcryption scheme (MHSC) for network slicing,
which ensures secure and efficient data transmission among
devices utilizing three widely adopted public key cryptography
systems: Public Key Infrastructure (PKI), Identity-Based Cryp-
tography (IBC), and Certificateless Cryptography (CLC). Based
mathematically hard problems, MHSC achieves multiple security
properties, including forward secrecy and public verifiability,
ensuring a higher level of security. In computational and commu-
nication efficiency, MHSC is evaluated through both theoretical
analysis and simulation experiments. The results demonstrate
that MHSC can improve computational efficiency by 17.66%
and communication efficiency by 5.94% on average, offering a
scalable and efficient solution for secure data transmission in
heterogeneous network slicings.

Index Terms—heterogeneous signcryption, generalized sign-
cryption, random oracle model, network slicing.

I. INTRODUCTION

ITH the rapid advancement of 5G and the development

of 6G networks, network slicing has emerged as a fun-
damental technology for addressing the diverse and dynamic
communication demands [1], [2]. It leverages software-defined
networking and network function virtualization to logically
partition network resources into isolated end-to-end slices,
each customized to meet specific performance, security, and
reliability requirements. Through dynamic resource allocation,
these slices optimize utilization and adapt to fluctuating de-
mands, ensuring efficient and flexible network services [3].
For instance, low-latency slices can support real-time data
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transmission for autonomous vehicles or telemedicine, while
high-bandwidth slices are well-suited for high-throughput ap-
plications such as HD video streaming or virtual reality.

However, the widespread adoption of network slicing has
also introduced significant security challenges. Since network
slicing is designed to provide customized services, different
slices may employ different cryptographys to meet their spe-
cific security requirements [4]. In high-security and identity-
trust-demanding applications, such as smart cities and finan-
cial transactions, a certificate-based Public Key Infrastructure
(PKI) is typically used [5]. PKI is responsible for distributing
and managing public key certificates for devices to ensure
identity trust and secure data transmission. However, as the
number of devices grows, managing certificates becomes
increasingly complex, leading to significant computational,
storage, and communication overhead. In scenarios requiring
comprehensive data monitoring, such as remote healthcare
and military communications, an Identity-Based Cryptography
(IBC) is commonly employed. In IBC, a device’s identity
serves as its public key, and the Private Key Generator
(PKG) generates the corresponding private key based on the
device’s identity, enabling real-time decryption and monitoring
of data within the slice. However, IBC presents the key escrow
problem—if the PKG is compromised, the private keys of all
devices within the slice could be exposed [6]. For resource-
constrained and large-scale device environments, such as the
Industrial Internet of Things (IIoT) and drone swarms, the
Certificateless Cryptography (CLC) is often used [7]. CLC
employs a Key Generation Center (KGC) to collaboratively
generate keys with users, eliminating the need for certificate
management and mitigating the key escrow issue. However,
CLC offers lower identity authentication security compared
to PKI and imposes higher security requirements on com-
munication protocols. Therefore, due to the varying security
characteristics and application scenarios of different public
key cryptosystems, network slicing must adopt appropriate
cryptosystems based on specific security needs, resulting in
a heterogeneous environment [8].

Furthermore, existing applications are often not confined
to a single network slicing but span across multiple slic-
ings for complex data interactions. Specifically, in Intelligent
Transportation Systems (ITS), autonomous vehicles, traffic
management systems, and Roadside Units (RSUs) may reside
in different network slicings. Each slicing utilizes a distinct
cryptographic system to meet varying service quality require-
ments, and the slicing collaborate with each other to ensure
the efficient operation of the entire ITS ecosystem. As a result,
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to enable interaction and information propagation between
network slicings, cross-slice data transmission must ensure
security in terms of data integrity and confidentiality. Since
the key generation mechanisms and security requirements vary
across heterogeneous cryptosystems, a new challenge arises:
How can secure data transmission be ensured between network
slicings that employ different public-key cryptosystems?

In addition, the diversity of devices in heterogeneous slic-
ings imposes higher performance demands on data transmis-
sion. In particular, in resource-constrained application scenar-
ios like IoT and Wireless Body Area Networks (WBANS),
where devices typically rely on portable batteries with limited
computation and communication capabilities, it becomes dif-
ficult to support complex encryption algorithms and authenti-
cation protocols [9], [10]. Thus, designing a secure, efficient,
and flexible data transmission mechanism for heterogeneous
slices is essential.

To secure data interactions between heterogeneous cryp-
tosystems, researchers have proposed various heterogeneous
signcryption schemes [11]. However, existing solutions only
support one-way or mutual data interaction between any two
of the PKI, IBC, and CLC cryptographic systems, failing
to meet the need for secure and efficient interoperability
among all three. Even when multiple heterogeneous sign-
cryption schemes are used to enable secure data transmission
across the three cryptographic systems, differences in key
generation methods and the uniform ciphertext format across
these schemes may lead to multiple public-private key pairs
on the same device and ciphertext parsing confusion. This
hinders efficient transmission between heterogeneous devices.
Additionally, terminal devices may need to maintain multiple
pairs of public and private keys, increasing the overall com-
plexity of key management. More importantly, the security
standards of various heterogeneous signcryption mechanisms
lack uniformity. If a vulnerability exists in one mechanism,
attackers may exploit it to spread malicious information,
further propagating threats across the entire system through
associated heterogeneous signcryption mechanisms, ultimately
posing a severe risk to the overall security of the heterogeneous
network.

Motivated by these considerations, we propose a generalized
multi-heterogeneous signcryption scheme for network slicings,
and the main contribution as follows.

1) Generalized Heterogeneous Signcryption Scheme Pro-
posed. We propose a generalized multi-heterogeneous
signcryption scheme for next generation slicing network,
as MHSC. MHSC integrates a signcryption mechanism,
enabling secure and efficient data transmission between
heterogeneous devices across any combination of PKI,
IBC, and CLC cryptosystems within network slices.

2) Security Proofs and Analysis. Based on Random Or-
acle Model (ROM), we proof the confidentiality and
unforgeability of MHSC. Additionally, based on security
assumptions, MHSC satisfies several security properties,
including non-repudiation, integrity, public verifiability,
forward secrecy, known session-specific temporary in-
formation security and scalability, ensuring security data

transmission across heterogeneous network slices and
showing the scalability of practical applications.

3) Performance Evaluation and Efficiency Improvement.
Through both theoretical analysis and simulation exper-
iments, MHSC outperforms existing solutions in com-
putational and communication efficiency. Specifically,
MHSC improves computational efficiency by approxi-
mately 17.66% and communication efficiency by 5.94%
on average, making it better suited for heterogeneous
network slicings.

The overall structure of this paper is as follows. In Section
II, we analyze and discuss the research status related to our
paper. In Section III, we organize the fundamental knowledge
relevant to MHSC. In Section IV, we present the pro-
posed generalized multi-heterogeneous signcryption scheme.
In Section V, we conduct the security analysis of MHSC. In
Section VI, we perform simulation experiments to compare
the performance of MHSC. In Section VII, we provide a
conclusion of the entire paper.

II. RELATED WORK

With the accelerated deployment of 5G and the evolu-
tion toward 6G, network slicing has emerged as a pivotal
technology in next-generation network architectures, enabling
customized services over shared infrastructure [12]. To accom-
modate diverse security and service requirements, different
slices frequently adopt heterogeneous public key cryptographic
systems, such as PKI, IBC, and CLC, thereby forming a
heterogeneous cryptographic environment [13], [14]. To enable
secure and efficient data exchange across such heterogeneous
slices, a range of heterogeneous signcryption schemes have
been proposed. Based on the type of heterogeneity involved,
we analyze the existing schemes in terms of computational
efficiency, communication efficiency, and security. A compar-
ative overview is presented in Table L.

To enable secure interactions between PKI and IBC in het-
erogeneous network slicing, Wang proposed a mutual hetero-
geneous signcryption scheme that satisfies most security prop-
erties and demonstrates strong security guarantees [15]. How-
ever, its reliance on bilinear pairings incurs significant com-
putational overhead, making it less suitable for low-latency
network slicings. To address this, Tao also proposed a mutual
heterogeneous signcryption scheme that reduces the number of
bilinear pairing operations to improve computational efficiency
but fails to meet public verifiability and known session-specific
temporary information security [16]. Building on this, Khan,
Pan, and Ting proposed further optimizations that eliminate
pairing operations altogether to improve efficiency [17]-[20].
However, their schemes exhibit security limitations, such as
vulnerability to forgery and chosen-ciphertext attacks, which
hinder their practical deployment [17]-[20].

For secure interaction between IBC and CLC in heteroge-
neous network slicing, Qiu proposed a heterogeneous sign-
cryption scheme for multiple messages and multiple receivers
based on Lagrange interpolation theorem, which eliminates
the heavy computational burden brought by bilinear pairings
and achieves high computational efficiency [21]. Nonetheless,
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TABLE I: Comparison of Related Works in Efficient and Security.

Scheme Type . ‘.Computa.tl.onal Efficiency — Communication Efficiency | Security
Without Bilinear Pairing | Few Multiplications

Wang [15] PKI — IBC X v v v
Tao [16] PKI — IBC X v v v
Khan [17] IBC — PKI v v v X
Pan [18] IBC — PKI v v v X
Ting [19] IBC — PKI v v v X
Qiu [21] IBC — CLC v v v X
Niu [24] IBC — CLC v X v v
Ullah [22] CLC — IBC v v X X
Elkhalil [23] | CLC — IBC v v X X
Hou [25] PKI — CLC X v v X
Liu [26] PKI <+ CLC v X v v
Niu [28] CLC — PKI v X v v
Elkhalil [27] | CLC — PKI v X X v
MHSC All v v v v

it lacks unforgeability, as malicious recipients can forge valid
ciphertexts, posing risks in multi-tenant slicing environments.
Similarly, Ullah and Elkhalil’s scheme for vehicular networks
also exhibits security vulnerabilities, restricting its applica-
bility in network slicings [22], [23]. Niu proposed a hybrid
group heterogeneous signcryption scheme that avoids bilinear
pairings but relies on excessive multiplications, leading to
computational inefficiencies [24].

For secure communication between PKI and CLC in het-
erogeneous network slicing, Hou proposed a heterogeneous
signcryption scheme supporting equality testing for IoT [25].
However, its reliance on bilinear pairings results in high com-
putational costs, making it impractical for latency-sensitive
slicing environments. To improve efficiency, Liu introduced a
scheme that eliminates bilinear pairings, relying only on group
multiplications and additions [26]. Subsequent refinements by
Elkhalil and Niu further enhanced computational efficiency
and security, improving adaptability to heterogeneous slicing
networks [27], [28]. However, their schemes still involve a
considerable number of multiplications, which limits compu-
tational efficiency [27], [28].

Based on the analysis, it is evident that current schemes are
still insufficient to support secure and efficient communication
in multi-heterogeneous network slicings. Most approaches
focus solely on data transmission between two distinct cryp-
tographic systems, which limits interoperability across PKI,
IBC, and CLC. Moreover, some schemes rely on computation-
ally expensive bilinear pairings, rendering them impractical
for latency-sensitive or resource-constrained network slicing.
Further, certain schemes fail to ensure security properties, such
as forward secrecy, thereby diminishing their applicability.

Unlike the aforementioned studies, we focus on constructing
a generalized multi-heterogeneous signcryption mechanism
that ensures secure and efficient data transmission across PKI,
IBC, and CLC within heterogeneous network slicings.

III. PRELIMINARIES

In this section, we provide a brief overview of the funda-
mental knowledge relevant to this paper, including the system

Fig. 1: The System Model for Multi-Heterogeneous Slicing
Networks.

model, security goals and security assumptions.

A. System Model

For network slicing environments, we give the system
model for MHSC, which is based on three distinct public
key cryptographic systems, as illustrated in Fig. 1. In the
model, there are four key entities: Trusted Authority (TA),
PKI devices, IBC devices, and CLC devices.

o Trusted Authority: TA manages cryptographic keys and
network slicing. It consists of a Certification Authority
(CA) in the PKI, a PKG in IBC, and a KGC in CLC.

e PKI Devices: Devices using PKI rely on certificates for
secure communication, ideal for slices requiring high
security and trust.

e IBC Devices: Devices in IBC use identities as public
keys, simplifying key management, making it efficient
for environments with frequent device changes.

e CLC Devices: Devices in CLC generate keys with the TA,
balancing security and performance, suitable for slices
needing flexibility and efficiency.
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These heterogeneous devices collaborate to meet diverse se-
curity and performance requirements across network slicing.

B. Security Goals

To ensure the secure transmission of data across heteroge-
neous network slices, the design of MHSC’s security goals
include the following security properties.

1) Confidentiality: Only authorized users can decipher the
ciphertext and obtain the correct message, while unau-
thorized users cannot access the correct information.

2) Unforgeability: Attackers cannot forge a legitimate ci-
phertext based on existing information.

3) Non-Repudiation: The involved entities cannot deny
their participation in the message event they sent.

4) Integrity: The message transmitted over public channels
is not illegally tampered with.

5) Public Verifiability: After obtaining a signcryption ci-
phertext, any user can verify its validity through certain
computations.

6) Forward Secrecy: Even if the private key is compro-
mised, attackers cannot access the message during pre-
vious communication.

7) Known Session-Specific Temporary Information Secu-
rity: Even if the attacker knows the temporary random
number used in signcryption process, attacker still can-
not obtain the correct message.

8) Scalability: Maintains security and performance effi-
ciency while accommodating an increasing number of
heterogeneous slices and devices.

C. Security Assumptions

To ensure the security of MHSC, we give two security
assumptions, which serve as the foundation for the subsequent
security analysis. In these assumptions, we assume the exis-
tence of an additive cyclic group G of order g, with P as the
generator of GG. Additionally, the notations used throughout
this paper are summarized in Table II.

e Discrete Logarithm (DL) Assumptions: Given a € Z7,
attacker A can efficiently compute aP. However, the
probability Advg L of attacker A successfully computing
the correct a € Z;, from the tuple (P, aP) is negligible.

o Computational Diffie-Hellman (CDH) Assumptions:
Given a,b € Z, attacker A can efficiently compute
abP. However, the probability Adng H of attacker A
successfully computing the correct abP from the tuple

(P,aP,bP) is also negligible.

IV. THE DESIGNED OF MHSC

In this section, we propose the generalized multi-
heterogeneous signcryption scheme, as MHSC. MHSC con-
sists of four phases: Set Up, User Registration, General Sign-
cryption, and General Unsigncryption. The overall process is
illustrated in Fig. 2.

Trusted Authority

| 2 UserRogistration }
dy k= | oy — e —
N/ N/ 3 ' General \ / \ /
rci & - | Signeryption rxi @ -2
1.?[ - [ = ﬁ - I =8
N I Sl = /=\ I Sl
’ N o// L N o//
=% BC | | aF= — 1 IBC
\ General 1
| Unsi tion |
- (\ ! Unsigneryption | ,Ej _
N T~ =z
cLC  §-- fl Secure cLc Y-- g
Data Transmission

heterogeneous network slices

Fig. 2: The Overview of MHSC.

TABLE II: Notations and Explanations.

Symbol Explanation
G Additive cyclic group of order ¢
P Generator of G
Z The number of [1,...q — 1]
s Master system key
Poup System public key
hi,ha,hs, ha, hs Hash functions
F (") Generalized function
params System public parameters
D () Set of specific elements
o Signcryption ciphertext
m Message that the device needs to send
1D; Identity of device in network slicing
(PKs,SKg) Public and private keys of sender /D g
(PKRr,SKR) Public and private keys of receiver /DR
S2) XOR operation
A. Set Up

Based on the given system security parameter v, TA selects
an additive cyclic group G with a generator P, where the
order of G is ¢ (¢ < 27). Next, TA selects five secure hash
functions: hq : {0,1}l X GxG — ZF hy : G — {0,1}7,
h - {0,137 x G* x {0,1)" x G — Z*, hy : {0,1}" x G® x

* * . 12 6 * *
{0,1}" x G = Z, hs : {0,1} x G° x{0,1}" x G — Z;,
where [ represents the bit length of the unique device identifier.

Then, TA chooses a random number s € Z;‘ as the master
system key, computes the system public key P,,; = sP and
define a generalized function F'(-) as Equation 1. here, PK;
represents the public key of device ID;, ®(-) denotes the set
of specific elements. For example, ®(G) represents the set of
any one element from an additive cyclic group G.

PK,; € o(G)

PK,; € o(G,G)
PK; € o(G,G, Q)
others.

F(PK;) = (1)

O W N
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Finally, TA generates the system public parameters
params = {G,P,q, Ppup, h1, ha, hs, ha, hs, F(-)} and dis-
tributes params to all devices in network via secure channel.

B. User Registration

Considering the diversity of key generation across various
heterogeneous network slices, MHSC divides the user regis-
tration into three parts: PKI-Gen, IBC-Gen, and CLC-Gen.

1) PKI-Gen: In PKI, device ID, first selects a random
number x; € Z7 as the private key SK; = x;, and generates
P; = x; 7' P as the the corresponding public key. Afterwards,
ID; sends the generated public key PK; = P; to the CA
for signature and the generation of the corresponding public
certificate.

2) IBC-Gen: In IBC, device ID; uses the unique identifier
ID; as the private key request, which is sent to PKG. Upon
receiving the private key request, the PKG selects a random
number r; € Zj; and computes R; = r;P. Then, PKG
computes h; = hi(ID;, R;, Ppyup), generates d; = r; + sh;
and send (R;,d;) to ID; through a secure channel. Upon
receiving (R;,d;) sent by PKG, ID; computes X; = h;lRi
and generates the private key SK; = d; and the public key
PK; = (R;, X;).

3) CLC-Gen: In CLC, device ID; selects a random number
x; € Z, as secret value, generates the corresponding public
key P; = x,; P, and sends (ID;, P;) as the partial private key
request to KGC. Upon receiving the partial private key request,
KGC selects a random number r; € Z;, computes R; = r; P
and h; = h1(ID;, R;, P;). Next, KGC generates the partial
private key d; = r; + sh; and sends (d;, R;) to ID; through a
secure channel. Finally, I D; computes X; = h; L R,, combines
the partial private key and secret value to generate the full
private key SK; = (z;,d;) and the full public key PK; =
(P, R, X5).

After the user registration phase, based the target device’s
public key PK;, any user can perform the following calcula-
tion to determine the cryptosystem and private key type used
by the target device in network slicing.

e F(PK;)=1: device ID; under PKI with public/private

key SKZ = J}i,PKi = Pl

e F(PK;)=2:device ID; under IBC with public/private

e F(PK,;)=3:device ID; under CLC with public/private

e F(PK;)=0:device ID; does not belong to any of the

cryptosystems of PKI, IBC and CLC, and is not part of
the discussion in this paper.

To  Dbetter illustrate MHSC, we assume a multi-
heterogeneous network slicing scenario involving two
devices: the sender IDg and the receiver IDg. Both
entities have completed User Registration and generated their
respective public-private key pairs.

C. General Signcryption

In General Signcryption, the sender I Dg leverages its and
the receiver’s public keys PK g, PKr to determine hetero-
geneity and identify their respective cryptosystems (Steps

1-2). It then computes the signature and ciphertext using its
private key SK g and the receiver’s public key PK g, forming
the signcryption ciphertext o (Steps 3-6), as Fig. 3.

1) Selects a random number a € Zj, calculates F'(PK )
and F(PKg).

2) Verifies whether the equation F'(PKg) = F(PKp) or
F(PKg) * F(PKg) = 0 holds.

o If holds, it means that sender /D g and receiver I D
are in the same public key cryptosystem, or there
is one of the two that does not belong to the three
public key cryptosystems PKI, IBC and CLC, and
the process can be exited;

o otherwise, I Dg performs the next step.

3) Generates the T} and 715 as follows.
a) If F(PKg) = 1, calculates T = aPs and T as
follows.
o If F(PKpR) =2, computes hg = h1(IDpg, Rg,
Ppup) and Tp = athgl(XR + Poub)-
o If F(PKR) = 3, computes hg = h1(IDg, Rg,
Pr) and Ty = ahgrg' (h' Pr + Xgr + Ppup).
b) If F(PKg) = 2, calculates hg = h1(IDg, Rg,
Ppup), Th = ahs(Xg + Ppyp) and To as Equation

2.
T — adg Pr F(PKR):]'
2 ahRdS(hglpR +XR +Ppub) F(PKR) = 3
2)

Note that, hp = hl(IDR, RR,PR).
¢) If F(PKg) = 3, calculates T3 = aPs and T» as

Equation 3.
T2: axSPR F(PKR):]. (3)
al‘shR(XR + Ppub) F(PKR) = 2.

Note that, hg = hl(IDR7 Rpg, Ppub)'
4) Based the message m to be transmitted, generates the
ciphertext ¢ = m @ ho(T3).
5) Calculates h according to Equation 5, and calculates
signature as Equation 4.

a+ hxg F(PKg)=1
S={ds(a+h) F(PKs)=2 @)
ds 4+ haxs F(PKg)=3

6) Generates the ciphertext o = (¢, .5,71), and send o to
receiver I D g through public channel.

D. General Unsigncryption

In General Unsigncryption, upon receiving o = (¢, S,T1),
the receiver I Dy leverages its and the sender’s public keys
PKg, PK i via a generalized function F'(-) to determine het-
erogeneity and identify the respective cryptographic systems
(Step 1). Then, using its private key SK p and the sender’s
public key PK g, the receiver I Dp verifies the signature and
recovers the message (Steps 2-5).
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cim Sender i

2. Check F(PKg) = F(PKg) or F(PKg) * F(PKg) =0 ?
3+ IfF(PKs) =1, T, = aPs
« IfF(PKg) =2, Ty = axs  hg(Xg + Ppup)

Receiver

1. Check F(PK;) = F(PKg) and F(PKg) * F(PKg) = 0 ?
S * Pg — hP F(PKs) = 1
271 ={ SP—hhs(Xs+Ppup)  F(PKs) =2
(SP = hs(Xs + Pyup) ) A™* F(PKs) =3

« IfF(PKg) =3, T, = axs 'hp(hg ™ Pg + Xg + Pyup)
« IfF(PKs) =2, Ty=ahs(Xs+ Ppup) :
« IfF(PKR) =1, T, = adsPy :
« IfF(PKg) =3, T, = adshg(hg™'Pp + Xg + Ppup) o=(,S,Ty)
o IfF(PK) =3, T, =aPs :
- IFF(PKp) =1, T, = axsPy
« IfF(PKg) =2, T, = axshp(Xg + Ppup) i
4. ¢ = m®hy(T) i
{ a+hxs F(PKg) =1
58= 5

T!dg F(PKg) =2
T{(xg +dg) F(PKg)=3
5. m = c®h,(T,")

' General Unsigncryption

3. Check T,'=T; ? E
Tixg™l  F(PKp) =1 i
4.T) = 5

ds(a+h) F(PKs) =2
dg + haxs F(PKg) =3

6.0=(ST) General Signcryption

hs(IDg,IDg, Ps, Rr, Xr, Ppub, ¢, T1) F(PKg)=1,F(PKgr)=2
hy(IDg,IDg, Ps, Pr, Rr, XR, Ppup, ¢, Th) F(PKg)=1,F(PKgr)=3
, _ ) ha(IDs. IDg, Rs, X5, Pr, Pyus, . T) F(PKg)=2,F(PKgp) =1 )
hs(IDg,IDg,Rs,Xs, Pr, Rr, XR, Ppup,c,Th) F(PKg)=2,F(PKgr)=3
ha(IDg,IDpg, Ps,Rs, Xg, Pr, Ppus, ¢, T1) F(PKg)=3,F(PKg)=1
hs(IDg,IDg, Ps,Rs,Xs,Rr, Xr, Ppub, ¢, T1) F(PKg)=3,F(PKpr)=2
1) Calculates F(PKg) and F(PK r) and verifies whether « otherwise, the receiver goes the next step.
the equation F(PKgs) = F(PKpg) or F(PKg) * 4) Calculates T} as Equation 8.
F(PKpg) =0 holds.
« If holds, it means that receiver and sender are in the T ag! F(PKgr)=1
same public key cryptosystem, or there is one of the Ty =< T| -dr F(PKg) =2 ®)
two that does not belopg to PKI, IBC and CLC, and T! - (zr+dr) F(PKpg)=3.
the process can be exited;
« otherwise, receiver performs the next step. 5) Recovers the message m = ¢ @ ha(T3).

2) Calculates h based on the public keys PK g and PK g

with Equation 5, and calculates 7 as Equation 6.
E. Correctness Proofs

, SPs —hP F(PKs) =1 To verify the correctness of MHSC, we provide proofs for
Ty = ( SP = hhs(Xs + Bpup) F(PKs) =2 the correctness of significant equations, including the main
(SP — hs(Xs + Pyur))h™'  F(PKs)=3.  computation processes for T, and Tb.
©) 1) Correctness Verification of T1: The specific computation
Note that, process varies depending on the cryptosystem of the sender
hi(IDs, Rs, Pyuy) F(PKg) =2 IDg, ie., F(PKg), as outlined below.
S hi(IDs, Rs, Ps) F(PKg) =3. ) o When sender belongs to PKI, i.e., F(PKg) = 1.

[— —
3) Verifies if the equation 77 = 77 holds. Ty =5Ps —hP

-1
« If false, the signcryption ciphertext o is invalid, and =(a+ hag)xxg P — hp ="T.
the receiver discards it, outputting L ;

€))
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o When sender belongs to IBC, i.e., F(PKg) = 2.
Tll =SP — hhs(Xs + Ppub)

10
:(a + h)dsP — h(Rs + hstub) =1T;. (10)
e When sender belongs to CLC, i.e., F(PKg) = 3.
T =(SP — hs(Xs + Ppup))h ™"
=((ds + ahxs)P — (Rs + hsPpup))h ™" (11)

=ahzsh™ 1P =Ty.

2) Correctness Verification of Ts: The specific computation
process depends on the cryptosystem to which sender IDg
and receiver I Dy belong, i.e., the differences in F/(PKg) and
F(PKR), with different calculations performed as follows.

« When F(PKg) =1 and F(PKpg) =2 (PKI — IBC).
Ty =dgT, = dr(SPs — hP)

12
=draPg = axgl(rR + hgs)P = Ts. (12)

« When F(PKg) =1 and F(PKg) = 3 (PKI — CLC).

Ty =(xr +dgr)T| = (g + dg)(SPs — hP)

13
=(zg + dr)aPs = Ts. (13)

e When F(PKg) =2 and F(PKpg) =1 (IBC — PKI).
Ty =x ' T = 23" (SP — hhs(Xs + Pyup))

1 (14)
=Tp ahs(Xgs + Ppub) =T5.

« When F(PKg) =2 and F(PKp) = 3 (IBC — CLO).
Ty =(xgr + dr)T]
=(xr + dr)(SP — hhs(Xs + Ppup))
:(JZR + dR)ahs(XS + Ppub) =1T5.

15)

e When F(PKg)=3and F(PKgr)=1 (CLC — PKI).
Ty =Tjay!
=(SP — hg(Xs + Ppup))h ™ taj!

—1
=xg aPs = arsPg = Tb.

(16)

« When F(PKg) =3 and F(PKp) =2 (CLC — IBC).

Ty =T{dr = (SP — hs(Xs + Pyup))h 'dg

A7
=aPsdr = al’s(’l’R + hRS)P ="1T5.

According to the above calculation proofs, MHSC is com-
putationally correct and valid.

V. SECURITY ANALYSIS

In this section, to enhance the simplicity and readability
of the security analysis, we focus on the specific signcryp-
tion process M HSCpgi_rpc from PKI to IBC (i.e., when
F(PK)=1and F(PK) = 2) as the case study for MHSC.
Moreover, we provide security proofs and discussions for
MHSCprr—iBcC-

A. Security Proofs

Based on ROM, we provide the formal proofs of confiden-
tiality and unforgeability of M HSC px_rBc, the details as
follows [29].

1) Confidentiality: Based on ROM, we construct the game
Gameg}f{DI;(Ij(ngfz between the adversary A and the chal-
lenger C and present the following theorem to prove the
confidentiality of M HSC pg—rpc. Due to space limitation,
we only give the Theorem 1, and please refer to Appendix A
for the detailed proof.

Theorem 1: In ROM, assuming an attacker A who can
perform ¢;(i = 1,2,3) hash queries, ¢5,* PKI private key
queries, ¢/*7 PKI public key queries, ¢/ IBC key extrac-
tion queries, qéfc IBC public key queries, gs. signcryption
queries, and ¢,s. unsigncryption queries, and can break the
Gamejrgj}f(’?:f;gé_2 with a non-negligible advantage ¢, then
there exists a challenger C' who can solve the CDH problem

with the following advantage:

1- ) (1_M).

> (13)
q1

However, CDH is a hard security assumption, and thus,
attacker A can not break the GameSy5-G5472 In other
words, M HSC pk 1, rpc satisfies confidentiality.

2) Unforgeability: Similarly, we prove the unforgeability of
MHSCpki—1Bc by constructing a game Gamegllj(l;;?gg‘
between the adversary A and the challenger C and present the
theorem 2 to prove the unforgeability. here, we only briefly
describe the Theorem 2 and please refer to Appendix B for
the detailed proof.

Theorem 2: In ROM, assuming an attacker A that can
perform ¢;(i = 1,2,3) hash queries, ¢5,% PKI private key
queries, q;:kK T'PKI public key queries, ¢/Z¢ IBC key extrac-
tion queries, ¢/’ IBC public key queries, g. signcryption
queries, and ¢, s unsigncryption queries, with a non-negligible
advantage ¢ to break the Game?%?;?%f‘, then there exists a
challenger C that can solve the DL problem with the following

advantage:

12 (g2 + a3)
5/:5*(17@) *(1quc*T). (19)

However, the DL is a hard security assumption, so
EUF-CMA
attacker A cannot break the Gamepy; ;5o - Thus,

MHSCpki— B¢ satisfies unforgeability.

B. Security Discussions

1) Non-Repudiation: To prevent devices from denying
their involvement in generating signcryption ciphertext, non-
repudiation is essential. In MHSC, the ciphertext ¢ =
(¢,S,Ty) consists of ¢ and T}, derived from the message
and a random number, ensuring randomness and preventing
direct traceability to a specific user. However, the signature
S enables verification of the sender’s identity. In the PKI-to-
IBC transmission, S is computed as S = a + hxg, where
a is a random value and zg is the sender’s private key. The
security of MHSC against forgery relies on the hardness of
the DL problem—an attacker without knowledge of zg and a
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cannot generate a valid signature S to pass verification. Only
the sender possessing g and a can compute a legitimate S,
ensuring that the generated signcryption ciphertext cannot be
denied. Thus, MHSC guarantees non-repudiation by leverag-
ing the DL assumption, preventing the sender from denying
having sent the message.

2) Integrity: In MHSC, to preserve the integrity of message
m during transmission, three hash functions (hs, hy, hs) are
integrated into Equation 5. Additionally, the sender embeds
h into the signature S, ensuring that any modification to
the plaintext invalidates the signcryption ciphertext due to
its unforgeability. Consequently, an attacker cannot alter the
ciphertext while generating a valid signature. Verification of
the equation detects any tampering, thereby ensuring data
integrity during transmission.

3) Public Verifiability: To prevent illegal data from being
transmitted over an open channel, public verifiability ensures
that any user can perform certain computations to verify the
validity of the ciphertext and exclude illegal data. In MHSC,
upon receiving the signcryption ciphertext o = (¢, S, T}), any
user first computes 7 according to Equation 20 and verifies
T, = T] to determine the validity of the ciphertext.

S.Ps—hP F(PKg) =1
T = { SP — hhs(Xs + Pyup) F(PKs) =2 (20)
(SP — hS(XS + Ppub))h_l F(PKs) = 3.

There, MHSC can meet the public verifiability, and realize
the identification and exclusion of illegal data in heterogeneous
network slicing.

4) Forward Secrecy: In MHSC, forward secrecy is ensured
through the following proof. Taking M HSC px i rpc as an
example, message encryption and decryption are represented
as ¢ = m @ ha(T2) and m = ¢ @ hao(T4), respectively. This
implies that an attacker A must compute the correct 75 to
decrypt the message.

However, T, is computed as Ty = dgTy = axs '(rg +
shgr)P. Due to the hardness of the CDH, even if the sender’s
private key xg is compromised, the attacker A cannot derive
the correct 75 without knowing the random value a or the
private key SKr = rr + shr. Consequently, the attacker
cannot recover the original message m = ¢@® hy(T4). Further-
more, in MHSC, the generation of T, follows Equation 8. As
a result, based on the CDH, an attacker A remains incapable
of computing the correct 75 and, therefore, cannot retrieve
any previously transmitted messages. Thus, MHSC guarantees
forward secrecy.

5) Known Session-Specific Temporary Information Secu-
rity: In heterogeneous network slices, various devices coexist,
some of which—such as wearable devices—are particularly
susceptible to side-channel attacks. Attackers may exploit
these vulnerabilities to extract random values used in the
encryption process, potentially leading to unauthorized access
to sensitive private information. Similar to the discussion on
forward secrecy, an attacker’s ability to recover the original
message from the ciphertext ¢ = m @ ho(T3) hinges on
whether they can compute the correct 75. Although an attacker

A may obtain the random value a and the public keys of both
the sender and receiver, they lack the sender’s or receiver’s
private keys SKg and SK . Due to the hardness of the CDH,
A cannot compute the correct 75 and, consequently, cannot
recover the original message m. Thus, MHSC satisfies known
session-specific temporary information security.

6) Scalability: In MHSC, the trusted authority consists
of CA, PKG, and KGC, corresponding to PKI, IBC, and
CLC systems, respectively. Each entity—CA, PKG, and
KGC—independently manages keys within its designated net-
work slicing. When a device joins or leaves the network,
it interacts only with its respective key management entity
following the regular key management process to update its
keys, without affecting the independent operation of other
slices. Furthermore, MHSC focuses on secure data interactions
between heterogeneous slices while ensuring that internal
communications within each slice remain unaffected. Even in
large-scale device communication scenarios, MHSC does not
require additional data storage. As a result, MHSC ensures ef-
ficient key management and scalability in large-scale network
slicing environments, demonstrating its practical applicability.

VI. PERFORMANCE EVALUATION

In this section, to evaluate the performance of MHSC,
we conduct comparative analysis in security properties, com-
munication efficiency, and computational efficiency through
theoretical comparison and simulation experiments [15]-[19],
[21], [22], [24]-[28], [30]-[35].

A. Security Properties Comparison

Security strength plays a crucial role in determining the
suitability of heterogeneous signcryption. To this end, we
categorize MHSC into six type based on the data interactions
between PKI, IBC and CLC. Then, by collating and analyzing
the security properties, we compare the security properties of
MHSC with recent schemes of the different type, and generate
Table III [15]-[19], [21], [22], [24]-[28], [30]-[35].

From Table III, it can be observed that MHSC satisfies con-
fidentiality, unforgeability, non-repudiation, integrity, public
verifiability, forward secrecy, known session-specific tempo-
rary information security (KSSTIS) and scalability. However,
for the compared schemes, most of them satisfy confidentiality,
unforgeability, non-repudiation, integrity, and forward secrecy,
and have certain deficiencies in terms of public verifiability
and known session-specific temporary information security
[16]-[19], [22], [24]-[28], [30]-[35]. Therefore, MHSC ex-
hibits more security properties compared to other schemes in
the respective types above, and can meet the requirements of
secure data transmission in heterogeneous network slicings.

B. Comparison of Communication Efficiency

To evaluate the computational efficiency of heterogeneous
signcryption in network slicing environments, the size of the
ciphertext transmitted through the public channel becomes a
critical factor to consider. Therefore, we assess the communi-
cation efficiency of various schemes by comparing the sizes
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TABLE III: Security Properties Comparison for Different Heterogeneous Signcryption Scheme.

Type Scheme Confidentiality | Unforgeability

Non-Rep

Integrity | Pub-Verif | Forward Secrecy | KSSTIS | Scalability

Wang [15]

v

NEN
ANEN

PKI — IBC Tao [16]

AN

MHSC

Hou [25]

PKI — CLC Liu [26]

MHSC

Khan [17]

Pan [18]

IBC — PKI Ting [19]

Aithekar [30]

Eltayieb [31]

MHSC

Qiu [21]

IBC — CLC Niu [24]

MHSC

Elkhalil [27]

Khalafalla [32]

Ali [33]

CLC — PKI Niu [28]

Liu [26]

MHSC

Ullah [22]

CLC — IBC |—ang [34]

Niu [35]

SNENENENENENENENENENENENENENENENENESENENENENEN
SNENENENESENENENENENENENENENENENESESENENENENEN

MHSC
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Fig. 4: Comparison of the Total Communication Overhead.

of transmitted elements and provide a theoretical comparison
of total communication cost, as shown in Table IV [15]-[19],
[21], [22], [24]-[28], [30]-[35]. here, |G| denotes the length
of elements in G, |g| refers to the size of elements in Z, |m|
represents the size of message transmitted by devices, and
|ID| signifies the size of the device’s unique identifier.

To conduct a more precise quantitative analysis, we used
the element lengths in the 80-bit security model (gbits =
512, rbits 160) to generate a comparison of the total
communication length, as shown in Fig. 4. In this security
model, the lengths of |G| and |g| are 1024 bits and 160 bits,
respectively. Additionally, to eliminate communication dis-
crepancies caused by varying message and identifier lengths,
we assume message length |m| of 1024 bits and device
identifier length |ID;| of 32 bits. From Table IV and Fig.
4, it can be observed that the length of MHSC is only 2208
bits during communication. Compared with other schemes,

MHSC has the smallest length of ciphertext data transmitted in
communication process, and can improve the communication
efficiency by 5.94% on average among the six types.

C. Comparison of Computational Efficiency

Computational efficiency is the crucial factor when evalu-
ating the feasibility and applicability of heterogeneous sign-
cryption schemes within network slices. Thus, we present the
comparative analysis of the computational efficiency of MHSC
through theoretical analysis and simulation experiments.

To facilitate the theoretical analysis of the computational ef-
ficiency of the signcryption scheme, most existing approaches
primarily focus on operations within cyclic groups. These
operations include addition, multiplication, exponentiation,
and bilinear pairing. Therefore, in theoretical analysis, we
conduct a statistical evaluation of the number of executions for
these operations in both MHSC and several recently schemes,
generating a theoretical runtime comparison Table IV [15]-
[19], [21], [22], [24]-[28], [30]-[35]. here, A, M, E, P
represent addition, multiplication, exponentiation, and bilinear
pairing operation in cyclic group, respectively.

It can be seen from Table IV that MHSC is limited to
addition and multiplication in the group. Notably, Ali’s scheme
preprocesses device public keys in CLC, eliminating the need
for the system public key during signcryption and unsigncryp-
tion, thereby reducing computation to just 5 multiplications,
fewer than MHSC’s 6 multiplications [33]. Compared to
existing schemes, except for the Ali’s scheme in CLC-to-
PKI transmission type, MHSC achieves higher computational
efficiency in other transmission types by requiring fewer point
multiplication and addition operations in theoretical analysis.

In the simulation experiment, we construct a virtual execu-
tion environment using physical machines (I0OS: Windows 11,
CPU: i5-12400, RAM: 32G, ROM: 2T), VMware Workstation
16 Pro, virtual machines (IOS: Ubuntu 20.04, Python 3.8,
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TABLE IV: Comparison of Theoretical Computation and Communication Efficiency.

10

Type Scheme Computation Efficiency Communication Efficiency
P Signcryption UnSigncryption | Computation Overhead Data Type Communication Overhead
Wang [15] 3SM+E+ P A+ M+2P A+4M + E+ 4P |m 4+ 2G + ID| 3104 bits
PKI — IBC Tao [16] P+E+M A+3M+ P A+4M + E + 2P [2m + G + ¢ 3232 bits
MHSC A+2M A+3M 2A+5M [m + G+ ¢] 2208 bits
Hou [25] 5M+2E+4+2P | A+5M +2P | A+ 10M +2FE + 4P Im + 3G + 2¢| 4416 bits
PKI — CLC Liu [26] 2A+4M 3A+5M 5A+9M m+G+q 2208 bits
MHSC 2A+3M A+3M 3A+6M m+G+q 2208 bits
Khan [17] 2M 3A+4M 3A+6M m+G+q 2208 bits
Pan [18] 2M 2A +4M 2A+6M m+G+q 2208 bits
IBC — PKI Ting [19] 2M 2A+4M 2A+6M m + 2G + 2q 3392 bits
Aithekar [30] 2M 2A +4M 2A+6M m+ 2G + 2q 3232 bits
Eltayieb [31] 2M + F 3M + E + 2P 5M + 2FE + 2P m+ 2G + 2q 3232 bits
MHSC A+2M 2A+3M 3A+5M m+G+gq 2208 bits
Qiu [21] A+ 3M 2A +4M 3A+7TM m+G+gq 2208 bits
IBC — CLC Niu [24] 9M A+ 8M A+ 17TM [m + 4G] 5120 bits
MHSC 3A+3M 2A+3M 5A 4+ 6M m+G+q 2208 bits
Elkhalil [27] 2M 2A +4M 2A+6M m+G+q 2208 bits
CLC —s PKI Khalafalla [32] A+4M A+5M 2A+9M m + 2G + 2q 3232 bits
Al [33] 2M 2A+3M 2A+5M m+ 2G + 2q 2208 bits
Niu [28] 4M 5A+5M 5A+9M m+ 2G + 2q 3392 bits
Liu [26] 3M 6A +6M 6A+9M m+G+q 2208 bits
MHSC 2M 2A +4M 2A+6M m+G+q 2208 bits
Ullah [22] A+3M 2A 4+ 3M 3A+6M Im + G + 2¢| 2368 bits
CLC — IBC Wang [34] 3M + P 3M + P 6M + 2P m + 3G 3232 bits
Niu [35] SM+E+ P A+ M + 3P A+4M + E+ 4P m + 3G 4096 bits
MHSC A+2M 2A 4+ 4M 3A+6M Im + G+ ¢ 2208 bits
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Fig. 5: Comparison

RAM 8GB, ROM: 40G), and the Pypbc 0.2 library. Within
this environment, we implement the signcryption and unsign-
cryption processes for MHSC and the comparison schemes
in PyCharm 2024.3.5. To evaluate computational efficiency
under different security strengths, we established security
models for 80-bit security (gbits 512, rbits 160),
112-bit security (gbits = 1024, rbits = 224), and 128-bit
security (qbits 1536, rbits 256). Finally, assuming
communication transmission time is negligible, we measure

Number of Communications

(e CLC — PKI

Number of Communications

(f) CLC - IBC

of Running Time under Different Communication Counts

and compare the average running time of MHSC and other
schemes under different execution counts and security models
[15]-[19], [21], [22], [24]-[28], [30]-[35].

To evaluate computational efficiency across different exe-
cution iterations, we conduct experiments based on the 80-
bit security model (gbits 512, rbits 160). Using a
consistent execution process across all schemes, we measure
and compare the average execution time over 1,000 iterations
for MHSC and the other schemes under varying communica-

© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,

but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.



This article has been accepted for publication in IEEE Transactions on Network Science and Engineering. This is the author's version which has not been fully edited and
content may change prior to final publication. Citation information: DOI 10.1109/TNSE.2025.3571867

JOURNAL OF KTEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021

EEN Wang-SC[15] 1601 mmm Hou-SC[25]
50 EEE Wang-USC[15] B Hou-USC[25]
. Tao-SC[16] 140 { WM Liu-SC[26)
m Tao-USC[16] W Liu-USC[26]
40 T MHSC-SC 120 == MHsC-SC
7 BN MHSC-USC 7 m MHSC-USC
5
v o 100
E £
= F
> @ 804
£ 2
£ ]
£ S 604
© 3
40
20
04

80 112 128 80
Security Model

(a) PKI — IBC

Security Model

(b) PKI — CLC

Khan-SC[17]
Khan-USC[17]
Pan-SC[18]

20 Pan-USC[18]
Ting-SC[19]
Ting-USC[19]
Aithekar-SC[30]
Aithekar-USC[30]
Eltayieb-SC[31]
Eltayieb-USC[31]
MHSC-SC
MHSC-USC

Running Time (us)
o

112 128 80 112 128
Security Model

(¢) IBC — PKI

Qiu-sC[21]
Qiu-Usc[21] 70
Niu-SC[24]
Niu-USC[24] 60
MHSC-SC

MHSC-USC

mmm Elkhalil-SC[27]

= Elkhalil-USCI27]

= Khalafalla -SC[32]

= Khalafalla-USC[32]
Ali-SC[33]
Ali-USCI33]

507 mmm Niu-SC[28]
Niu-USC[28]

- Liu-SC[26]
Liu-USCl26]

m— MHSC-SC

m— MHSC-USC

300

250

Running Time (us)
Running Time (us)
8

80 112 128
Security Model

() IBC — CLC

Security Model

() CLC — PKI

Ullah-5C[22]
Ullah-USC[22]
Wang-SC[34]
Wang-USC[34]
Niu-SC[35]
Niu-USC[35]
MHSC-SC
MHSC-USC

Running Time (us)
=
°
3

80 112 128
Security Model

) CLC — IBC

Fig. 6: Comparison of Running Time under Different Security Models.

tion counts, as shown in Fig. 5. The results indicate that as
the number of communication counts increases, the running
time for all schemes exhibits an increasing trend. While Ali’s
scheme demonstrates a shorter running time for CLC-to-
PKI transmission, MHSC achieves the shortest running time
in other transmission types, demonstrating superior overall
computational efficiency, making it the more efficient choice
in multi-heterogeneous environments [33].

Furthermore, to evaluate the computational efficiency of
different schemes under varying security levels, we implement
a main function to sequentially execute each scheme within
security models of 80-bit (gbits = 512, rbits = 160), 112-
bit (gbits = 1024,rbits = 224), and 128-bit (gbits =
1536, rbits = 256). We then analyse and compare the average
running time over 1,000 iterations, as shown in Fig. 6. The
results indicate that, similar to Fig. 5, MHSC achieves the
shortest running time across different security models, except
for Ali’s scheme in CLC-to-PKI transmission. Overall, in six
different transmission types, MHSC demonstrates an average
computational efficiency improvement of 17.66% compared
with the current scheme with the shortest running time [33].

VII. CONCLUSION

With the deployment of 5G technology and the rapid
advancement of 6G networks, network slicing has become a
key technology for addressing the diverse and evolving de-
mands, exhibiting a trend toward heterogeneous development.
In this context, ensuring the secure and efficient transmission
of data between heterogeneous network slices is crucial.
To this end, we propose a generalized multi-heterogeneous
signcryption scheme, as MHSC, which can achieve secure

and efficient data transmission between heterogeneous devices
across any combination of PKI, IBC, and CLC. In terms of
security, MHSC satisfies confidentiality, unforgeability, non-
repudiation, integrity, forward security, public verifiability,
and known session-specific temporary information security,
thus meeting most of the security requirements for slicing
networks. Through theoretical analysis and simulation exper-
iments, MHSC demonstrates higher computational efficiency
and communication efficiency compared to recently proposed
schemes, making it a more scalable and resource-efficient
solution for heterogeneous network slices. In future work, we
plan to enhance the MHSC by incorporating features such
as multi-message and multi-receiver capabilities, as well as
improved anonymity, to address the evolving and complex
requirements of network slicing environments.
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