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In smart electric grid systems, various sensors and Internet of Things (IoT) devices are used to collect electrical 
data at substations. In a traditional system, a multitude of energy-related data from substations needs to be 
migrated to central storage, such as Cloud or edge devices, for knowledge extraction that might impose severe 
data misuse, data manipulation, or privacy leakage. This motivates to propose anomaly detection system to 
detect threats and Federated Learning to resolve the issues of data silos and privacy of data. In this article, 
we present a framework to identify anomalies in industrial data that are gathered from the remote terminal 
devices deployed at the substations in the smart electric grid system. The anomaly detection system is based on 
Long Short-Term Memory (LSTM) and autoencoders that employs Mean Standard Deviation (MSD) and Median 
Absolute Deviation (MAD) approaches for detecting anomalies. We deploy Federated Learning (FL) to preserve 
the privacy of the data generated by the substations. FL enables energy providers to train shared AI models 
cooperatively without disclosing the data to the server. In order to further enhance the security and privacy 
properties of the proposed framework, we implemented homomorphic encryption based on the Paillier algorithm 
for preserving data privacy. The proposed security model performs better with MSD approach using HE-128 bit 
key providing 97% F1-score and 98% accuracy for K=5 with low computation overhead as compared with HE-

256 bit key.
1. Introduction

It is essential to shift from traditional electric distribution systems 
to a smart electrical grid for a greener society and a sustainable planet. 
By switching to the smart grid, information related to physical infras-

tructure is replaced with a digital one. The smart electric grid provides 
several advantages over the traditional electric distribution system [1]. 
However, it is not always simple to transform from a traditional phys-

ical system to a digital infrastructure as it introduces some risks and 
issues. We must be sensible about the risks that the new smart electrical 
system introduces, and we need to be prepared for the security and pri-

vacy issues they raise. These issues can be solved by implementing an 
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anomaly detection system and machine learning technique such as Fed-

erated Learning (FL), which secure the smart grid without interruption 
in power sharing. The anomaly detection discovers data patterns whose 
characteristics are statistically different from those data samples avail-

able during the training process, which are considered normal. While 
FL preserves the privacy of the data generated by the substations by 
sharing only gradients to the central server.

An overview of a smart electric grid system and its components 
are shown in Fig. 1. The main components of the smart grid system 
are smart management, smart infrastructure, and smart protection. The 
smart management system provides advanced control, management ser-

vices, and functionalities based on its smart system. Its main function 
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Fig. 1. Overview of smart electric grid system.
is correlated to energy productivity improvement, supply and demand 
equilibrium, emission control, management cost reduction, and utility 
growth. The smart protection system delivers sophisticated grid reliabil-

ity analysis, failure protection, as well as security and privacy protection 
services. It also provides a smart grid electric failure protection system, 
addresses cybersecurity problems, and preserves the privacy of the infor-

mation more effectively. Furthermore, the smart infrastructure system 
consists of a smart energy subsystem, a smart information subsystem, 
and a smart communication subsystem. The smart energy subsystem in-

cludes power generation systems such as nuclear power plant, oil Plant, 
coal plant, Transmission grid downgrades high-voltage electricity al-

lowing the electricity to be safely distributed at lower voltages locally 
and also redirect power to other transmission lines feeding nearby areas 
and the distribution grid transports the generated power to end users. 
In addition, the transmission grid includes smart control centers, smart 
power transmission networks, and smart substations. While smart infor-

mation subsystem consists of smart meter, phasor measurement units 
and other sensors that transmit information between the users and the 
utility providers. And the smart communication subsystem includes both 
wired and wireless technologies as a baseline for communication be-

tween entities [2].

In this article, we will consider the smart energy subsystem that is 
based on energy service providers (ESPs) or utility companies rather 
than energy data owners (EDOs). We address the challenges affecting 
smart grids by securely integrating IoT and AI devices in an electrical 
substation. The integration of these technologies will strengthen grid 
connectivity and grid monitoring. It also offers the possibility to opti-

mize operational decisions and use of equipment, as well as protect the 
electrical network against undesired fluctuations in the quality of the 
network or equipment. We propose anomaly detection based on Long 
Short-Term Memory (LSTM) and autoencoder to detect anomalies in 
the sensor data obtained in the smart grid infrastructure. This provides 
intelligent anomaly detection followed by a Federated Learning (FL) ap-

proach to preserve the privacy of the electric grid data. The proposed 
anomaly detection system monitors and detects threats while federated 
learning can resolve the issues of data silos and privacy of industrial 
2

data.
The motivation of this paper comes from the requirement that the 
data collected by the smart sensors deployed at the substations are trans-

ferred to the central storage system such as a central server or Cloud 
storage for knowledge extraction. This might cause severe data mis-

use, data manipulation, or data privacy leakage. Moreover, due to pri-

vacy concerns, the smart grid industries are unwilling to exchange their 
data with others, which hinders in creating high-quality comprehensive 
anomaly detection model. In such a context, developing a high-quality 
detection model to identify anomalies in smart grids is a challenging 
and a difficult process.

To address these issues, distributed learning based on federated 
learning is implemented, where only the gradients are shared with the 
central server, and the data remains on the devices. Federated Learning 
presents a promising solution for maintaining data privacy while en-

abling machine learning (ML) models to be trained on decentralized de-

vices. By training ML models on local client devices without transferring 
raw data to a central server, FL preserves data privacy and ensures com-

pliance with regulations such as GDPR. FL reduces the risk of privacy 
breaches while still achieving accurate outcomes for anomaly detection 
applications. However, FL introduces new privacy concerns regarding 
the transmission of local model parameters between clients and servers, 
as this data could potentially be exploited by third parties to reconstruct 
sensitive information. To address this, we incorporate Homomorphic En-

cryption (HE) mechanisms [3] into FL. HE ensures privacy by encrypting 
local model parameters during communication and computation. More-

over, it is often necessary to consider a trade-off between accuracy and 
false alarm rate, especially when dealing with complex systems with 
multiple operational modes [4,5]. We run several experiments, and the 
results show that the proposed security model performs better with HE-

128 bit key providing 97% F1-score with 98% accuracy for K=5 in MSD 
approach with low computation overhead as compared with HE-256 bit 
key.

The main contributions in this paper are presented as follows:

• Design and implementation of anomaly detection techniques in a 

federated learning setup in the smart electric grid system.
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• An anomaly detection model based on LSTM and autoencoders at 
the edge device to improve detection performance. The proposed 
model uses feature extraction layers to extract statistical features 
to detect anomalous characteristics.

• Comprehensive simulations to evaluate the performance of the pro-

posed anomaly detection model based on FL. We run the simulation 
based on a synthetic industrial dataset.

• Implementation of homomorphic encryption based on the Paillier 
algorithm to guarantee the privacy and security of the model gradi-

ents throughout the training process in FL architecture. The results 
show that the suggested model performs better than without imple-

menting homomorphic encryption.

The rest of this paper is organized as follows. In Section 2, we intro-

duce the background and related works. In Section 3, we presented the 
system model of the proposed smart electrical grid system. Section 4 dis-

cusses the proposed idea and provides a detailed structure of the system. 
We show the experimental results in Section 5 and we conduct exten-

sive performance evaluation in Section 6 and finally Section 7 provides 
conclusion and future works.

2. Background and related works

In this section, we discuss the background of anomaly detection 
based on the combination of artificial neural networks such as LSTM 
based on autoencoders, distributed machine learning techniques such 
as federated learning, and security mechanisms such as homomorphic 
encryption. These techniques will later be used in our proposed frame-

work.

2.1. Anomaly detection

Anomaly detection is used to discover unusual behavior, rare occur-

rences, or outliers in large datasets that are not easily detected by stan-

dard statistical analysis. Machine learning techniques used in anomaly 
detection can learn patterns in the data and use them to easily detect un-

usual trends and patterns. In practice, several challenges make anomaly 
detection a difficult task [6,7]. It is not easy to specify every possible 
normal behavior, and therefore, detecting abnormal behavior can be dif-

ficult, especially at the boundaries. Moreover, anomaly detection in time 
series is one of the main challenges in today’s industry, where a remark-

able number of sensors are used to monitor various processes. Several 
research studies have been conducted to develop intelligent agents to 
handle the problem and solve remote monitoring challenges [8–11]. 
These agents often rely on algorithms that require offline training on 
“clean” or “labeled data”, which is costly and labor-intensive.

There are several ML techniques used in anomaly detection [5] [12]. 
One of the popular ML techniques used in anomaly detection is LSTM. 
LSTM is a kind of recurrent neural network that is effective in learn-

ing order dependence in sequence prediction problems. In the smart 
grid system, there are currently a few solutions that can investigate 
smart grid network data, detect malicious behavior using an LSTM-

Autoencoder(LSTM-AE) anomaly detection approach, and run the an-

alytics on a resource-constrained device. There are couple of literatures 
based on LSTM-AE used in smart grids; thus, we will introduce simply 
the general method in this section. The authors in [13] discussed the 
work of the LSTM autoencoder model, where they used the Recurrent 
Neural Network (RNN) model to utilize LSTM units for encoding and de-

coding to perform unsupervised learning. The LSTM autoencoders com-

press large data by applying an encoder technique and then decompress 
it to retain the original structure by applying a decoder. The recurrent 
autoencoders are used because RNNs have proven to be effective for 
time series modeling and learning of unsupervised input data. The time-

series input is encoded with a single LSTM layer and decoded with a 
second LSTM layer to recreate the input [4]. Pereira et al. [14] proposed 
3

a generic and unsupervised framework for anomaly detection based on 
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variational recurrent autoencoder and a variational self-attention mech-

anism (VSAM) on time series data of a solar grid. Their model can detect 
anomalous patterns by using the probabilistic reconstruction metrics as 
anomaly scores. However, the model can not guarantee what a normal 
pattern in data looks like as the normal pattern can shift over time during 
different conditions. In [15], the authors proposed deep autoencoders 
with a sequence-to-sequence (seq2seq) structure based technique. They 
evaluated simple, variational, and attention-based autoencoders (AEA). 
The proposed solution used benign power consumption profiles with 
several deep autoencoders to address the lack of bad profiles. However, 
the malicious datasets are not easily available so they used pre-processed 
benign datasets only. The authors in [16] proposed a novel framework 
for time series anomaly detection by combining a bidirectional Long 
Short Term Memory (Bi-LSTM) architecture with an Autoencoder to 
identify anomalies in power grid data. The proposed mechanism estab-

lished an optimal threshold beyond which an event can be classified 
as an anomaly. However, Bi-LSTM models can be computationally ex-

pensive to train, especially when dealing with large datasets and the 
authors have not investigated optimization techniques to mitigate this 
issue. Similarly, the authors in [17] proposed an unsupervised deep 
learning to identify anomalies in electricity consumption data an hour 
beforehand using a two-step approach. An LSTM regular predicted the 
next-hour sample, and LSTM autoencoder learned normal consumption 
features using the output from the LSTM regular as input. However, 
they have not discussed how they have used ML techniques for training 
and testing the data in detail and have not presented evaluation met-

rics such as accuracy, precision, recall, etc. The state-of-the-art of LSTM 
autoencoders that have been applied to anomaly detection focuses on 
detecting anomalies only and have not considered data misuse, and data 
leakage due to honest but curious servers and did not consider the pri-

vacy of the data. However, we consider mean standard deviation and 
median absolute deviation approaches for detecting anomalies in the 
smart grid system and compared them. These approaches can handle 
high-dimensional data and complex nonlinear relationships in the data. 
Moreover, we use the distributed FL technique with partial HE to protect 
the privacy of the data.

2.2. Federated learning

Many advanced systems rely on the gathering and processing of 
vast datasets to analyze, classify, and forecast future behaviors. Fed-

erated learning offers a solution by enabling collaborative distributed 
learning and training of local models, thereby yielding more efficient 
results while safeguarding privacy. There are generally three steps in-

volved in FL training [18]: 1) Central server shares an initial model. 
2) Participants train their local data with the initial model and share 
the local model with the central server, and 3) Central server aggre-

gates the local models and shares the global model with participants. 
Recently, researchers have introduced novel approaches to integrate 
federated learning into various applications. For instance, in [19], the 
authors advocated for the use of distributed learning models employ-

ing gradient descent techniques to boost performance and scalability in 
applications handling massive datasets. Similarly, [20] introduced an 
edge-cloud hierarchical federated learning system, empowering mul-

tiple edge servers to perform partial model aggregation. Additionally, 
[21] proposed a federated learning-based model that utilizes a sampled 
subset of user equipment in the training process, predominantly exe-

cuted by edge nodes. To minimize energy consumption and learning 
completion time, the subset of user equipment is refreshed during each 
iteration.

In the context of federated learning for Smart Energy Grid, fewer 
research activities have been proposed. For instance, in [22], a feder-

ated learning-based model is introduced for predicting energy demand 
in electric vehicles. This model enables charging stations to share their 
trained models without disclosing their raw datasets, allowing providers 

to process these models and predict electric vehicle energy demands, 
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optimizing consumption and pricing while aiming to minimize energy 
costs and maximize participant satisfaction. Another noteworthy model, 
IFed, discussed in [23], facilitates electric providers in assisting IoT 
users with power needs, ensuring local data privacy, and minimizing 
resource consumption through federated learning. Additionally, feder-

ated learning has been applied in smart grids, as detailed in [24], to 
reduce data volume used for training deep learning models, enabling 
household load forecasting without compromising privacy. Similarly, 
[25] presents a demand response algorithm leveraging federated learn-

ing among residential users, allowing decentralized control of household 
loads to schedule demand and achieve feasible power flow while safe-

guarding user privacy.

Federated learning methods play a critical role in maintaining the 
privacy of sensitive data where training data are distributed at the edge 
devices. FL has several distinct advantages over traditional centralized 
ML training [26]:

• Training time is reduced: Multiple devices are used to calculate gra-

dients in parallel, which offers significant speedups.

• Inference time is reduced: Ultimately, each device has its own local 
copy of the model, so it can make predictions extremely quickly 
without relying on slow queries to the Cloud.

• Privacy is preserved: Uploading sensitive information to the Cloud 
presents a significant privacy risk for applications like smart grid 
system and healthcare devices. Privacy breaches in these settings 
may cause serious damage. As such, keeping data on local devices 
helps preserve end-users’ privacy.

• Collaborative learning: FL is based on collaborative learning, which 
is easy and consumes less power as the models are trained on edge 
devices. The term implies that edge computing is a suitable envi-

ronment for using FL. Therefore, the communication costs, privacy, 
security, and legalization issues could be alleviated by leveraging 
FL in the edge-cloud paradigm.

2.3. Homomorphic encryption

Homomorphic Encryption (HE) is an encryption technique where 
mathematical computations can be performed on encrypted cyphertexts 
and generate encrypted results without decrypting them first [27]. When 
the final results are decrypted, it matches the results of the operations 
as if they were performed on plain text [28]. The HE maintains the pri-

vacy of the clients’ encrypted data while allowing third parties to carry 
out specific operations on the clients’ encrypted data without decrypt-

ing the data. With homomorphic encryption, the client first encrypts the 
data before uploading it to the Cloud. Without knowing the contents of 
the encrypted data, the Cloud server uses HE to perform a mathemati-

cal algorithm on it. The client then receives the encrypted information 
from the Cloud and uses its secret key to decrypt the received encrypted 
data, maintaining the privacy of the data. The HE is classified into three 
types based on the number of mathematical operations performed on the 
encrypted message. They are as follows: Partially Homomorphic Encryp-

tion (PHE) [29], Somewhat Homomorphic Encryption (SHE) [30], and 
Fully Homomorphic Encryption (FHE) [31][32]. Within the proposed 
federated learning technique, the PHE scheme developed as a promis-

ing solution to ensure the confidentiality and privacy of smart industries 
data in the context of FL for anomaly detection. The Paillier cryptosys-

tem allows the server to process and aggregate model parameters with 
the homomorphic property on the server without requiring decryption. 
One key advantage of the Paillier homomorphic cryptosystem is its re-

sistance against attacks from an Honest-But-Curious (HBC) server. It has 
been designed to protect against possible privacy breaches by ensuring 
that ciphertexts do not reveal any information about the plaintexts. This 
is proven through its resilience against the chosen plaintext attack (CPA) 
based on the decisional composite residue problem. Consequently, PHE 
emerges as the most efficient partially homomorphic encryption scheme 
4

available for FL settings [33].
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2.4. Anomaly detection in smart grid systems

Several research studies have been conducted to detect anomalies 
using machine-learning techniques in smart grid systems. We discuss se-

lected works in this section. The authors in [34] utilized machine learn-

ing techniques such as deep learning (DL) methods to detect stealthy 
false data injection attacks on the state estimation of the power grid. The 
DL training is implemented offline to acquire a robust model, which is 
then deployed online to identify such type of attacks. The authors in [35]

proposed an anomaly detection system based on autoencoder technique 
for smart home systems and their results showed that their anomaly de-

tection is a strong constraint to sensor tampering and data corruption. 
However, the anomaly detection used is at the consumer side, not at the 
energy supplier side. In [36], the authors improved the resilience against 
unbalanced data by building new balanced representations using a deep 
representation learning approach. To identify cyber-attacks, the authors 
developed an ensemble deep learning method based on Random Forest 
classifiers to boost detection accuracy and reduce false positive rates. 
The results of their proposed ensemble stacked autoencoder outperform 
the commonly used classifiers. However, their scheme is not robust and 
energy efficient as they have not used federated learning techniques 
to compute the detection algorithm at the edge. Similarly, the authors 
in [37] proposed smArt gRid Intrusion Detection System (ARIES) for 
securing the communication system of the smart grid. In their ARIES 
architecture, the authors proposed three modules viz. (a) Data Collec-

tion Module, (b) ARIES Analysis Engine, and (c) Response Module. The 
data collection module sniffs the total network traffic statistics, which 
are analyzed by the ARIES analysis engine to detect anomalies, and fi-

nally, the response module informs the system operator regarding the 
anomalies. The performance evaluation of their scheme has an F1 score 
of 0.982 in the first detection layer, while the F1 score of the second and 
third layers reaches 0.751 and 0.853, respectively. In [38], the authors 
of ARIES enhanced their scheme by introducing an autoencoder-GAN ar-

chitecture with novel minimization functions, taking into account both 
the adversarial error and the reconstruction difference. The enhanced 
proposed architecture was validated in four real smart grid evaluation 
environments that use the Modbus/TCP and DNP3 protocols.

In most of the above-mentioned works, the lack of labeled data fur-

nishes machine learning techniques as an ideal solution for generating 
effective security applications as they can detect the applicable fea-

tures autonomously. However, it is important that most of the previous 
works have not been validated with real smart grid environments and 
data. Moreover, they have not implemented federated learning set up to 
enhance the detection algorithm by running distributed learning tech-

niques at the edge and lack encryption techniques such as homomorphic 
encryption to secure the data model.

3. System model

In this section, we introduce an anomaly detection technique based 
on an LSTM-AE along with a distributed machine learning framework, 
specifically federated learning with one central server and three clients 
in the smart grid, to detect anomalies in the system. We also discuss 
homomorphic encryption based on the Pailler algorithm as a secure pri-

vacy mechanism.

3.1. Anomaly detection approach

Our objective is to detect anomalies or outliers based on anomaly 
detection that usually partitions the dataset into a training set and an 
inference set. The training set consists of sensor data collected over a 
certain time period from several devices at the substations. Taking into 
consideration the most realistic cases and the formulation that is fre-

quently employed in the anomaly detection system, the client device 
training data set consists of normal sensor data only collected from sub-
station [39]. During inference, it detects anomalies in the test data set 
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that is obtained from the same sensor devices but at different time pe-

riods. We consider two commonly used anomaly detection approaches 
for detecting anomalies in the smart grid system and they are the Mean 
Standard Deviation (MSD) and Median Absolute Deviation (MAD) ap-

proaches.

3.1.1. Median Absolute Deviation (MAD)

MAD score is calculated as the median of the absolute deviations of 
each data point from the median of the entire dataset. The MAD score 
is a measure of dispersion because it is less impacted by extreme values 
or outliers in the data. It is especially beneficial for datasets with non-

normal distributions [40]. A high MAD value implies that the data points 
are sparsely separated from the median, whereas a small MAD shows 
that the data points are closely grouped around the median. The MAD 
can be calculated as follows:

𝑀𝐴𝐷𝑛 = 𝑘.𝑚𝑒𝑑𝑖|𝑥𝑖 −𝑚𝑒𝑑𝑖.𝑥𝑖| (1)

where 𝑘 is a scale factor that assumes normally distributed data, 𝑚𝑒𝑑𝑖.𝑥𝑖
is the sample median or simply the middle value in the batch of points 
across the series. MAD is a dynamic approach and more resilient to out-

liers in a dataset than the standard deviation. In MAD, the deviations of 
a small number of outliers are irrelevant. MAD flags points as anomalous 
that have a large deviation from the median.

3.1.2. Mean Standard Deviation (MSD)

MSD score is a valuable indicator for assessing the effectiveness of 
anomaly detection systems because it is unaffected by the size of the data 
and allows for performance comparisons between various techniques. 
The MSD score is calculated by averaging the number of standard de-

viations between the true and estimated values. In the MSD score, the 
difference between the true and predicted values of the data samples is 
computed first. Then, the difference is divided by the standard deviation 
of the true values. Finally, the MSD values of the normalized differences 
are calculated as follows:

𝑀𝑆𝐷 =𝑚𝑒𝑎𝑛(| 𝑡𝑟𝑢𝑒𝑣𝑎𝑙𝑢𝑒− 𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑒𝑑𝑣𝑎𝑙𝑢𝑒

𝑠𝑡𝑑(𝑡𝑟𝑢𝑒𝑣𝑎𝑙𝑢𝑒)
|) (2)

A lower MSD score represents that the algorithm performs better at 
identifying anomalies and is more accurate in predictions of the true 
values. This model can handle high-dimensional data more effectively 
than other methods and can capture complex nonlinear relationships in 
the data. In anomaly detection, a Mean Squared Error (MSE) is used as 
a reconstruction error, which is calculated as below,

𝑀𝑆𝐸 =
𝑛∑
𝑖=1

𝑚∑
𝑗=1

(𝑌𝑖𝑗 − 𝑌𝑖𝑗 )2 (3)

where 𝑛 is the total number of observations, 𝑌𝑖𝑗 is the ith true data sam-

ples, and 𝑌𝑖𝑗 is the ith autoencoded data sample by the LSTM-AE, index i
runs over the features and index j runs over along the sequence. A higher 
reconstruction error represents the divergence from the normal behav-

ior. To detect such divergence, a threshold must be chosen so that if the 
reconstruction error value for an input data sample is above this thresh-

old, then the input data is regarded as anomalous. In MSD, a threshold 
value can be selected as a decision point to determine how much a test 
sample deviates from the normal samples. This threshold detects anoma-

lies if the observations exceed a predefined threshold value.

• Threshold setting: The threshold is set based on the reconstruction 
error of each input data sample that is considered as an indicator 
of anomaly. The reconstruction error i.e., MSE, is used for setting 
the threshold value. The threshold is usually set based on the mean 
and standard deviation of the reconstruction errors. In general, the 
threshold is formulated as below:
5

𝜏𝑀𝑆𝐷 = 𝜇 + 𝑘.𝜎 (4)
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where 𝜏𝑀𝑆𝐷 is the threshold, 𝜇 is the average reconstruction error 
of the normal data, 𝜎 is the standard deviation, and 𝑘 is the constant 
that can be used to adjust the threshold. k needs to be adjusted 
based on the specific characteristics of the data. In our case, a value 
of 3 is typically used. Thus, we set k=3 [41]. The distribution of 
the reconstruction errors generated by the model for normal data 
samples is calculated to determine the threshold value. The data are 
labeled anomalous when the reconstruction error of the new input 
data exceeds this threshold.

𝜏𝑀𝑆𝐷 =𝑀𝑒𝑎𝑛(𝑀𝑆𝐸 −𝐸𝑟𝑟) + (3 ∗ 𝑆𝑡𝑑(𝑀𝑆𝐸 −𝐸𝑟𝑟)) (5)

It’s also worth noting that threshold selection involves a trade-off 
between false negatives and false positives. A high threshold means 
fewer false positives (fewer anomalies are found). However, it also 
produces more false negatives (more real anomalies not being de-

tected).

3.2. LSTM-autoencoder

LSTM-AE employs the attributes of both the LSTM neural network 
and the autoencoder, which builds the LSTM networks upon the au-

toencoder’s encoding and decoding techniques. The encoder receives the 
high-dimensional input data stream as a fixed-size vector. The encoder 
strategy holds connections over numerous data points in a time-series 
sequence utilizing LSTM memory cells while continuously reducing the 
high-dimensional input vector representation into lower-dimensional 
interpretation until it approaches the latent space. The LSTM decoder 
regenerates and restores a fixed-size output sequence from the reduced 
representation of the input data in the latent space. Each feature vec-

tor data given to the LSTM-AE yields the corresponding output, from 
which the reconstruction error can be computed. The reconstruction er-

ror for normal feature data after processing by the LSTM-AE is typically 
less than the reconstruction error for abnormal data samples. The recon-

struction error between the input and output data samples is obtained 
by training the LSTM-AE model with normal data samples. Once any ab-

normal data samples are fed into the trained model, the reconstruction 
error will be greater than that of normal data samples. The components’ 
general working principle of the LSTM-AE is given in Fig. 2.

3.3. Federated learning model

The high-level federated learning network model for our proposed 
system is given in Fig. 3. The network model consists of the following 
elements:

• Energy Service Providers (ESPs): It generates electricity and dis-

tributes it to the public through a smart electric grid system. The 
ESP consists of current, voltage, power, and temperature param-

eters for efficient electricity distribution. It is located at the edge 
layer that consists of edge devices such as Remote Terminal Units 
(RTUs) that are responsible for monitoring the electric infrastruc-

ture, such as transformers, circuit breakers, and so on.

• Aggregators: The computing devices at the Fog layer provide Fog 
computing and communication services at the proximity of the 
utility providers. This layer acts as a bridge between the Cloud 
server and the edge nodes. This network model offers proximal 
model aggregations near the edge of the network, thus eliminating 
the data traffic load to the server. The Fog layer consists of net-

work controllers, time-sensitive networks, edge devices, and several 
switches.

• Server: The Cloud layer consists of servers that provide significant 
computing, communication, and storage capacity. It also consists 
of orchestrator devices and additional servers, as well as provides 

other services.
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Fig. 2. General working principle of the LSTM autoencoder.
Fig. 3. High-level federated learning network model.

In this work, we use one central server in the Cloud for global data 
aggregation and model updates, while three FL clients are used for train-

ing the local model security [42]. The reason for using few clients is 
that we have limited data sets obtained from the smart grid. The overall 
network model will consist of a fully integrated solution ranging from 
sensor data collection and advanced anomaly detection based on ML 
models to preserve the privacy and security of the information.

3.4. Homomorphic encryption: paillier algorithm

As indicated above in Section 2.3, homomorphic encryption is ben-

eficial for privacy preservation in a system like this. One algorithm for 
homomorphic encryption with many benefits, such as additive and par-

tial multiplicative homomorphism and probabilistic encryption, is the 
Paillier algorithm [43], which is what will be used for homomorphic en-

cryption in the rest of this work. The Paillier algorithm is based on the 
difficulty of the Decisional Composite Residuosity Assumption (DCRA), 
which claims that given a composite number n, evaluating whether a 
given residue r is a multiple of n is extremely difficult. The Paillier al-
6

gorithm is discussed below [3]:
Key generation: The algorithm randomly chooses two prime numbers 
p and q to satisfy the greatest common divisor i.e.,

𝑔𝑐𝑑(𝑝𝑞, (𝑝− 1)(𝑞 − 1)) = 1 (6)

Then, 𝑁 = 𝑝.𝑞 and 𝜆 = 𝑙𝑐𝑚(𝑝 − 1, 𝑞 − 1) are found, where lcm is 
the least common multiple. We randomly select 𝑔 ∈ –𝑍∗

𝑁2 to satisfy 
𝑔𝑐𝑑(̌(𝑔𝜆 𝑚𝑜𝑑𝑁2), 𝑁) = 1 and ensure there exists

𝜇 = (̌(𝑔𝜆 𝑚𝑜𝑑𝑁2))−1𝑚𝑜𝑑𝑁 (7)

where ̌ (𝑥) = 𝑥−1
𝑁

. The public and private keys are generated as N,g, and 
𝜆, 𝜇, respectively.

Encryption Function (): Assume the plaintext message be 𝑚 ∈ –𝑍 and 
the public key be 𝑝𝑘; then, the encrypting function is

(𝑚,𝑝𝑘) = 𝑔𝑚.𝑟𝑁 𝑚𝑜𝑑𝑁2 (8)

where 𝑟 is a random pad 𝑟 ∈ –𝑍∗
𝑁2 . Decryption Function (): Assume 

ciphertext be 𝑐 and the secret key be 𝑆𝑘, the plaintext can be computed 
as follows:

𝑚 =(𝑐,𝑆𝑘) =
̌(𝑐𝜆 𝑚𝑜𝑑𝑁2)
̌(𝑔𝜆 𝑚𝑜𝑑𝑁2)

𝑚𝑜𝑑𝑁 = ̌(𝑐𝜆 𝑚𝑜𝑑𝑁2) ∗ 𝜇

Additive Homomorphic: The additive homomorphic characteristic en-

ables the user to easily operate on the message in its ciphertext. Let the 
two plaintexts be 𝑚1, 𝑚2, and the key pair is 𝑆𝑘, 𝑝𝑘; then, we have,

𝑐1 = (𝑚1, 𝑝𝑘𝑖) ≡ 𝑔𝑚1 .𝑟𝑁1 𝑚𝑜𝑑𝑁2

𝑐2 = (𝑚2, 𝑝𝑘𝑖) ≡ 𝑔𝑚2 .𝑟𝑁2 𝑚𝑜𝑑𝑁2

thus, we have,

𝑐1 ∗ 𝑐2 ≡ 𝑔𝑚1+𝑚2 .(𝑟1.𝑟2)𝑁 𝑚𝑜𝑑𝑁2 (9)

So, we can conclude that

𝑚1 +𝑚2𝑚𝑜𝑑𝑁 =((𝑚1, 𝑝𝑘𝑖) ⊕ (𝑚2, 𝑝𝑘𝑖), 𝑆𝑘𝑖)

=(𝑐1 ∗ 𝑐2, 𝑆𝑘𝑖)

4. Proposed framework

In this section, we discuss our proposed framework and provide a 
detailed structure of the system. We consider Anomaly Detection based 
on LSTM-AE in a Federated Learning setup in smart electric grid sys-

tems, which we call ADLA-FL. The ADLA-FL framework can be used to 
build anomaly detection models for detecting and monitoring threats as 
well as the federated learning techniques that can resolve the issues of 

data silos and privacy of industrial data. FL allows a number of edge 
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Fig. 4. Proposed anomaly detection based on FL in smart grid.

computing devices to train a model together without exchanging pri-

vate information. FedAvg stands as the prevailing algorithm in federated 
learning, employing element-wise averaging of local model parameters 
with weights aligned to the sizes of client datasets. Building upon the 
foundations laid by FedAvg, numerous algorithms have emerged, aim-

ing to enhance resource allocation fairness, communication efficiency, 
and convergence rates in federated learning. [44] Notable examples in-

clude LAG [45], Zeno [46], AFL [47], FedProx [48] and FedMA [49]. We 
selected FedAvg for implementation in our study due to its straightfor-

ward implementation and efficacy with homogeneous data, specifically, 
the independent and identically distributed (IID) data characteristic, 
which aligns with the context of our research. It can solve the data 
scarcity issue from a privacy-preserving standpoint. In our proposed FL 
framework, the central server is located in the Cloud, which receives 
gradient data from the electric substations through the intermediate Fog 
layers as shown in Fig. 4. The given figure is a generic figure with the 
architecture for larger deployment. In this case, we will use a powerful 
Fog node and deploy three federated learning clients at the Fog node. 
The Fog nodes are used to receive and compute the data from the re-

spective RTUs and train a local ML model. Each received data sample 
will have an ID indicating the RTU’s data it was read from. The commu-

nication protocol used to communicate between the substations and Fog 
node is Modbus/TCP. In this work, one RTU is located in the laboratory 
environment that produces synthetic data currently and will increase its 
number as the project progress.

At first, the central server shares the initial model with the Fog nodes 
located at the Fog layer. These nodes collect the local data from RTUs 
and preprocess to extract the training data pattern, then train their lo-

cal data with the initial models and then share this local model, i.e., 
gradients with the central server in the Cloud. The model aggregator 
in the Cloud aggregates the gradients obtained from the Fog layer and 
updates the global model parameters. It provides a reconstruction error 
of observations at the final timestamp in the series. The central server 
then shares the updated global model with the clients. The proposed 
framework trains the global model until the reconstruction error of the 
data converges using validation data that is stored in the Cloud. The 
7

threshold selection technique uses these reconstruction errors to set an 
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anomalous threshold for real-time detection. We use two approaches to 
detect the anomalies in the smart grid data, as discussed in Section 3. In 
the case of MSD, the mean and standard deviation of reconstruction er-

rors are used for computing the threshold. The trained ML models can 
be used to directly monitor threats at the edge devices and trigger the 
alert in time to defend the system. The anomaly detection system at the 
Fog layer receives the updated training model along with the threshold 
from the Cloud server. At this moment, the devices can detect anomalies 
based on new input observations or data samples. If the reconstruction 
error of the new observation is above a certain anomaly threshold value, 
then it will be considered an anomaly else, it will be considered normal.

Hence, the devices at the Fog layer can collaboratively learn an effi-

cient global detection ML model by exchanging model parameters with 
a Cloud server. The data gathered by edge devices do not need to be 
transferred to a Cloud server for centralized processing, thus protecting 
electricity utility providers’ privacy and lowering communication costs.

However, we must also consider the privacy protection of the elements 
in the smart grid system. For this, we consider implementing a homo-

morphic encryption technique to preserve the privacy and security of the 
system. In this framework, we assume that the central Cloud server is 
honest and reliable enough to perform its designated assignment. How-

ever, it might be curious to gain knowledge of the model gradients. 
The key management center is expected to be an entirely honest party 
guaranteeing safe communication between edge devices and the Cloud 
server. Edge devices can be partially honest; however, they may be pe-

culiar about the other edge devices’ data. Thus, a privacy-preserving 
mechanism such as homomorphic encryption is required to preserve the 
data privacy of the smart electric grid system.

5. Experimental setup

This section describes the type of dataset used for the experimental 
setup and details of the experimental setup used in our proposed FL-

based anomaly detection scenario. For the experiment, we use Python 
as it permits the use of several ML algorithms and models for anomaly 
detection. Some of the libraries used to process the data are Pandas, 
Numpy, Pytorch, and Scikit Learn [50].

5.1. Dataset

In this subsection, we analyze the proposed algorithm’s performance 
using a synthetic industrial dataset collected from the RTU in a smart 
grid system. The RTU used is PowerLogic T300 from Schneider Electric, 
which is an embedded device that serves as an application core compo-

nent for the management of low and medium-voltage public distribution 
networks. Obtained from an industry partner, which has been designed 
taking into account the generic behavior of a segment of the electric grid. 
We curate the dataset where the redundant data are removed to make 
the distribution of the dataset more balanced and reasonable. One good 
practice is to train the model with just normal data, and everything that 
differs from the normal behavior is considered as anomaly. In this way, 
we can detect new abnormalities or attack behavior that has never been 
seen before. We used a synthetic dataset based on a real-world grid sys-

tem that only included the normal operation of the system. The dataset 
includes measures for temperature, current, and voltage for each phase, 
frequency, and relative humidity. In the dataset, we had 1378 data sam-

ples. There are fourteen features in the dataset that encompass critical 
elements of grid system operation, making them adequate for use in the 
training of machine learning models intended for anomaly detection. 
We randomly selected 125 data samples of the dataset to generate 125 
synthetic anomalous samples for the test set. Then, we divided the re-

maining 1253 samples into two sets: Set I- 90% (1128 samples) for the 
training set and Set II- 10% (125 samples) for the test set. Finally, we di-

vided those 1128 samples equally among three clients and each of them 

had 376 data samples for training. The test set is shaped by 125 anoma-
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Table 1

Experimental setup parameters.

FL Network 1-Server and 3- clients

Evaluation Approach MAD-score, MSD approach

Model Type LSTM-AutoEncoder

Aggregation Method FedAvg

Loss Function MSE loss

Epochs Local epochs: 4 – Global Epochs: 50

lous and 125 normal samples, i.e., 250 test data samples altogether, 
which will be used for evaluating the performance of our model.

5.2. Experimental setup parameters

We run the simulation on a computer with the following specifi-

cations: Intel Core i7-11800H running on Nvidia GeForce RTX 3050 
graphic card with 4 GB GDDR6 and having memory of 16.0 GB RAM. We 
use Python 3.8 and TensorFlow 2.8.0 to build the models on the com-

puter. The PowerLogic T300 RTU from Schneider Electric has been used 
as the RTU terminal. This RTU is a hardware and firmware customizable 
platform that serves as an application core component for the manage-

ment of low-voltage and medium-voltage public distribution networks 
[51].

Table 1 shows the detail experimental setup parameters. In the fed-

erated learning scenario, we consider three federated learning clients 
and one global server at the Cloud. Each FL client has 376 samples of 
the training data for local model training. We use ADAM as an optimizer 
[52] during the training phase with a learning rate of 0.001 for neural 
network-based methods for a fair comparison. The local epoch was set 
to 4, and the global epoch was set to 50 with a batch size of 8 is used. 
The aggregation method used for federated learning is FedAvg. We use 
two different evaluation approaches for evaluating the result of the pro-

posed framework, i.e., the MSD approach and the MAD score approach. 
To preserve the privacy of the smart grid system, we implement homo-

morphic encryption with a 128-bit key and a 256-bit key.

The simulation is carried out using one synthetic dataset available from 
the RTU. Thus, we consider only three clients participating in the feder-

ated learning. During the FL process, the clients use their local datasets 
for training a shared global model by exchanging the model parameters 
with the central global server. The training local data set is randomly 
and uniformly distributed into three clients with the same size as a local 
dataset to train the model. To evaluate the performance of the obtained 
global model, we use a testing set to test the performance.

6. Performance evaluation

We conduct extensive evaluations based on the datasets that were 
introduced in the previous section as a way of testing the developed al-

gorithms to verify the effectiveness of the proposed approach. And we 
observe the trade-off between model accuracy and privacy empirically. 
Even though the datasets provided were synthetic ones, the method-

ology could be applied to datasets obtained from the substations in 
operation, as all the experimentation has considered a similar infrastruc-

ture to the one available in the substations managed by electric utilities.

6.1. Performance evaluation metrics

For performance evaluation in the proposed ADLA-FL framework, we 
use metrics such as Accuracy, Precision, and Recall, as F1-score similar 
to other machine learning research. For expressing these metrics, we 
need to consider some common parameters such as True Positive (TP), 
True Negative (TN), False Positive (FP), and False Negative (FN) for the 
anomaly detection process. We summarize these parameters as follows:

• True Positive (TP): It represents correctly identified anomalous 
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samples as an anomaly among all samples,
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Table 2

Confusion matrix.

Predicted Values

normal anomaly

True Values
normal TN FP

anomaly FN TP

Table 3

Evaluation metrics and their mathematical representation.

S.No. Evaluation Metric Mathematical Representation

1 Accuracy
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
2 Precision

𝑇𝑃

𝑇𝑃+𝐹𝑃
3 Recall

𝑇𝑃

𝑇𝑃+𝐹𝑁
4 F1-Sore 2 × 𝑅𝑒𝑐𝑎𝑙𝑙.𝑃 𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛

𝑅𝑒𝑐𝑎𝑙𝑙+𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛

• True Negative (TN): It represents correctly identified benign sam-

ples as normal among all samples,

• False Positive (FP): It represents incorrectly identified benign sam-

ples as anomalous,

• False Negative (FN): It represents incorrectly identified anomalous 
samples as normal.

Based on the above parameters, we present the confusion matrix with 
four different combinations of predicted and true values that are used 
to determine the performance of a model. The confusion matrix is given 
in Table 2.

The evaluation metrics are computed using the above parameters as 
follows:

• Accuracy: It is the ratio of correctly identified normal samples to 
the total samples.

• Precision: It is the ratio of correctly identified anomalies to the total 
number of expected anomalies outcomes.

• Recall: It is the ratio of correctly identified anomalies to all obser-

vations in the actual assessment.

• F1-Score: It is the measure of the test’s accuracy and is computed 
using Precision and Recall values.

The evaluation metrics and their corresponding mathematical repre-

sentation are given in Table 3.

In addition, we use the Receiver Operating Characteristic (ROC) 
curve as a performance evaluation metric. According to [39], the ROC 
curve is a visual depiction of the balance between a machine learning 
model’s true-positive rate (TPR) and false-positive rate (FPR) across var-

ious thresholds, with TPR on the y-axis and FPR on the x-axis. The area 
under the ROC curve (AUC) is a statistical metric used to evaluate the 
efficacy of an ML model. It indicates the model’s ability to correctly cat-

egorize observations into positive and negative groups. AUC-ROC is a 
helpful statistic for assessing model correctness since it offers a credible 
visual depiction of the performance of the proposed model. The AUC is 
computed as shown in the following equation:

𝐴𝑈𝐶𝑅𝑂𝐶 =

1

∫
0

𝑇𝑃

𝑇𝑃 + 𝐹𝑁
𝑑

𝐹𝑃

𝑇𝑁 + 𝐹𝑃
(10)

6.2. Privacy-preserving ADLA-FL with HE

In this section, we discuss the implementation of homomorphic en-

cryption for preserving the privacy of the federated learning system. 
We deployed HE with a pair of key sizes 128 bits and 256 bits. For this, 
we use Paillier homomorphic encryption for additive cases in our sim-

ulation that was obtained from the PHE, i.e., Partially Homomorphic 

Encryption library in Python. The additive homomorphic encryption 



Journal of Parallel and Distributed Computing 193 (2024) 104951R. Shrestha, M. Mohammadi, S. Sinaei et al.

Fig. 5. Test data loss distribution for (a) normal and (b) anomaly data without HE.

Fig. 6. Test data loss distribution for normal and anomaly data HE-128bit.
computation is much faster than multiplicative computation, which is 
suitable for the edge devices in the Fog layer. Each FL client encrypts the 
data received from the RTUs before sending it to the Cloud to perform 
cipher text calculation. Homomorphic encryption is applied close to the 
training unit, specifically between Fog Nodes and Cloud for the aggre-

gation of encrypted data. The Cloud computes the additive operation in 
its ciphertext without knowing the contents of the data.

6.3. Results and discussion

This section discusses the results obtained from our simulation based 
on anomaly detection using FL framework. Simulated results from the 
proposed framework are then analyzed to determine its efficacy. The 
experimental setup details show how we utilize three FL clients and a 
single server to test the homomorphic encryption to preserve the privacy 
of the FL client. We mainly used the MSD and MAD scores techniques 
to evaluate the performance of our proposed LSTM-AE-based architec-

ture. We ran several simulations with (HE-128-bit key, and HE-256-bit 
key) and without homomorphic encryption and obtained the results. 
We present the distribution of normal and anomaly test data losses in 
terms of MSE loss for the MSD approach. Fig. 5 shows the test data 
loss distribution of normal and anomaly data before implementing the 
homomorphic encryption technique. The results show that the recon-

struction error or the MSE losses are exceptionally low. In the figure, 
the blue line represents the threshold that is computed using Eq. (5)

and is the same for both normal and anomaly results. The test data sam-

ples that are greater than the threshold value are detected as anomalies 
9

(i.e., the right side of the threshold line are anomalies).
Fig. 6 shows the test data loss distribution of normal and anomaly 
data after implementing the homomorphic encryption, i.e., HE-128bit 
key with the threshold. Similarly, Fig. 7 illustrates the loss distribution 
of normal and anomaly data while implementing the HE-256-bit key FL 
approach.

Fig. 8a shows the model performance using a confusion matrix. The 
confusion matrix indicates that there are 250 test data samples and 
among them, 125 data samples are abnormal samples. The proposed 
model was able to correctly identify 125 normal data samples i.e., it 
can correctly identify 100% of normal data samples. The model cor-

rectly identified 123 data samples out of 125 total anomalous test data 
samples, i.e., it can correctly identify 98.4% of normal data, i.e., TP. 
However, the proposed model incorrectly identified 2 data samples as 
normal, i.e., FN.

We also showed the performance of the proposed model by using 
the AUC-ROC curve in Fig. 8b. This curve displays the trade-off between 
the TPR and FPR of the proposed model. The figure displays the ROC 
curves for the LSTM-AE model implementing different HE encryption 
strategies such as non-HE, 128-bit HE, and 256-bit HE scenarios with 
different values of K, which are represented by corresponding colors. 
The AUC-ROC curve results show that the model with non-HE, HE-128, 
and HE-256-bit key with K=5 performs better.

Our analysis included an examination of numerous approaches on 
our industrial dataset to determine their respective performance levels. 
As a result, we used One-Class SVM, Isolation Forest, and threshold-

based anomaly detection methods in our conference work [53]. Our 
investigation found that threshold-based techniques perform better in 
finding abnormalities in our dataset. As a result, we have chosen to fo-
cus this study on two unique threshold-based techniques (MAD & MSD) 
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Fig. 7. Test data loss distribution for normal and anomaly data HE-256 bit.

Fig. 8. Confusion matrix and AU
to compare and contrast their performance with that of our industrial 
dataset. Table 4 shows the detailed comparison of ADLA-FL based on 
the MSD approach using various performance metrics such as Recall, 
Precision, Accuracy, and F1-score. The table compares the proposed 
framework for the MSD approach with different threshold values ‘K’ 
along with HE using various encryption keys as a privacy-preserving 
technique. While assessing the performance of the proposed framework, 
the Recall performance parameter plays a crucial role. The Recall met-

ric minimizes the number of false negative predictions. In other words, 
we want to make sure that all the data samples that are anomalous (TP) 
are correctly detected because missing an anomaly (FN) can have a sig-

nificant consequence on the proposed system. The table shows that the 
HE provides better performance evaluation with a threshold value of 
K=5. According to the results, we can verify that applying homomor-

phic encryption does not affect the performance of the system while 
providing high-level data privacy for the clients of the FL system. The 
only drawback of homomorphic encryption is the encryption/decryp-

tion operations computational overhead that is added to the system.

Similarly, Table 5 compares the proposed framework based on the 
MAD-score approach with the LSTM-AE model considering different HE 
strategies. From the table, it can be seen that the non-HE, HE-128-bit, 
and HE-256 results are similar. Furthermore, considering the results of 
MAD and MSD anomaly detection approaches in Tables 4 & 5, the MSD 
approach dominates in performance when compared to the MAD ap-

proach. For 𝐾 = 5, i.e. anomaly samples are far from normal samples. 
The MSD technique performs exceptionally well, with a recall score of 
98% and an F1-score of 97%. In contrast, the MAD technique produces 
less favorable results, with both recall and F1 scores settling around 
10

78%, a level of performance regarded as unsatisfactory, particularly in 
C-ROC curve of the model.

Table 4

Comparison of the proposed models with MSD approach with different HE 
and threshold values.

Approach K HE Accuracy Precision Recall F1-Score

MSD K=2 Non-HE 55% 74% 55% 44%

HE-128 55% 75% 55% 43%

HE-256 55% 75% 55% 43%

K=3 Non-HE 80% 85% 80% 79%

HE-128 79% 85% 79% 78%

HE-256 80% 86% 80% 79%

K=5 Non-HE 98% 98% 98% 97%

HE-128 98% 97% 98% 97%

HE-256 98% 98% 98% 97%

Table 5

Comparison of the proposed models with MAD approach with different HE 
and threshold values.

Approach K HE Accuracy Precision Recall F1-Score

MAD K=2 Non-HE 50% 58% 50% 34%

HE-128 50% 57% 50% 34%

HE-256 50% 58% 50% 35%

K=3 Non-HE 51% 75% 51% 35%

HE-128 51% 76% 51% 35%

HE-256 51% 75% 51% 34%

K=5 Non-HE 79% 85% 78% 78%

HE-128 79% 85% 79% 78%

HE-256 79% 84% 79% 78%
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Fig. 9. Training loss performance at server side.

Fig. 10. Training loss performance at client side.

cases when anomaly detection is deemed uncomplicated. When 𝐾 = 3, 
i.e. anomaly samples are closer to normal samples, having a satisfac-

tory anomaly detection system is extremely important. According to the 
results, the MAD strategy performs sub-optimally, as evidenced by a 
Recall-Score of 51% and an F1-score of 35%. In comparison, the MSD 
strategy performs substantially better, with a Recall-score of 80% and an 
F1-score of 79%, respectively. For 𝐾 = 2, i.e. anomaly samples are sim-

ilar to normal samples, the inferior performance of both the MSD and 
MAD techniques is expected considering the intrinsic challenge of iden-

tifying such abnormalities. It’s possible that a threshold-based anomaly 
detection strategy won’t work well for finding this kind of abnormal-

ity.

Fig. 9 evaluates the training loss performance on the server side. The 
server training loss takes some iteration to converge the loss. Fig. 10

shows the training loss performance on the clients’ side. The training 
loss performance on the client side and server side has the same behav-

ior. The training loss of each of the three clients converges at around 
50 epochs with a learning rate of 0.001 showing better performance 
of the proposed framework. While the homomorphic encryption had no 
negative impact on model performance, and HE models performed com-

parably to non-HE models. The negligible differences in the results are 
due to the fact that the Paillier homomorphic encryption system employs 
a probabilistic encryption approach that introduces a random integer 
into the plaintext prior to encryption, known as a “blinding factor”. This 
guarantees that the same plaintext value creates a different ciphertext 
each time it is encrypted, preventing attackers from deducing plaintext 
information from ciphertext patterns. It should be noted that as the key 
size grows, the execution time of FL model training increases. More-

over, choosing the right key size for the Paillier encryption technique 
requires balancing security and computational efficiency, which varies 
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depending on the use case. Larger key sizes provide several advantages, 
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Fig. 11. Execution time taken by LSTM-AE with varying HE encryption keys in 
the proposed framework.

including better security against brute-force attacks, as it is computa-

tionally unfeasible for attackers to attempt all possible keys until they 
locate the proper one.

We analyzed the computation cost of implementing HE in the pro-

posed framework using LSTM-AE. We compare the results using 128-bit 
keys, 256-bit keys, and without homomorphic encryption in the pro-

posed framework. The result of computation time taken by the LSTM-AE 
methods with varying HE encryption keys is given in Fig. 11. The ex-

ecution time taken to perform LSTM-AE without implementing HE is 
29.61 s. The execution time taken to perform LSTM-AE with implement-

ing HE-128bit is 1387 s, and HE-256bit is 4662 s. In practice, there is 
a trade-off between performance and computation time. A higher key 
length provides a superior level of protection against various attacks. 
In addition, as computational power increases, greater key sizes may 
make the Paillier encryption system more resistant to attacks, guaran-

teeing that it continues to give strong privacy guarantees. On the other 
hand, using a higher key length incurs a computational overhead, caus-

ing slower encryption and decryption times, as well as higher memory 
requirements. In general, key length should be chosen depending on a 
trade-off between security and performance needs. A higher key length, 
such as 256 bits, may be more appropriate if a high degree of privacy 
and security is desired. If performance is required, a shorter key length, 
such as 128 bits, may suffice.

7. Conclusion and future works

This paper introduces ADLA-FL, an anomaly detection based on the 
LSTM-AE framework implementing FL in the smart electric grid. The 
ADLA-FL framework employed MSD and MAD approaches for detecting 
anomalies that can efficiently detect outliers in industrial data. We ran 
extensive simulations and examined the performance metrics of the test 
data samples, and experimental evaluations highlighted the effective-

ness of ADLA. Our outcomes indicate that the MSD approach performs 
better than the MAD approach on the smart electric grid system data 
by having an f1-score of 80% and 98% for 𝐾 = 3 and 𝐾 = 5, respec-

tively. Furthermore, our solution maintains accuracy and performance 
close to the baseline method (without encryption) for HE cases and they 
ensure high privacy and security for the clients in the FL system. As HE 
cases add more computational overhead to the FL system, the execu-

tion time increases drastically when using HE in our framework. The 
results show that there is a trade-off between privacy, performance, and 
computation time while using homomorphic encryption. If we tend to 
preserve the privacy of the framework using the HE, then we need to 
compromise execution time and performance. Future research will fo-

cus on exploring the potential of multi-key homomorphic encryption in 
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and implement minimum infrastructure security measures to guarantee 
the effective privacy of data. This includes preventing privacy leakage 
and collusion between devices and the server, further enhancing the sys-

tem’s security and reliability.
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