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ABSTRACT
This study investigates cybersecurity governance dynamics within organizations, investigating the 
influence of supply chains, environmental factors, and stakeholder engagement. Utilizing the UK’s 
Cyber Security Longitudinal Survey and employing artificial neural networks and k-means cluster 
analysis, we explore how organizational practices and external pressures shape cybersecurity 
strategies. Our findings show the managerial and political dimensions of improving organizational 
cybersecurity, highlighting the critical role of environmental influences alongside incident percep-
tion and self-efficacy. The research shows the necessity for organizations to remain receptive to 
external influences and identifies supply chains as critical factor in shaping cybersecurity practices, 
advocating for comprehensive security protocols. We demonstrate that guidance from governing 
bodies is essential for aligning with industry standards. The findings suggest a range of strategies, 
from implementing standards to encouraging board-level integration of cybersecurity, facilitated 
by a combination of coercive, normative, and mimetic pressures exerted by various agents, 
including governments, stakeholders, and the supply chain.
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Introduction

In today’s interconnected digital landscape, cybersecur-
ity has emerged as a critical concern for organizations 
across industries.1–3 The increasing frequency and 
sophistication of cyber threats pose significant chal-
lenges, requiring companies to adopt robust cybersecur-
ity measures to safeguard their sensitive information, 
maintain operational resilience, and protect the interests 
of stakeholders.4,5 However, implementing effective 
cybersecurity practices is not solely an internal endea-
vor; it is profoundly influenced by the broader environ-
ment in which companies operate.6–9 This paper seeks 
to explore the intricate relationship between environ-
ment and cybersecurity in organizations, focusing on 
two key dimensions: the adoption of cybersecurity stan-
dards and the involvement of corporate boards in cyber-
security governance.

Firstly, the adoption of cybersecurity standards, such 
as ISO 27000 or Cyber Essentials, serves as 
a fundamental pillar in organizations’ cybersecurity 
strategies.7,10,11 These standards provide comprehensive 
frameworks and guidelines for identifying, assessing, 
and mitigating cyber risks, helping companies enhance 
their security posture and demonstrate their 

commitment to best practices. Furthermore, the invol-
vement of corporate boards in cybersecurity governance 
plays a pivotal role in shaping organizations’ cyberse-
curity attitudes.12 Boards are tasked with managing 
strategic decisions, including those related to cyberse-
curity, and ensuring that adequate measures are in place 
to mitigate cyber risks.

Second, the literature has highlighted that the envir-
onment plays a significant role in shaping the imple-
mentation of cybersecurity within organizations.3,13,14 

Factors such as the regulatory landscape, including laws 
and regulations related to data protection and cyberse-
curity, can significantly impact how organizations 
implement cybersecurity measures. Compliance 
requirements imposed by regulatory bodies often man-
date specific standards and practices that organizations 
must adhere to, influencing their cybersecurity strate-
gies. For example, standards such as ISO 27001 and 
Cyber Essentials provide comprehensive guidelines for 
establishing robust cybersecurity programs.11,15 

Moreover, the rapidly evolving technological landscape 
presents opportunities and challenges for cybersecurity 
implementation.16 Emerging technologies such as cloud 
computing, Internet of Things (IoT), and Artificial 
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Intelligence (AI) introduce new security risks that orga-
nizations must address. Organizations are increasingly 
interconnected through supply chains, making supply 
chain security a critical consideration in cybersecurity 
implementation.17 This is because suppliers and part-
ners may require organizations to have solid risk man-
agement practices and security controls to mitigate 
supply chain risks.

However, there is a significant research gap stem-
ming from the limited understanding of how the envir-
onment influences cybersecurity practices, particularly 
concerning the adoption of cybersecurity standards and 
the involvement of corporate boards in cybersecurity 
governance.7,12 Previous studies often focus on cyberse-
curity standards adoption or board involvement in 
cybersecurity governance separately, without providing 
a holistic perspective on how these dimensions interact 
and are influenced by the broader organizational con-
text. Moreover, the multitude of agents influencing 
organizations and the various levels of influence make 
understanding the business environment a complex 
task.18,19 Despite significant research efforts, the litera-
ture has resulted in a diversity of research approaches, 
which fail to provide a comprehensive understanding of 
how the environment impacts cybersecurity adoption. 
While existing literature acknowledges the importance 
of the organizational context in shaping cybersecurity 
decision-making, there is a lack of comprehensive 
research systematically examining the specific factors 
within the organizational environment that drive or 
hinder the implementation of cybersecurity measures.

To understand the relationship between the environ-
ment and cybersecurity, this paper adopts a theoretical 
framework rooted in institutional theory and stake-
holder theory. Institutional theory offers insights into 
how institutional pressures, such as regulatory man-
dates and industry standards, influence organizational 
behaviors,20,21 while stakeholder theory investigates the 
dynamic interactions between organizations and their 
stakeholders, encompassing governments, consumers, 
regulators, and the supply chain.22,23 To develop this 
research, we conducted an empirical study based on the 
Cyber Security Longitudinal Survey database,24 which 
was conducted by Ipsos Mori within the geographical 
context of the UK, yielding a sample of 3,000 companies 
and organizations. From an analytical perspective, we 
employed machine learning tools in this investigation. 
Specifically, Artificial Neural Networks (ANNs) were 
utilized to highlight the interaction between variables, 
addressing potential issues of collinearity and an unba-
lanced database.25,26

By examining the influence of the environment on 
cybersecurity standards adoption and board 

involvement in cybersecurity governance, this paper 
aims to contribute to a deeper understanding of the 
complexities inherent in cybersecurity management. 
Finally, by identifying the key factors driving cyberse-
curity decision-making within organizations, this 
research seeks to inform policymakers, practitioners, 
and scholars alike in their efforts to enhance cyberse-
curity resilience in an ever-evolving threat landscape.

Theoretical framework and research model

Cybersecurity and implementation

Cybersecurity is vital for organizations to safeguard 
their sensitive data, maintain operational continuity, 
and protect their reputation.5,10,11,27 In today’s intercon-
nected digital landscape, where cyber threats are con-
stantly evolving, organizations face significant risks 
such as data breaches, ransomware attacks, and finan-
cial fraud.28 A robust cybersecurity framework not only 
shields against these threats but also ensures compliance 
with regulatory standards, encourages trust among cus-
tomers and partners, and supports competitive 
advantage.16,29 By investing in cybersecurity measures 
like encryption, access controls, and employee training, 
organizations can mitigate risks, reduce vulnerability, 
and uphold the integrity and confidentiality of their 
data and systems, thereby safeguarding their overall 
viability and success in the digital age.3,16,30,31

This study explores two primary aspects of cyberse-
curity implementation in companies. Firstly, we inves-
tigate the adoption of recognized cybersecurity 
standards, which provide structured frameworks for 
enhancing an organization’s security posture. 
Secondly, we examine the integration of cybersecurity 
into the strategic decisions of the company’s board of 
directors.

Regarding the first aspect, we focus on two promi-
nent cybersecurity standards: ISO 27000 series and 
Cyber Essentials. These standards, while differing in 
scope and focus, both aim to enhance an organization’s 
cybersecurity posture. The ISO 27000 series, particularly 
ISO 27001, provides a comprehensive framework for 
establishing, implementing, maintaining, and continu-
ally improving cybersecurity in organizations.10,11 This 
standard covers various aspects of information security, 
including risk management, access control, cryptogra-
phy, and incident response. By adhering to ISO 27001, 
organizations can demonstrate their commitment to 
information security best practices, gain a competitive 
edge, and ensure compliance with legal and regulatory 
requirements. Conversely, Cyber Essentials is a more 
focused and entry-level cybersecurity certification 
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designed at helping organizations implement basic 
security measures to protect against common cyber 
threats15,32 It focuses on five key areas: boundary fire-
walls and internet gateways, secure configuration, access 
control, malware protection, and patch management. 
Cyber Essentials certification provides a reference level 
of assurance regarding an organization’s cybersecurity 
stance, making it particularly suitable for small and 
medium-sized enterprises (SMEs) and those seeking to 
enhance their cybersecurity resilience. Both ISO 27000 
and Cyber Essentials play crucial roles in improving 
cybersecurity resilience within organizations. While 
ISO 27001 offers a comprehensive approach suitable 
for organizations of all sizes and sectors,7 Cyber 
Essentials provides a practical starting point, especially 
for SMEs looking to establish foundational cybersecur-
ity measures.15 Ultimately, organizations can benefit 
from implementing both standards, tailoring their 
cybersecurity approach to their specific needs, risk pro-
file, and regulatory requirements.

Regarding the second aspect, we focus on the inte-
gration of cybersecurity into the strategic decisions of 
company boards. The involvement of boards of direc-
tors in cybersecurity governance should be crucial for 
companies and organizations,12 as senior managers play 
a fundamental role in shaping organizational strategy. 
Thus, providing updates to the boards of directors and 
keeping them informed about organizational perfor-
mance, enables them to fulfill their oversight responsi-
bilities, allowing senior managers to make informed 
strategic decisions.12,33 However, current literature indi-
cates that the degree of involvement of senior managers 
in cybersecurity is limited. For example, the UK’s Cyber 
Security Breaches survey shows that while senior man-
agers acknowledge the importance of cybersecurity, 
their level of engagement remain insufficient.34 

Notably, 60% of managers do not receive frequent 
cybersecurity updates, and a significant proportion 
lack cybersecurity training. Consequently, this gap in 
engagement often results in cybersecurity being treated 
as an operational issue rather than a strategic priority, 
frequently confined to IT departments.25 The situation 
is particularly concerning in SMEs, where managers 
often underestimate their vulnerability to cyberattacks, 
despite evidence indicating that 40% of SMEs experi-
ence such incidents,25,35 leading to inadequate invest-
ment in cybersecurity.

Gale et al. emphasize the necessity of involving com-
pany boards in cybersecurity, citing various factors such 
as the escalation of destructive cyberattacks, rising 
cybersecurity expenditures, and growing regulatory 
pressures.12 According to Fox, the annual global cost 
of cybercrime is projected to soar to $9.5 trillion in 2024, 

with expectations that it will further rise to $10.5 trillion 
in 2025.36 For instance, ransomware attacks affected 
72.7% of all organizations in 2023. Consequently, ran-
somware-related costs are expected to surge to approxi-
mately USD 265 billion annually by 2031, a significant 
increase from $20 billion in 2021. The escalating cyber-
security expenditure by companies necessitates board- 
level approval for increasingly larger cybersecurity bud-
gets. Furthermore, the literature emphasizes that cyber 
incidents not only generate economic, operational, and 
reputational issues for companies,35,37–39 but can also 
impact the company’s environment. Pal and Alam high-
light how these impacts ripple through the value chain, 
necessitating the implementation of robust cybersecur-
ity management standards across interconnected 
organizations.17 The potential for cyberattacks to com-
promise data protection and confidentiality further 
underscores the need for strategic cybersecurity 
investment.25 In light of these challenges, the signifi-
cance of cybersecurity transcends individual companies 
and affects society as a whole, prompting regulatory 
efforts to mitigate potential vulnerabilities within 
companies.12

Institutional theory

Institutional theory has significantly influenced organi-
zation and management studies, providing insights into 
organizational behavior and change.40 Previous research 
indicates that actors operate within an institutional 
environment that shapes their perceptions and actions, 
highlighting the importance of legitimacy—adapting to 
this environment—for organizational survival.41 Scott’s 
seminal work introduced a typology of institutions, 
categorizing them as regulative (e.g., laws, regulations), 
normative (e.g., standards, values), or mimetic 
constructs.42

Furthermore, the notion of institutional infrastruc-
ture, proposed as a means to define and categorize the 
conditions of a geographic area or region,43 is particu-
larly relevant. From both operational and organizational 
standpoints,44,45 institutional infrastructure encom-
passes the formal and informal mechanisms within 
a region that either uphold or modify existing rules. 
Hinings et al. conceptualized institutional infrastructure 
as comprising cultural, structural, and relational ele-
ments that generate normative, cognitive, and regula-
tory forces.43 These forces strengthen field governance, 
rendering field logic tangible and field governance 
achievable.

Despite its historical application in other domains, 
institutional theory has recently been extended to the 
realm of cybersecurity, as evidenced by several 
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scholarly works (see, for example, Jeyaraj and Zadeh, 
Ogbanufe et al., Gale et al.).12,46,47 The objective of 
these studies has been to elucidate how the intersec-
tion of institutional theory and cybersecurity offers 
various advantages in cybersecurity management. 
Specifically, this involves the creation of regulatory 
frameworks that provide organizations with 
a structured framework to adhere to, such as legal 
frameworks like General Data Protection Regulation 
(GDPR), aiding in avoiding penalties and maintaining 
legitimacy within industry norms. Additionally, 
adherence to industry standards signals organizational 
competence and commitment to effectively managing 
cyber risks, thereby enhancing competitive advantage. 
Moreover, collaborative efforts among organizations, 
as highlighted in Inter-organizational Dynamics, serve 
to address shared threats, aligning with industry 
norms and fortifying cybersecurity resilience amidst 
institutional pressures.

From an operational standpoint, institutional pres-
sures manifest in three distinct forms, each exhibiting 
unique characteristics and levels of influence. Firstly, 
coercive pressures encompass regulatory mandates 
such as the GDPR, which impose legal obligations on 
organizations concerning data protection and breach 
notification. Additionally, industry standards like the 
Payment Card Industry Data Security Standards (PCI 
DSS), established by major credit card companies such 
as Visa, Mastercard, and American Express, exert coer-
cive pressure by setting guidelines and requirements for 
handling payment card data to prevent fraud and 
enhance security.48 These standards address various 
aspects of data security, including network security, 
data encryption, access control, regular monitoring 
and testing, and the maintenance of information secur-
ity policies. Secondly, normative pressures stem from 
professionalization, dictating specific work methods 
and practices associated with a particular 
profession.21,42 As highlighted by Gale et al. and 
Slapničar et al.,12,49 these pressures may arise from for-
mal education, training, professional certifications, and 
adherence to professional standards and networks, aim-
ing to standardize practices in the sector through pro-
fessional certifications, such as ISO or Cyber Essentials. 
Through these certifications, professionals advocate for 
structures, processes, and behaviors recognized as best 
practices in cybersecurity. Lastly, mimetic pressures 
emerge when organizations imitate practices perceived 
as legitimate by others, thereby legitimizing their 
practices.21,42 Information exchange about practices, 
actions, and behaviors becomes crucial in this context. 
Following Gale et al. in the cybersecurity domain,  

mimetic forces include professionals moving between 
organizations, engaging the same external consultants, 
procuring technology from the same suppliers, and 
referring to the same publications.12

Stakeholder theory

Stakeholder theory is an organizational and manage-
ment theory that emphasizes the importance of consid-
ering the interests and concerns of various stakeholders 
in decision-making and organizational actions22,23,50 In 
traditional business thinking, the primary focus was 
often on maximizing value for shareholders; however, 
stakeholder theory suggests that companies should take 
into account the needs and perspectives of all indivi-
duals or groups with interests in the organization.

Stakeholder theory has been applied in the field of 
cybersecurity, examining their impact on cybersecurity 
management (for example, see Bauer and Van Eeten, 
Fischer-Hübner et al., Bansal and Axelton).51–53 

Specifically, stakeholder theory holds importance 
across various dimensions. Firstly, concerning the pro-
tection of customer data, as companies routinely col-
lect and maintain customer data as part of their 
operations. Stakeholder theory emphasizes the impor-
tance of safeguarding this data, not only for the ben-
efit of shareholders to avoid legal repercussions and 
reputational harm but also for the well-being and 
confidence of customers themselves.51,52 Secondly, 
the welfare and security of employees, who serve as 
pivotal stakeholders in any organizational setup, are at 
risk. Following Kemper,54 cybersecurity measures are 
indispensable for safeguarding their personal informa-
tion, ensuring the security of their work environment, 
and screening against potential cyber threats that 
could disrupt their workflow or compromise confi-
dential company data. Thirdly, concerning supplier 
relations, companies frequently depend on suppliers 
for diverse goods and services, with these suppliers 
potentially accessing sensitive information or 
systems.55–57 By implementing cybersecurity mea-
sures, companies not only protect their data but also 
that of their suppliers, thereby raising trust and foster-
ing continuing relationships. Moreover, the impact on 
the community holds significant weight, as cyberse-
curity incidents can resound more broadly within the 
community, particularly if they culminate in data 
breaches, financial losses, or disruptions to vital ser-
vices. Stakeholder theory advocates for companies to 
contemplate the potential harm to the community 
while evaluating and mitigating cybersecurity risks. 
Lastly, regulatory compliance assumes principal 
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importance, as governments and regulatory bodies 
routinely establish cybersecurity standards to safe-
guard the interests of various stakeholders, including 
consumers, businesses, and the general public.52 The 
concept of self-efficacy strongly influences how effec-
tively an organization can implement these stake-
holder-driven cybersecurity measures.58 High self- 
efficacy within an organization enhances its ability to 
adopt and adapt cybersecurity practices that not only 
meet regulatory standards but also align with the 
broader expectations of all stakeholders, ensuring 
comprehensive security measures are in place. In this 
context, conforming to these regulations is not merely 
a legal requisite but also aligns with stakeholder theory 
by showcasing a commitment to the broader social 
welfare. In essence, the nexus between stakeholder 
theory and cybersecurity underscores the necessity of 
considering the interests and welfare of all affected 
parties by a company’s cybersecurity practices, trans-
cending beyond just shareholders. By prioritizing the 
protection of customer data, ensuring employee safety, 
cultivating trust with suppliers, minimizing commu-
nity impact, and complying with regulations, compa-
nies can uphold ethical principles while bolstering 
their cybersecurity posture.

Research model

Our research model delineates the influence of the busi-
ness environment on cybersecurity implementation. We 
identify two key dependent variables for this investiga-
tion. Firstly, we examine the attainment of standards, 
such as ISO 27000 or Cyber Essentials. Secondly, we 
assess the integration of cybersecurity within the deci-
sion-making structures of the organization, notably 
within the board of directors.

To comprehend the environmental impact, we adopt 
two theoretical frameworks: institutional theory and sta-
keholder theory. Institutional theory underscores the role 
of institutional pressures as a catalyst for organizational 
behaviors, encompassing varying levels of pressures— 
coercive, normative, and mimetic. Conversely, stakeholder 
theory posits a reciprocal relationship, where organizations 
are influenced by their environment while also exerting 
influence, acknowledging diverse stakeholder typologies. 
Thus, our analysis incorporates two variables to estimate 
environmental impact: stakeholder typology and pressure 
intensity. In our investigation, we explore a spectrum of 
stakeholders, including governmental bodies, consumers, 
regulatory agencies, and the supply chain, among others. 
Additionally, we examine different degrees of pressure, 
ranging from coercive to mimetic. Consequently, our 
study poses two central research questions:

Research question 1 (RQ1): How does the business 
environment impact the adoption of cybersecurity stan-
dards within organizations?
Research question 2 (RQ2): How does the business 
environment influence the engagement of company 
boards in cybersecurity governance?

Furthermore, in our research, we acknowledge the 
heterogeneity of company behaviors regarding the 
implementation of standards and the integration of 
cybersecurity into company boards. In this context, 
we explore how the environment influences compa-
nies’ cybersecurity practices, taking into account this 
diversity. Therefore, we pose the following research 
question:

Research question 3 (RQ3): How does the business 
environment influence companies, considering the het-
erogeneity in the implementation of standards and the 
integration of cybersecurity into company boards?

Methodology

Sample

To develop the research, we conducted an empirical 
study based on the Cyber Security Longitudinal 
Survey, administered by Ipsos Mori for the geographic 
area of the UK.24 The survey utilized the government’s 
Inter-Departmental Business Register (IDBR) as the 
sample frame, encompassing businesses across all sec-
tors in the UK at the enterprise level. The IDBR is 
a primary sample frame for government business sur-
veys and official statistics compilation.

The objective of the database is to enhance under-
standing of cybersecurity policies and processes within 
companies and organizations, as well as the linkages 
between these policies and processes and the likelihood 
and impact of a cyber-incident. It aims to quantify 
specific actions that result in improved cyber incident 
outcomes.

Data were collected through a multimode probability 
random survey (telephone and online). The first wave 
was conducted between March 9th and July 15th, 2021, 
gathering data from over 1,700 businesses and organi-
zations in the UK. The second wave, the primary focus 
of our study, was conducted between April 8th and 
June 28th, 2022, gathering data from over 1,200 busi-
nesses and organizations. In Table 1, we observe the 
distribution of the sample by size, both for the years 
2021 and 2022. In Table 2, we present the distribution of 
companies by sector according to the NACE 
classification.
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Measures

The first dependent variable refers to the implementa-
tion of cybersecurity standards. The questionnaire 
inquires: Which of the following standards or accred-
itations, if any, does your organization adhere to? The 
questionnaire presents a multi-item response as follows: 
i) ISO 27001; ii) Cyber Essentials; iii) Cyber Essential 
Plus; and iv) Any other standards or accreditations. We 
coded this question, creating a variable (standards), as 
a binary variable, where it is assigned a value of zero if 
the company does not have any standards implemented 
and 1 if it has any of the aforementioned standards.

The second dependent variable concerns the integra-
tion of cybersecurity into the company’s board. The 
questionnaire presents the question as a multi-item 
query: Does your organization have. . .?: i) One or 
more board members whose roles include oversight of 
cyber security risks; and ii) A designated staff member 
responsible for cybersecurity, who reports directly to the 
board. We created a new cumulative variable (board), 
reflecting potential board activities in terms of 
cybersecurity.

As independent variables, we considered the influ-
ence of the supply chain, sector, government actions, 
and stakeholder influences. The first independent 

variable assesses the influence of the supply chain on 
the management of companies and organizations. The 
questionnaire asks the following question: In the last 12  
months, has your organization carried out any work to 
formally assess/manage potential cybersecurity risks 
presented by any suppliers/partners? The question has 
a multi-item response, including normative and coer-
cive actions: i) Carried out a formal assessment of their 
cybersecurity, e.g., an audit; ii) Set minimum cyberse-
curity standards in supplier contracts; iii) Requested 
cybersecurity information on their supply chains; iv) 
Given them information or guidance on cybersecurity; 
and v) Stopped working with a supplier following 
a cyber-incident. In line with the previous variables, 
we created a new variable (supplyrisk) as a cumulative 
index of the five items.

The second set of independent variables captures the 
influence of the sector through mimetic actions, in 
terms of adopting cybersecurity practices that other 
companies within the sector have taken. The question-
naire poses a first question: In the last 12 months, have 
you reviewed or changed any cybersecurity policies or 
processes as a result of another organization in your 
sector experiencing a cybersecurity incident? (peerinci-
dent). The second question is: In the last 12 months, 
have you reviewed or changed any cybersecurity policies 

Table 1. Distribution by sample size.

SIZE

2021 2022

Frequency Per cent Frequency Per cent

Under 50 – – 11 1.0
50–249 835 48.0 408 38.5
250–499 173 9.9 108 10.2
500–999 108 6.2 77 7.3
1,000 or more 89 5.1 83 7.8
Missing 536 30.8 373 35.2
Total 1741 100.0 1061 100.0

Table 2. Distribution by sample sector.

Sector

2021 2022

Frequency Per cent Frequency Per cent

Utilities or production 13 .7 4 .4
Manufacturing 194 11.1 119 11.2
Construction 63 3.6 43 4.1
Retail or wholesale (including vehicle sales and repairs) 174 10.0 101 9.5
Transport or storage 64 3.7 35 3.3
Food or hospitality 116 6.7 63 5.9
Information or communication 107 6.1 53 5.0
Finance or insurance 50 2.9 28 2.6
Real estate 11 .6 6 .6
Professional, scientific, or technical 92 5.3 45 4.2
Administration 144 8.3 94 8.9
Education (excluding public sector schools, colleges, and universities) 36 2.1 17 1.6
Health, social care, or social work (excluding NHS) 105 6.0 61 5.7
Arts or recreation 26 1.5 14 1.3
Service or membership organisations 10 .6 5 .5
Charity 536 30.8 688 64.8
Total 1741 100.0 1061 100.0
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or processes as a result of another organization in your 
sector implementing similar measures? (peermimetic).

The next independent variable refers to the govern-
ment’s influence on cybersecurity management through 
normative actions. The questionnaire asks: In the last 
12 months, has your organization used any information 
or guidance from the National Cyber Security Centre 
(NCSC) to inform your approach to cybersecurity? The 
response is multi-item: i) NCSC weekly threat reports; 
ii) The 10 Steps to Cyber Security; iii) The Cyber 
Security Board Toolkit; iv) NCSC guidance on secure 
home working or video conferencing; v) NCSC gui-
dance for moving your business online; and vi) 
NCSC’s Cyber Assessment Framework. The new vari-
able (NCSC) captures the utilization of any of these 
normative mechanisms.

Lastly, the influence variable measures stakeholder 
influence on cybersecurity management, using coercive, 
normative, and mimetic influence mechanisms. The 
question posed is: Over the last 12 months, how much 
have your actions on cybersecurity been influenced by 
feedback from: i) External IT or cybersecurity consul-
tants; ii) Any investors or shareholders; iii) Your custo-
mers; iv) Regulators for your sector; v) Your insurers; 
and vi) Whoever audits your accounts. In line with 
previous variables, we coded the variable (influence) as 
a cumulative index of the six items.

To control the results, we have included two control 
variables: the company’s ability to improve in terms of 
cybersecurity and the incidents experienced in the last 
12 months. Existing literature has already noted the 
positive impact of these variables on increasing cyberse-
curity measures within companies.59–61 Specifically, the 
first variable is measured using a multi-item question. 
The question posed is: In this time, has your organiza-
tion taken any steps to expand or improve any of the 
following aspects of your cybersecurity?: i) processes for 
updating and patching systems and software; ii) mon-
itoring of users; iii) processes for managing cybersecur-
ity incidents; iv) malware defenses; v) processes for user 
authentication and access control; vi) monitoring of 
systems or network traffic; and vii) network security. 
Consistent with previous variables, we recoded this 
variable (improve) as a cumulative index.

The second control variable measures the incidents 
experienced by organizations. The questionnaire pre-
sents the following question: Have any of the following 
happened to your organization in the last 12 months?: i) 
devices becoming infected with ransomware; ii) devices 
becoming infected with other malware (e.g., viruses, 
Trojans, or spyware); iii) unauthorized accessing of 
files, devices, networks, or servers by staff, even if acci-
dental; iv) unauthorized accessing of files, devices, 

networks, or servers by people outside the organization; 
v) attacks attempting to slow down or take down web-
sites, applications, or online services, i.e., denial of ser-
vice attacks; vi) attempted hacking of online bank 
accounts; vii) attempted hacking of websites, social 
media, or user accounts; viii) people impersonating the 
organization in e-mails or online; ix) staff receiving 
fraudulent e-mails or attachments, or arriving at frau-
dulent websites, i.e., phishing attacks; x) unauthorized 
listening into video conferences or instant messaging; 
and xi) any other types of cybersecurity incidents. The 
incidents variable is created as a cumulative index of 
these 11 items.

Econometric method

To investigate our research questions through simula-
tion, we employ ANNs, specifically a multilayer percep-
tron (MLP) architecture, as illustrated in Figure 1. This 
architecture functions as a supervised network, allowing 
for comparisons between predicted outcomes and 
known values of the independent variables. The MLP 
architecture consists of an input layer, hidden layers, 
and an output layer, with interconnected neurons and 
associated weights facilitating the analysis of interac-
tions among input variables. In addition to traditional 
regression analysis, employing the ANN approach, as 
indicated by Paliwal and Kumar and Smith and 
Gupta,26,62 helps address collinearity issues and unba-
lanced databases. This is particularly advantageous in 
cybersecurity research, where there are often varying 
responses to cybersecurity-related inquiries, leading to 
unbalanced datasets.25

The ANN-MLP architecture design was guided by 
the methodologies proposed by Wang and Arranz et al.-
41,63 This design process involves two key considera-
tions: determining the optimal number and size of 
hidden layers and selecting an appropriate learning 

Figure 1. ANN Multilayer Perceptron (MLP) architecture. Source: 
Fernandez de Arroyabe et al. (2023b).
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algorithm. Firstly, we explored various combinations of 
hidden layers and neurons through iterative testing, 
employing a trial-and-error approach to minimize 
error.41,64 Different activation functions were tested to 
identify the architecture that best minimizes error. 
Secondly, we employed a backpropagation algorithm 
for the learning process, which iteratively adjusts the 
connection weights of each neuron to minimize error. 
The analytical equation representing our simulation 
with the ANN-MLP architecture is as follows 

with Xj being the input variable;
j the number of input variables;
h(.) and g(.) the activation functions;
αk and ßjk the input and hidden network weights, 

respectively;
and k the number of hidden layers.
In Table 3, we show the ANN-MLP architectures for 

each simulation, containing both its structure and acti-
vation function.

Analysis and results

To ensure the robustness of our findings, we assessed the 
reliability and validity of our survey instrument and the 
resulting data. Firstly, in terms of the reliability of our 

survey, we compared the responses collected during the 
two survey waves and found no significant disparities 
between them. Secondly, following Podsakoff et al.65 we 
conducted some checks to validate the reliability of both 
the questionnaires and responses, addressing both the 
common method variance (CMV) and common method 
bias (CMB). Through this analysis, we identified eight 
distinct constructs that collectively explained 63.20% 
(2021) and 59.89% (2022) of the variance. In each year, 
the primary factor explained approximately 20% of the 
variance, meeting the recommended threshold of 50%. 
Therefore, we conclude that CMV and CMB are not 
significant concerns in our research findings.

Prior to analyzing the research questions, we con-
ducted a descriptive analysis of the variables utilized in 
the investigation. Table 4 presents the findings of the 
analysis of the dependent variables. Initially, this table 
provides insights into the cybersecurity certification 
status of the sample of companies for the years 2021 
and 2022. In 2021, out of a total of 1,741 surveyed 
companies, 256 companies (14.7% of the sample) were 
certified with ISO 27001, 350 companies (20.1% of the 
sample) held the Cyber Essentials certification, 153 
companies (8.8% of the sample) possessed the Cyber 
Essentials Plus certification, and 712 companies (41.1% 
of the sample) did not hold any of these certifications. 
Similarly, for the year 2022, out of a total of 1,061 
companies surveyed, we observed a slight increase in 
the percentages. To examine if there were any 

Table 3. ANN-MLP architecture for RQ1 and RQ2.
Research Question Year Output variable ANN architecture Activation Functions Error Function Input variables

First 2021 ● Standard 6-3-1 ● Hyperbolic tangent
● Identity (SoftMax)

Cross-entropy ● NCSC
● Supplyrisk
● Peermimetic
● Peerincident
● Influence
● Improve
● Incidents

2022 ● Standard 6-4-1 ● Hyperbolic tangent
● Identity (SoftMax)

Cross-entropy ● NCSC
● Supplyrisk
● Peermimetic
● Peerincident
● Influence
● Improve
● Incidents

Second 2021 ● Board 6-4-1 ● Hyperbolic tangent
● Identity (SoftMax)

Cross-entropy ● NCSC
● Supplyrisk
● Peermimetic
● Peerincident
● Influence
● Improve
● Incidents

2022 ● Board 6-3-1 ● Hyperbolic tangent
● Identity (SoftMax)

Cross-entropy ● NCSC
● Supplyrisk
● Peermimetic
● Peerincident
● Influence
● Improve
● Incidents
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significant differences, we conducted an ANOVA ana-
lysis, and the results did not reveal any significant dif-
ferences. For the SME population (i.e. companies with 
less than 250 employees) 34% of the companies had 
either the ISO 27001, the Cyber Essentials or the 
Cyber Essentials Plus accreditation, being the Cyber 
Essentials the most common across SMEs. Regarding 
the integration of cybersecurity into company boards, 
we observe from the table that approximately 50% of the 
companies have already integrated one or more indivi-
duals into the board, with cybersecurity being a topic of 
discussion. We also note an insignificant increase in 
the year 2022 compared to the previous year. Similarly, 
we did not find any significant differences. This distri-
bution is similar for SMEs.

Table 5 presents the descriptive results of the inde-
pendent variables. The first variable (supplyrisk) pro-
vides insights into the influence of the supply chain on 
cybersecurity management within companies for the 
years 2021 and 2022. In 2021, among the 1,741 surveyed 
companies, 248 (14.2% of the sample) conducted 
a formal assessment of their cybersecurity through an 

audit. Additionally, 153 companies (8.8% of the sample) 
established minimum cybersecurity standards in sup-
plier contracts, while 178 companies (10.2% of the sam-
ple) requested cybersecurity information from their 
supply chains. Furthermore, 229 companies (13.2% of 
the sample) offered cybersecurity information or gui-
dance to their suppliers, and 48 companies (2.8% of the 
sample) terminated relationships with suppliers follow-
ing a cyber-incident. Similarly, in 2022, among the 1,061 
surveyed companies, we obtained comparable results 
without significant differences between the two years. 
For the SMEs, only 20% of the companies carried out 
any work to formally assess/manage potential cyberse-
curity risks presented by any suppliers/partners. 
The second variable (peer) examines the influence of 
the environment on cybersecurity, considering 
responses to mimetic pressures such as incidents within 
the sector or changes in sector strategies. In 2021, out of 
the total of 1,741 organizations surveyed, 304 (17.5% of 
the sample) were aware of another organization within 
their sector experiencing a cybersecurity incident. 
Additionally, 219 organizations (12.6% of the sample) 

Table 4. Descriptive statistics of the dependent variables.

Dependent Variables 
Standards

2021 2022

Frequency Per cent Frequency Per cent

ISO 27001 256 14.7 163 15.4
Cyber essentials 350 20.1 292 27.5
Cyber essentials plus 153 8.8 120 11.3
None of these 712 41.1 404 38.1
BOARD
Board members whose roles of cyber security risks 840 48.2 532 50.1
A designated staff member responsible for cyber security in the board 1014 58.2 648 61.1
Total 1,741 100% 1061 100

Table 5. Descriptive statistics of the independent variables.

Independent Variables 2021 2022

Supplyrisk Frequency Per cent Frequency Per cent

Carried out a formal assessment of their cyber security, e.g. an audit 248 14.2% 118 11.1
Set minimum cyber security standards in supplier contracts 153 8.8 171 16.1
Requested cyber security information on their supply chains 178 10.2 168 15.8
Given them information or guidance on cyber security 229 13.2 144 13.6
Stopped working with a supplier following a cyber- incident 48 2.8 28 2.6
PEER
Another organization in your sector experiencing a cyber-incident 304 17.5 200 18.9
Another organization in your sector implementing similar measures 219 12.6 124 11.7
NCSC
NCSC weekly threat reports 160 9.2 162 15.3
The 10 Steps to Cyber Security 265 15.2 233 22
The Cyber Security Board Toolkit 113 6.5 135 12.7
NCSC guidance on secure home working or video conferencing 168 9.6 151 14.2
NCSC guidance for moving your business online 51 2.9 48 4.5
NCSC’s Cyber Assessment Framework 204 11.7 199 18.8
INFLUENCE
External IT or cyber security consultants 492 28.3 570 53.7
Any investors or shareholders 161 13.4 191 17.0
Your customers 266 15.3 279 26.3
Whoever audits your accounts 357 20.5 314 39.1
Your insurers 491 28.2 396 37.3
Regulators for your sector 420 24.1 269 25.4
Total 1,741 100% 1061 100
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reported that another organization in their sector had 
adopted similar cybersecurity measures. Similarly, in 
2022, 200 organizations (18.9% of the sample) reported 
awareness of another organization within their sector 
encountering a cybersecurity incident, while 124 orga-
nizations (11.7% of the sample) indicated awareness of 
another organization in their sector implementing simi-
lar cybersecurity measures. These percentages are very 
similar for the SME population, where 13.2% and 9.7% 
of the companies reviewed or changed any cybersecurity 
policies or processes as a result of other organizations in 
the sector experiencing a cybersecurity incident and 
implementing similar measures, respectively. The third 
variable (NCSC) in our analysis pertains to normative 
actions undertaken by organizations based on the 
resources provided by the NCSC. Within the scope of 
our study conducted in 2021, encompassing a total of 
1,741 surveyed organizations, the utilization and per-
ceived value of various NCSC resources were examined. 
Notably, findings revealed that a proportion of respon-
dents acknowledged the significance of specific 
resources. For instance, 160 organizations (9.2% of 
respondents) reported deriving value from NCSC 
weekly threat reports. Similarly, 265 organizations 
(15.2% of respondents) found utility in implementing 
The 10 Steps to Cyber Security. Additionally, 113 orga-
nizations (6.5% of respondents) disclosed their utiliza-
tion of the Cyber Security Board Toolkit. Moreover, 
NCSC guidance on secure home working or video con-
ferencing was deemed helpful by 168 organizations 
(9.6% of respondents), while 51 organizations (2.9% of 
respondents) availed themselves of NCSC guidance for 
transitioning their business operations online. 
Furthermore, 204 organizations (11.7% of respondents) 

reported employing NCSC’s Cyber Assessment 
Framework. Similarly, for the year 2022, minor varia-
tions were observed compared to the previous year, with 
an increase in the percentage of organizations utilizing 
NCSC-driven mechanisms. Around 20% of SMEs 
declared to find useful or valuable any of the NCSC 
resources. Finally, the table presents data on the influ-
ence of various stakeholders on cybersecurity practices 
(influence) (coercive, normative and mimetic), within 
organizations. The categories include external IT or 
cybersecurity consultants, investors or shareholders, 
customers, auditors of organizational accounts, 
insurers, and regulators specific to the organization’s 
sector. For example, in the year 2021, 492 organizations 
(28.3% of the sample) reported being influenced by 
external IT or cybersecurity consultants, while in 2022, 
this number increased to 570 organizations (53.7% of 
the sample). Similar trends are observed across other 
stakeholder categories, indicating varying degrees of 
influence exerted by different external entities on cyber-
security practices within organizations over the two 
years under study. Majority of SMEs (57.10%) did not 
report influence from stakeholders on their cybersecur-
ity practices, however, the most significant one is IT or 
cybersecurity consultants across both years.

Table 6 presents data about the augmentation of 
cybersecurity measures and encountered incidents 
within organizations, serving as control variables in 
our research. Within the improve variable, diverse 
aspects of cybersecurity enhancement are delineated 
alongside the number of respondents who reported 
enhancements in each domain. The percentages pro-
vided reflect the proportion of organizations indicating 
improvement within each category. Notably, the highest 

Table 6. Descriptive statistics of the control variables.

Control variables 2021 2022

Improve Frequency Per cent Frequency Per cent

Your processes for updating and patching systems and software 857 49,2 537 50.6
The way you monitor your users 651 37.4 383 36.1
Your processes for managing cyber security incidents 769 44.2 511 48.2
Your malware defences 977 56.1 637 60.0
Your processes for user authentication and access control 1070 61.5 704 66.4
The way you monitor systems or network traffic 808 46,4 522 49.2
Your network security 1129 64.8 711 67.0
INCIDENTS
Devices becoming infected with ransomware 51 2.9 40 3.8
Devices becoming infected with other malware (e.g. viruses, Trojans or spyware) 184 10.6 125 11.8
Unauthorized accessing of files, devices, networks or servers by staff, even if accidental 91 5.2 76 7.2
Unauthorized accessing of files, devices, networks or servers by people outside your organization 86 4.9 48 4.5
Attacks that try to slow or take down your website, applications or online services, i.e. denial of service attacks 103 5.9 70 6.6
Attempted hacking of online bank accounts 57 3.3 45 4.2
Attempted hacking of your website, social media or user accounts 198 11.4 137 12.9
People impersonating your organization in e-mails or online 665 38.2 448 42.2
Staff receiving fraudulent e-mails or attachments, or arriving at fraudulent websites i.e. phishing attacks 1187 68.2 783 73.8
Unauthorized listening into video conferences or instant messaging 22 1.3 5 .5
Any other types of cyber security incidents 102 5.9 80 7.5
Total 1,741 100% 1061 100
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reported enhancement was observed in improving the 
processes for user authentication and access control, 
with 1,070 organizations (61.5%) reporting improve-
ments. Specifically, 857 organizations have prioritized 
improving the processes for updating and patching sys-
tems and software, involving the regular updating of 
systems and software to address vulnerabilities. 
Additionally, 651 organizations are focusing on refining 
the way they monitor their users, potentially through 
the implementation of tools to track user activities. 
Furthermore, 769 organizations are concentrating on 
refining the processes for managing cybersecurity inci-
dents, aiming to develop effective protocols for incident 
response and mitigation. Moreover, 977 organizations 
are placing emphasis on enhancing malware defenses, 
which may involve deploying updated antivirus soft-
ware and conducting regular malware scans. Similarly, 
808 organizations are directing efforts toward improv-
ing the monitor systems or network traffic, likely 
through the deployment of intrusion detection systems. 
Lastly, 1129 organizations are concentrating on enhan-
cing network security, which could encompass imple-
menting firewalls and conducting regular security 
assessments to fortify network defenses against potential 
breaches. As with the main sample, the most common 

improvement for SMEs is network improvement fol-
lowed by user authentication and access control. In the 
incidents variable, different types of cybersecurity inci-
dents are listed along with the number of occurrences 
reported by respondents. Similarly, percentages indicate 
the proportion of respondents who reported experien-
cing each type of incident. For example, the most com-
monly reported incident was Staff receiving fraudulent 
e-mails or attachments, or arriving at fraudulent websites 
(i.e., phishing attacks), with 1,187 organizations (68.2%) 
reporting this type of incident, while the least reported 
incident was Unauthorized listening into video confer-
ences or instant messaging, with only 22 organizations 
(1.3%) reporting such incidents. In this line, over 40% of 
SMEs reported phishing attacks and over 23% reported 
incidents related to people impersonating your organi-
zation in e-mails or online.

Regarding the first research question (RQ1), which 
investigates how the business environment impacts the 
adoption of cybersecurity standards within organiza-
tions, the results of the simulation using ANN-MLP 
are presented in Figures 2 and Table 7. We assessed 
the suitability of the ANN-MLP design by employing 
cross-entropy error in both the training and testing 
phases, along with evaluating the predictive capability 

Figure 2. ROC curves in ANN-MLP simulation for RQ1.

Table 7. RQ1 simulation outcomes.

Dependent Variable 2021 2022

Standard Importance Normalized Importance Importance Normalized Importance

NCSC .185 90.6% .247 100.0%
SUPPLYRISK .151 73.8% .140 56.8%
PEERINCIDENT .058 28.5% .019 7.9%
PEERMIMETIC .146 71.4% .099 40.3%
INFLUENCE .132 64.8% .109 44.1%
IMPROVE .204 100.0% .209 84.4%
INCIDENTS .123 60.4% .176 71.3%
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of our models using the ROC (Receiver Operating 
Characteristic) curve. The ROC curve is a graphical 
representation of sensitivity versus specificity and serves 
as an indicator of classification performance.26 The 
accuracy of the model for both years is higher when 
the curve deviates from the 45-degree line. Specifically, 
both ROC curves demonstrated that the chosen archi-
tectures could predict over 60% of the output variable 
values (Figure 2).

Regarding the results, Table 7 displays the simulation 
outcomes. This table offers insights into the significance 
of various independent variables in forecasting cyberse-
curity impact using ANN-MLP analysis. The 
Importance column quantifies the importance score of 
each independent variable in predicting the cybersecur-
ity impact. The Normalized Importance column illus-
trates the relative importance of each independent 
variable after normalization, facilitated by Garson’s 
algorithm.66–68 This algorithm calculates the absolute 
sum of the weights of each variable in every neuron 
and layer, assigning a percentage value relative to the 
most important variable. Notably, the normative mea-
sures of the NCSC rank as the most significant external 
predictor in both years, boasting an importance score of 
.185 and normalized importance of 90.6% in 2021. 
Following closely is the supply chain, exhibiting an 
importance score of .151 and a normalized importance 
of 73.8%. Moreover, peermimetic and influence emerge 
as the third and fourth most influential variables, with 
an importance score of .146 and a normalized impor-
tance of 73.7%, and .132 and a normalized importance 
of 64.8%, respectively. The variable peerincident demon-
strates moderate importance in forecasting cybersecur-
ity impact, with scores of .058 and a normalized 
importance value of 28.5%. Furthermore, the table pre-
sents results for the year 2022, where we can observe 
that with minor variations, the displayed results are 
similar. Additionally, we conducted an ANOVA analy-
sis to determine the presence of significant differences 
between the two years, and the results do not show any 
disparities. The control variables improve and incidents 
demonstrate the effect of both variables on the imple-
mentation of standards. We observe that both values 

have high normalized importance (100.0% and 60.4%, 
respectively), comparatively equivalent to the effect of 
NCSC on the implementation of standards, and to 
a lesser extent, supply chain. For the SMEs, the most 
significant predictors are NCSC (100% of normalized 
importance), supply risk (92.2%), followed by incidents 
(72.1%) and improve (61.3%).

Regarding the second research question (RQ2), 
which investigates the influence of the business envir-
onment on board engagement in cybersecurity govern-
ance, we employed an ANN-MLP simulation. The 
results of this analysis are presented in Table 8. Similar 
to a previous analysis, the model’s predictive power was 
evaluated using the ROC curve and accuracy metrics. 
For both years of study, the selected ANN-MLP archi-
tectures demonstrated robust predictive capabilities, 
accurately forecasting over 60% of the output variable 
values (see Figure 3). This level of predictive accuracy 
suggests that our model captures significant patterns in 
the relationship between business environment factors 
and board-level cybersecurity governance engagement.

Building upon the model’s predictive capabilities, 
Table 8 provides an overview of the analysis of the 
relative importance of various independent variables in 
predicting board engagement in cybersecurity govern-
ance. The findings reveal a spectrum of influential fac-
tors. Notably, NCSC demonstrates a moderate level of 
importance, scoring .111 in importance and having 
normalized importance of 48.8%. Conversely, influence 
emerges as a crucial predictor, with an importance score 
of .140 and normalized importance of 61.6%, indicating 
its significant contribution to the predictive power of 
the model. Additionally, supplyrisk stands out with an 
importance score of .141 and a normalized importance 
of 61.8%, suggesting its substantial influence in the pre-
dictive process, surpassing NCSC in importance. While 
peerincident shows the highest normalized importance 
with a value of .169 and a normalized importance of 
74.2%; peermimetic exhibits importance scores of .071, 
indicating a lower level of normalized importance 
(31.3%). Moreover, Table 8 illustrates the outcomes for 
the year 2022, where it is evident that despite minor 
fluctuations, the presented results remain consistent. 

Table 8. RQ2 simulation outcomes.

Dependent Variable 2021 2022

Board Importance Normalized Importance Importance Normalized Importance

NCSC .111 48.8% .065 23.1%
SUPPLYRISK .141 61.8% .073 26.1%
PEERINCIDENT .169 74.2% .144 51.3%
PEERMIMETIC .071 31.1% .113 40.1%
INFLUENCE .140 61.6% .240 85.4%
IMPROVE .140 61.4% .085 30.3%
INCIDENTS .228 100.0% .281 100.0%
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Furthermore, we performed an ANOVA analysis to 
ascertain whether significant differences existed 
between the two years, and the findings indicate no 
discernible disparities. As in the previous analysis, the 
variables improve and incidents have a significant 
impact on the integration of cybersecurity into the 
boards of companies. As control variables, we observe 
that their normalized importance within firms is equiva-
lent to external influence. For the SMEs, the most 
important factors are improve (100%) and incident 
(93.1%) followed by supply risk (85.4%), NCSC (70.3%) 
and peermimetic (62.9%).

Regarding the third research question (RQ3), which 
investigates the varied practices of companies concern-
ing the adoption of standards and the incorporation of 
cybersecurity into their board activities, we undertook 
an exploratory study to categorize companies into clear 
groups based on their adherence to standards and the 
initiatives undertaken by their boards within the orga-
nization. We utilized a K-means clustering algorithm as 
our statistical approach,69,70 and implemented a two- 
phase procedure. Initially, the inputs for the K-means 
algorithm included the standards adopted (standards) 
and the activities related to board governance within the 
company (board activities). Following this, we deter-
mined the most effective solution through Silhouette 
analysis.69,70 This method allowed us to assess the 
robustness of our clustering solution, including the 
internal cohesion of each cluster and the distinction 
between different clusters. The silhouette score can 
vary from −1 to 1, with scores nearer to 1 indicating 
a stronger clustering solution. After calculating the 
Silhouette score, we found that a solution consisting of 
three clusters had a higher Silhouette score of 0.62. In 
addition to this, we performed an additional verification 
using the Bayesian Information Criterion (BIC),71 

which confirmed the solidity of our three-cluster solu-
tion in terms of both internal coherence and differentia-
tion between clusters.

The outcome of the K-means cluster analysis led the 
categorization of SMEs into three distinct clusters. 
Furthermore, we conducted a robustness test of the 
analysis via ANOVA, revealing significant differences 
in the degree of adherence to standards and internet- 
related activities among SMEs belonging to each cluster. 
Tables 9 presents the results of the distribution of com-
panies within each cluster, and the key characteristics of 
each cluster.

In Figure 4, we display the average values of the 
variables’ standard and board activities based on com-
panies’ membership in each cluster. Specifically, Cluster 
1 exhibits a higher level of board activities compared to 
all other clusters. Conversely, Cluster 3 demonstrates 
the highest level of standard implementation. These two 
clusters also show lower levels of board activities in the 
case of Cluster 3 and standard integration in the case of 
Cluster 1. However, Cluster 2 has minimal board activ-
ities in terms of cybersecurity and no implementation of 
standards. Based on these characteristics, we have cate-
gorized the clusters as follows: Proactive Governance 
Leaders (Cluster 1), characterized by high board engage-
ment in cybersecurity matters but lower standard imple-
mentation; Reactive Compliance Adherents (Cluster 2), 
showing minimal board activities and standard 

Figure 3. ROC curves in ANN-MLP simulation for RQ2.

Table 9. Distribution of companies/cluster.
Cluster Frequency Per cent Categorisation

1 620 35.6 Proactive Governance Leaders
2 697 40.0 Reactive Compliance Adherents
3 239 13.7 Strategic Standard Implementers
Total 1556 89.4
Missing 185 10.6
Total 1741 100.0
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implementation, suggesting a reactive stance primarily 
driven by compliance requirements; and Strategic 
Standard Implementers (Cluster 3), exhibiting the high-
est level of standard implementation but lower board 
activities, indicating a strategic focus on cybersecurity 
through standardization rather than direct board invol-
vement. These cluster categorizations provide valuable 
insights into the varied approaches SMEs adopt in 
addressing cybersecurity governance, reflecting 

different strategic priorities and resource allocations 
within the cybersecurity domain.

Figure 5 shows the influence of the environment on 
the sample companies based on their cluster member-
ship. Overall, we observe that companies integrated into 
Cluster 1 are more influenced by various types of agents 
and levels of pressure. Secondly, Cluster 3 is influenced 
by the environment, with Cluster 2 being the least 
influenced by the environment in terms of impacting 

Figure 4. The average values of the variables’ standard and board activities/cluster.

Figure 5. The average values of the independent variables/cluster.
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cybersecurity activities. However, we note that the sup-
ply chain has the greatest impact on Cluster 2 compared 
to the other clusters.

Discussion

The findings of this study make a significant contribu-
tion to our understanding of the intricate relationship 
between the business environment and cybersecurity 
practices within organizations. By employing 
a multidimensional approach that incorporates both 
institutional and stakeholder theories, we have provided 
several insights into how the business environment 
impacts the adoption of cybersecurity standards and 
the integration of cybersecurity into organizational 
decision-making processes.

The descriptive analysis of the dataset provided an 
overview of the cybersecurity stance of UK companies 
during the years 2021 and 2022. Our examination 
focused on cybersecurity standards and the integration 
of cybersecurity into the boards of companies. Firstly, 
the data on standards showed a modest shift toward 
increased cybersecurity compliance among the surveyed 
companies. Specifically, the proportion of companies 
obtaining certifications such as ISO 27001 and Cyber 
Essentials exhibited incremental growth from 2021 to 
2022. This trend suggests a growing recognition of the 
value of cybersecurity certifications in reinforcing orga-
nizational defenses against cyber threats. However, as 
noted by Mirtsch et al.,7 the complexity, in terms of time 
and procedures, of implementing international stan-
dards acts as a barrier to higher degrees of implementa-
tion. Second, we also explored the extent to which 
cybersecurity is integrated into corporate governance 
structures, specifically within the boards of companies. 
Our findings indicate that approximately half of the 
surveyed companies have incorporated one or more 
individuals into their board of directors, with a specific 
focus on cybersecurity. This is noteworthy as it shows 
that cybersecurity is increasingly recognized as a critical 
discussion topic at the board level. These results align 
with existing literature, highlighting the growing trend 
toward integrating designated cybersecurity personnel 
within the corporate governance framework.12,30 This 
shift not only facilitates a more agile approach to mana-
ging cybersecurity issues but also reflects a broader 
organizational transformation. Companies increasingly 
recognize the importance of transitioning the percep-
tion of cybersecurity from a purely operational concern 
to a strategic priority.1,4 This evolution highlights the 
proactive measures companies are taking to enhance 
their cybersecurity attitude, recognizing the 

fundamental role of strategic governance in protecting 
against cyber threats.

From our findings, we observe that relationships with 
the supply chain significantly influence cybersecurity 
management in organizations. Pal and Alam and 
Melnyk et al. have previously noted that the implementa-
tion of basic cybersecurity criteria, such as coercive and 
normative measures, in agreements with the supply 
chain, coupled with an active exchange of cybersecurity 
practices and knowledge, reflects a shift toward more 
cooperative security efforts.17,56 The application of these 
coercive measures in the supply chain may indicate that 
companies have taken firm actions, such as severing ties 
with suppliers after cybersecurity breaches, emphasizing 
the vital importance of cybersecurity in preserving supply 
chain integrity.56,57 Moreover, our study highlights the 
impact of mimetic factors, such as industry-specific inci-
dents or strategic changes, on organizations’ cybersecur-
ity policies. A significant portion of organizations 
acknowledged being aware of cybersecurity breaches 
within their industry and noted the implementation of 
similar security measures by their counterparts. This 
trend of mimetic behavior indicates that organizations 
are responding not only to immediate threats but also 
adapting to changes in the cybersecurity landscape, influ-
enced by the experiences and actions of their peers. Thus, 
we extend previous literature on cybersecurity by high-
lighting how mimetic measures affect cybersecurity man-
agement in organizations.46 Moreover, we observe that 
normative measures have an impact on cybersecurity 
management in organizations. This is evident in the 
reliance on guidance from authoritative sources such as 
the NCSC, which, suggests a strategic orientation toward 
informed decision-making regarding cybersecurity.32 

Therefore, from our results, we can confirm that the 
environment of companies and organizations affects 
cybersecurity management, with a diverse portfolio of 
measures including coercive, normative, and mimetic 
ones. Additionally, our findings shed light on the various 
impacts that external stakeholders have on corporate 
cybersecurity practices. The increasing reliance on exter-
nal IT and cybersecurity advisors, along with the effects 
on investors, customers, auditors, insurers, and industry 
regulators, emphasizes the complex array of pressures 
and influences dictating corporate cybersecurity strate-
gies. The trends we have observed confirm previous work 
demonstrating an expanded commitment to cybersecur-
ity beyond individual organizational boundaries, incor-
porating a broad spectrum of perspectives and external 
pressures.

In our exploration of the first research question (RQ1), 
which investigates how the business environment affects 
the adoption of cybersecurity standards within 
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organizations, the analysis identified the effectiveness of 
environmental influence on standard implementation. 
Our results demonstrate that normative institutional 
pressures from administrations such as the NCSC have 
a significant effect, normalizing procedures and practices. 
In this regard, Mirtsch et al. emphasize that standardiza-
tion fundamentally involves creating routines and orga-
nizational procedures for cybersecurity management, 
thereby reducing potential vulnerabilities and hazards.7 

Similarly, we observe that interaction with suppliers and 
customers demands standardized practices to prevent 
potential incidents in the value chain, corroborating pre-
vious works highlighting the importance of standards in 
the supply chain.13,57 Along the same lines, stakeholders 
interact with organizations and, in that interaction, apply 
pressure to establish standard cybersecurity processes to 
avoid potential incidents. In the context of SMEs, our 
results show that normative pressures, particularly those 
exerted by bodies like the NCSC, are markedly influen-
cing these companies toward adopting standardized 
cybersecurity practices. This highlights the importance 
of such regulatory bodies in not only setting standards 
but also in fostering a cybersecurity culture that priori-
tizes resilience and proactive risk management within the 
SME sector.12 The engagement with these standards 
reflects an increasing awareness among SMEs of the 
critical role that compliance plays in securing trust and 
competitiveness in digital markets.7 Our findings rein-
force previous studies highlighting organizations’ sus-
ceptibility to stakeholder influence in improving 
cybersecurity practices.51,52 Additionally, we observe 
that in quantitative terms, this effect is equivalent to 
that produced by internal drivers such as self-efficacy 
and incidents experienced by organizations. Previous 
literature highlighted how cybersecurity incidents impact 
organizations economically, operationally, and in terms 
of social responsibility, leading to a reactive effect on the 
likelihood of investing in cybersecurity protection.59 Our 
results extend previous literature by highlighting how the 
environment has a similar quantitative effect on self- 
efficacy and incidents.

Regarding the second research question (RQ2), 
which investigates the influence of the business envir-
onment on company boards’ engagement in cyberse-
curity governance, the findings demonstrate that the 
environment quantitatively influences similar internal 
drivers such as previous incidents and self-efficacy. 
More specifically, we observe differences in terms of 
the agents that affect and how they affect organizations’ 
standardization. Our results show the mimetic influence 
on incidents in the sector. Jeyaraj and Zadeh have pre-
viously discussed sector incidents as a driver in organi-
zations’ protection.46 We also observe, similar to the 

case of standardization, that interaction with the supply 
chain and stakeholders has a positive effect on integrat-
ing cybersecurity into the board. For SMEs, our analysis 
highlights the complex interplay of external and internal 
factors influencing the integration of cybersecurity 
within the strategic framework of company boards. 
The results show that while normative pressures from 
regulatory bodies such as the NCSC play a pivotal role, it 
is the direct interactions with suppliers and customers 
that exhibit a more pronounced influence on board- 
level cybersecurity engagement. Thus, the results show 
that active interaction with suppliers and consumers, 
combined with coercive and normative measures from 
regulators, insurers, etc., positively affects the strategic 
nature of cybersecurity in organizations. This is in line 
with Herr that have previously emphasized the role of 
insurers or regulators in cybersecurity management.72 

Furthermore, we also observe that regulatory measures 
from the NCSC have a positive effect on the integration 
of practices in the boards of companies, highlighting the 
importance of regulatory measures as a means to imbue 
cybersecurity with a strategic character.25

Finally, we can conclude from our results that the 
influence of the environment can have a specific char-
acter, aimed at achieving specific objectives such as 
standardization, as is the case with government norma-
tive measures, or mimetic pressures derived from sector 
incidents, which directly impact the active presence of 
cybersecurity in company boards. Moreover, our results 
allow us to identify environment pressures, such as 
relationships with the supply chain and the influence 
of stakeholders, which through coercive and normative 
pressures, generally influence cybersecurity manage-
ment. Figure 6, we represent the effect of the environ-
ment, depending on the objective, standardization, and 
integration into the board, and its specificity.

These insights provide a detailed understanding of 
the various factors that drive both organizational and 

Figure 6. The matrix of performance/environment.
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board-level engagement with cybersecurity, showcasing 
the complex interplay of external pressures and internal 
governance mechanisms.

Regarding the third research question (RQ3), which 
explores the heterogeneity of organizations’ behaviors 
regarding the implementation of standards and the 
integration of cybersecurity in the board of the compa-
nies, we have developed a taxonomy for the three clus-
ters by categorizing them based on their characteristic 
features, behaviors, and attributes as observed in the 
data. This taxonomy provides a structured framework 
for understanding the distinct characteristics, behaviors, 
and attributes of each cluster, facilitating deeper insights 
into their cybersecurity governance practices and stra-
tegic orientations.

Cluster 1: Proactive governance leaders

This cluster consists of companies exemplifying proac-
tive involvement and leadership in cybersecurity gov-
ernance. For instance, financial institutions such as 
banks and investment firms often fall into this category. 
These companies display extensive board activities, 
showcasing a robust dedication to supervision of cyber-
security matters and making strategic decisions. While 
they also implement cybersecurity standards, their focus 
might be somewhat less pronounced than in Cluster 3. 
However, they remain highly responsive to environ-
mental stimuli, showing an inclination to adjust to 
emerging cybersecurity threats and changing industry 
dynamics.

Cluster 2: Reactive compliance adherents

This cluster represents organizations that demonstrate 
a reactive approach to cybersecurity governance and 
standardization. An example of a sector that could be 
included in this cluster is the retail industry. Retail 
companies often exhibit minimal board activities related 
to cybersecurity, indicating a lack of strategic oversight 
or prioritization of cybersecurity at the leadership level. 
Instead, their focus may be primarily on operational 
aspects of the business, such as sales and customer 
service. However, when stimulated by regulatory 
requirements or external pressures, such as supply 
chain regulations, these organizations adhere to cyber-
security practices to ensure compliance. While they may 
be less influenced by environmental factors compared to 
other clusters, retail companies show heightened sensi-
tivity to supply chain dynamics, given their reliance on 
various suppliers and partners for inventory, distribu-
tion, and other aspects of their operations.

Cluster 3: Strategic standard implementers

This cluster comprises organizations that prioritize the 
rigorous implementation of cybersecurity standards 
and protocols, representing sectors such as finance 
and healthcare. These organizations demonstrate the 
highest level of standard implementation among the 
clusters, reflecting a constant commitment to cyberse-
curity best practices and regulatory compliance. While 
their board activities related to cybersecurity may be 
comparatively lower that Cluster 1, they compensate 
by focusing on robust cybersecurity standards and 
protocols to safeguard sensitive data and ensure regu-
latory compliance. Despite their careful approach to 
internal cybersecurity measures, they exhibit moderate 
sensitivity to environmental influences, demonstrating 
a balanced approach to cybersecurity management that 
integrates both internal standards and external contex-
tual factors, such as emerging threats and industry 
regulations.

Conclusion

In this study, we have investigated the intricate 
dynamics of cybersecurity governance and standardiza-
tion within organizations, investigating the impact of 
various factors such as supply chains, environmental 
influences, and stakeholder engagement, among others. 
Through the application of advanced analytical methods 
like ANN-MLP models and K-means cluster analysis, 
we have uncovered valuable insights into the complex 
interplay between organizational practices and external 
forces in shaping cybersecurity strategies.

Theoretical contributions

From a theoretical standpoint, our research makes sig-
nificant contributions to the cybersecurity field. By 
uncovering how external pressures, including regula-
tory mandates and industry norms, shape organiza-
tional behavior in cybersecurity governance, we align 
with institutional theory. The identification of clusters 
based on cybersecurity practices further emphasizes the 
role of institutional isomorphism in fostering confor-
mity among organizations operating within similar 
environments. Additionally, our study enriches stake-
holder theory by clarifying the diverse influences 
applied by stakeholders on organizational cybersecurity 
practices. By recognizing the complex nature of stake-
holder pressures, our research underscores the impor-
tance of effectively managing stakeholder relationships 
to strengthen cybersecurity resilience.
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Managerial and policy implications

Our research also provides some interesting manage-
rial and policy implications for enhancing cybersecur-
ity within organizations. Firstly, similar to the 
significance of incident perception and self-efficacy, 
we highlight the importance of environmental influ-
ence effectiveness in cybersecurity practices. This 
emphasizes the need for organizational managers to 
foster permeability toward the environment. Secondly, 
our study reveals a diverse array of agents and levels 
of influence shaping a complex ecosystem impacting 
organizations. Notably, we identify supply chain 
dynamics as a significant influencer of cybersecurity 
practices, emphasizing the necessity of robust cyber-
security protocols throughout the supply chain. The 
proactive engagement of boards in cybersecurity gov-
ernance is crucial in cultivating a culture of cyberse-
curity awareness and accountability at the highest 
organizational levels. Additionally, guidance from 
authoritative bodies like the NCSC can inform orga-
nizations’ cybersecurity strategies, ensuring alignment 
with industry standards and best practices. Moreover, 
our findings delineate specific measures aimed at 
implementing standards or catalyzing companies 
toward integrating cybersecurity activities into their 
boards. These encompass a spectrum of coercive, nor-
mative, and mimetic mechanisms originating from 
entities such as governments, stakeholders, and the 
supply chain.

For SMEs, the strategic integration of cybersecurity 
within the corporate governance structure is not merely 
a regulatory requirement but a critical component of sus-
tainable business practice. Our findings suggest that SMEs 
benefit significantly from engaging with external IT and 
cybersecurity consultants, underscoring the value of expert 
guidance in navigating the complex cybersecurity land-
scape. Managers and business leaders within SMEs should 
prioritize establishing long-term relationships with repu-
table cybersecurity firms that can provide tailored solu-
tions and ongoing support. Additionally, given the 
substantial influence of supply chain interactions on cyber-
security practices, SME managers need to develop rigorous 
vetting processes for their suppliers, ensuring that their 
cybersecurity standards align with organizational needs 
and compliance requirements. Implementing regular 
security audits and requiring cybersecurity assurances in 
supplier contracts can mitigate potential vulnerabilities 
from third-party associations.

From a policymaker’s standpoint, effective cyberse-
curity policy initiatives must recognize the varied effects 
of different agents and mechanisms. This is, we found 
more specific measures aimed at achieving the 

implementation of standards or revitalizing companies 
in terms of including cybersecurity activities in their 
boards. This ranges from broader measures with a less 
specific purpose, aimed at enhancing cybersecurity 
within the company. These latter measures combine 
a variety of coercive, normative, and mimetic mechan-
isms originating from entities such as government, sta-
keholders, or the supply chain. From the perspective of 
implications for policymakers, it is essential to consider 
that effective cybersecurity promotion policies should 
acknowledge that not all agents and mechanisms have 
the same effect. This involves aligning policy objectives 
with the most appropriate mechanisms while consider-
ing the diversity of actors involved.

Limitations and future research

Despite the insights this study provides there are few 
limitations that should be acknowledged. Firstly, the reli-
ance on survey data may introduce response biases and 
limit the generalizability of findings. Future research 
endeavors could employ mixed-methods approaches to 
triangulate results and enhance their robustness. 
Secondly, our study focused on organizations within spe-
cific sectors, potentially constraining the transferability of 
findings to other industry contexts. Future investigations 
could explore cybersecurity governance across a broader 
array of industries to capture diverse perspectives and 
practices. Lastly, the dynamic nature of cybersecurity 
threats and regulations necessitates ongoing monitoring 
and adaptation of organizational strategies. Longitudinal 
studies could provide valuable insights into the evolution 
of cybersecurity governance practices over time.
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