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Abstract: Digital Transformation becomes an essential strategy for organisations in 
this new digital arena, specifically after the COVID-19 pandemic and its 
unprecedented effects on the whole world and the manufacturing sector. In this new 
digital era, consumers became more expert and more engaging in the products using 
new technologies. At the same time, companies began to adopt digital 
transformation strategies in their manufacturing processes to become more agile and 
give the most value to their customers in fierce competition. This paper aims to 
identify and model the main challenges that face the digital transformation process 
in the manufacturing industry.. The main challenges were categorized to four main 
areas: skills, adoption of new technologies, change management practices, and 
innovation initiatives. By identifying these challenges, in a new and incremental 
way, manufacturing organisations will be able to adopt digital transformation 
processes efficiently and effectively in a proper manner. 
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1. Introduction 

Although the concept of Digital Transformation has been discussed for years, there is a 

lack of definition of it or what it may combine in the fundamental level. Especially in the 

manufacturing industry that faces many fast-paced technological advancements that 

change the entire shape of their business models 1. 

Digital Transformation strategy gives the organisation a new competitive advantage 

to cope with the latest digital technologies and make the most use. No doubt that concepts 

like Industry 4.0, Internet of Things (IoT), Cloud Computing, and many other new 

technologies can change the way of doing business2. With the fast pacing of technology 

development, business processes also are needed to cope with this rapid change, 

especially in developing countries that lack research in this field. By comparing 

traditional and digital organisations, later organisations can also grow their business 
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more rapidly due to their high degree of flexibility to consumer needs and the adoption 

of fast-paced new technologies. 

However, this transformation process is faced with many challenges and constraints 

in the small and medium enterprises (SMEs) only and on the large corporations. These 

challenges may differ from industry to industry.  

Moreover, the degree of the same problems may also change over different sectors. 

This paper focuses on the manufacturing industry and the challenges facing the digital 

transformation process in it3. 

 

2. Digital Transformation Challenges 

 

Undoubtedly, most manufacturing companies are trying to adopt and operate digital 

transformation processes in their various departments because digital transformation is 

significant in terms of its scale. Moreover, it is impossible to escape the digital world if 

the company want to maintain its competition among others in the market. Many 

companies respond to this phenomenon through innovation and change initiatives such 

as design thinking workshops and hackathons. However, the impact of these initiatives 

is far beyond the expected results. 

Digital transformation is a very dynamic and vast changing process. According to 

the KPMG CIO survey report in 2017, less than one to five digital transformation 

attempts succeeded. Moreover, only 18% of 70 companies surveyed in the report has a 

competent digital transformation process2. Digital transformation is about technology 

and creating a dynamic framework of all aspects of the organisation, including structure, 

workforce, and culture, to cope with these changes. 

Significant challenges for Digital Transformation processes have been classified 

into four main categories: Skills Gap, The Adoption of New Technologies, Change 
Management Process, Innovation Policies and Procedures.  

The proposed model of categorising the challenges of digital transformation is based 

on studying and analysing the last research papers in academia that relates to digital 

transformation challenges, specifically in the manufacturing industry 2–5 

As Figure (1) shows, these four challenges have many subsequent problems. In 

addition to that, they are interconnected and affect each other. For example, if the 

organisation enhances human resources’ skills in the organisation, this will help quickly 

adopt new technologies and make change more efficient and effective. 

 

2.1 Skills Gap 

There is an apparent skills gap between the manufacturing organisations’ digital skills 

and what they want to keep up with the digital pace.  According to the SAP report in 

2018, there is, on average, between 20%-40% skills gap between what is needed and 

required. Moreover, in a recent study by Technical University Munich (TUM), 64% of 

companies surveyed said they do not have the people with the skills necessary for digital 

transformation6. This percentage was on technologies like artificial intelligence, cloud 

computing, big data analytics, the internet of things, business networks.  

Digital skills become necessary to implement digital transformation successfully, 

and these skills will increase in the upcoming years. Unfortunately, employers do not 

provide sufficient resources to train their employees. As more technologies developed 

and evolved in the manufacturing sector, employees need more training and capacity 

building programs to acquire the necessary skills to cope with this technologies7.  
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Figure (1) Challenges of DT in the Manufacturing Industry
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Another challenge in this regard is the fear of technology. Labour fear of technology 

that it will replace their jobs and therefore the resist this transformational place. Nobody 

wants to lose his/her position in favour of technology or a robot replace his/her career. 

This mindset needs to be changed8. Technology will not remove the labour jobs, but it 

will reshape them, create more opportunities to innovate and make efficient use of these 

technologies to become more productive, creative, and do their jobs better. 

Digital transformation needs a team that can perform multiple tasks quickly and 

flexibly. Manufacturing organisations still lack the concept of agile teamwork as it 

requires much training on different skills and different organisational structures9.  

 

2.2 The Adoption of New Technologies 

 

Adopting new technologies requires a risk-taking culture inside the organisation. This 

high risk comes from the high initial investment and long-term return. This type of 

culture called entrepreneurial culture. Manufacturing firms lack awareness of this culture 

because businesses, in general, are risk-averse. They tend to invest in low-risk projects 

with a short-term return. This risk aversion is shown in Made Smarter report in 2017, as 

stated that there is little investment in new technologies in the manufacturing industry, 

especially in the SMEs.  

Cyber Attack as well play a major part in the digital technologies world10. With the 

increasing number of attacks every day, businesses lose a lot of money and efforts to 

prevent them. The main problem in these types of attacks is that it is evolving, and every 

day, new threats are being used to harness the business.  

The manufacturing industry is one of the most attractive vulnerable sectors in cyber-

attacks because of the lack of intellectual property rights and the complexity of supply 

chains11. Manufacturers need to increase the awareness of their employees about 

cybersecurity and how to protect their connected machines. Moreover, to build a robust 

information system that prevents the leaks of their data. However, carefully monitoring 

the data prevents the organisation from cyber-attacks and is the most efficient way to 

measure organisational goals.  

Moreover, one of the most significant obstacles that complicate digital technologies’ 

adoption is the absence of usage standards in these technologies. There is no uniform 

way to identify or use it. This makes the technology be used in different ways and 

integrates systems complicated between the manufacturer and its supply chain and 

between the different departments inside the same organisation12. This challenge 

increases significantly in the SMEs that supply large corporations.  

 

2.3 Change Management Process 

 

Digital transformation is a combination of disruptive technologies. This makes it very 

hard to apply and use. Therefore, one of the most complicated challenges in 

manufacturing firms is the changing of its structure. Changing an organisation’s structure 

is challenging and needs much time and effort to overcome its resistance. 

Another challenge is the resistance to change for the existing employees. They do 

not want anything to move them from their comfort zones. This requires managing the 

change process and unfreeze the status quo to make the required modifications. This will 

also require recruiting change agents that believe in the idea of change and help the 

management convince their employees of the change and improve their work conditions.   
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Managing change is not an easy task in a very dynamic business environment in the 

manufacturing industry13. This requires collaborative efforts on all organisation levels. 

It also involves digitising the whole supply chain to enhance the productivity of the 

system. This integration, as mentioned earlier, is not an easy task.  

The change will not happen for one time only. It is a continuous process that needs 

to be managed incrementally to achieve the digital transformation process’s 

organisational goals.  

 

2.4 Innovation Initiatives 

 

Innovation is a critical element in the success of digital transformation processes inside 

the manufacturing industry.  On the strategic level of the organisation, most firms lack 

the existence of innovation strategy14. On the national level, no sufficient number of 

innovation initiatives take place in the manufacturing industry.  

There are not sufficient programs like incubators or accelerators that work correctly 

in digitising the manufacturing industry. These kinds of programs give the funding 

needed to work on these projects and give them the support and mentoring needed for 

SMEs to complete their digital business transformation. In addition to that, the initiatives 

that already existed is confusing and overlapping with each other8.  

Moreover, the manufacturing sector lacks collaboration between the firms and the 

universities and research centres. Few universities work with the industry or have 

technology transfer units that help to achieve this collaboration successfully.  

 

3. Conclusions 

 

Digital transformation faces many challenges in the manufacturing industry, such as the 

digital skills gap, adoption of new technologies, change management practices, and 

innovation initiatives. These challenges have different intensities and different 

perspectives. It could range from the human factor to the strategy factor and how to fit 

the digital transformation process into its organisational culture. Moreover, this sector 

needs much support from its macro-environment perspective to achieve effective digital 

transformation. 

More policy initiatives and innovation hubs need to be developed on the national 

level and align all the efforts to encourage SMEs in the manufacturing industry to begin 

their digital transformation experience. Success stories need to be shared among 

manufacturers and training and mentoring programs to achieve digital transformation 

successfully. 
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