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Abstract— Cyber resilience moves organizations away from 

efforts to guarantee security of all systems, towards an approach 

that acknowledges that systems are bound to fail with a focus 

instead on the impact of that failure on business objectives.  

While the work on cyber resilience is evolving, there is a lack of 

studies using qualitative data for investigating the concepts and 

themes pertaining to cyber resilience in organizations. The 

purpose of this study is to uncover the non-technical 

organizational factors that contribute to better cyber resilience. 

By adopting a qualitative approach of analyzing factors of 

organizational resilience, this paper uses primary data collected 

through 25 interviews at senior leadership or board-level to 

point out the extent to which these factors facilitate or impede 

cyber resilience. The study illustrates a Leximancer map of each 

factor that characterizes organizational cyber resilience, based 

on insights from cyber practitioner communities through 

narrative interviews. This research contributes to a better 

theoretical and practical understanding of how cyber resilience 

within organizations can be improved. The findings show that 

cyber strategy and skilled people play a key role in adoption of 

cyber culture at the management level, while communication 

between boards and security leadership as well as a clear 

reporting structure are signals for building cyber resilience. 
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I. INTRODUCTION  

Increasingly, organizational approaches to cyber threats 
are based on resilience rather than the ironically named “fail-
proof” systems developed in the 1980s. Conventional wisdom 
now holds that businesses need to prepare for ‘when’ they will 
suffer loss associated with cybersecurity rather than ‘if’ they 
will. The challenges facing organizations of all types and sizes 
continue to evolve. Organizations are more and more 
dependent on digital technologies for their day-to-day 
operations which expands the threat landscape and exposure 
to cybercrime. This was exacerbated by the Covid pandemic 
as technologies and processes for remote working introduced 
new vulnerabilities. Novel attacks employing machine 
learning increased by 15% in this period [1]. Similarly, a study 
conducted by ThoughtLab  [2] that evaluated the performance 
and cyber practices of 1200 organizations across 13 industries 
and 16 countries found that there has been a 15% rise in all 
cyber-attacks in 2021.  41% of these organizations believe 
that, while they have been taking up digital transformation 
rapidly, their cyber practices are still lagging behind. Towards 
the end of 2021, organizations had faced 925 attacks on 
average every week [3]. The problem is not going away.
  

A reactive cybersecurity approach leads to organizations 
lagging behind, and the balance of power remains firmly in 
favour of cyber criminals [4]. For organizations to stay ahead 

of criminals, a more holistic approach is required. A cyber 
resilience approach helps bridge this gap because it considers 
security as a strategic channel for organizations to achieve 
their business objectives and goals despite adverse situations 
and threats [5]. As such, cyber resilience does not aim to create 
fail-safe systems but looks at how failure impacts business 
objectives [6].  Even though the cyber resilience approach is 
seen as beneficial, the World Economic Forum reports that 
59% of cyber professionals believe that the terms cyber 
security and cyber resilience are synonymous and do not 
understand the difference. Also, only 17% of the organizations 
surveyed are confident that they have adequate cyber 
resilience [7]. 

While several frameworks from both academia (for 
instance, see, [8,9,10]) and practitioner (for instance, see, 
[1,4,7]) perspectives have been developed through using data 
to quantify different metrices, researchers argue that there is a 
lack of studies using qualitative data for investigating the 
concepts and themes pertaining to cyber resilience in 
organizations. Furthermore, there are most studies focus on 
technical aspects of cyber resilience and this calls for further 
investigation into evaluating how different non-technical 
organizational factors contribute to better cyber resilience 
[11]. Responding to this gap, this study’s main goal is to distil 
- in a specific empirical setting - the factors that contribute to 
cyber resilience and how this can be built and maintained in 
organizations. The empirical context that has been selected to 
test the value of the study’s scope is based on original 
fieldwork and data that has been collected on perception and 
views on cyber security. Primary data was obtained through 
25 semi-structured interviews that were conducted in 2021. 
These interviews were carried out with individuals in 
leadership positions or boards involved in cybersecurity 
decision making. This study relies on a new class of 
qualitative software: Leximancer to conduct a thematic and 
relational analysis of our interview data. This research 
contributes to a better theoretical and practical understanding 
of how cyber resilience within organizations can be improved. 
By turning this research into useful guidance, leadership and 
boards can use it to work together to ensure good 
organizational cyber resilience. 

II. EVOLUTION OF ORGANIZATIONAL CYBER RESILIENCE 

A decade ago, the idea of cyber resilience was put forth by 
the World Economic Forum  and since then there has been a 
growing interest amongst practitioners and academic 
researchers in how cyber resilience can be applied to 
organizations to enable them to deal better with the evolving 
threat landscape (refer Table 1). The initial framework 
designed by the World Economic Forum contained a checklist 
for C-suite executives looking at three key areas namely 
Governance, Program, and Network and these areas 
considered both procedural and managerial aspects of cyber 
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along with management of external relationships [12]. 
Enhancing this further, in 2015, a cyber value-at-risk model 
was developed which additionally allowed for organizations 
to evaluate the loss from a cyber-attack. In 2016, the cyber 
resilience model of WEF extended the work of [13] to account 
for the four organizational domains; physical, social, 
cognitive, and information. Researcher [14] looked at 
different stages in cyber resilience namely planning, 
absorption, recovery, and adaptation and focussed on response 
and recovery factors to evaluate cyber resilience. In other 
words, organizational factors for cyber resilience encompass 
those characteristics of the organization such as decision-
making processes, organizational structure, knowledge and 
skills that employees within the organization possess, 
influence of managers, as well as organizational culture [15]. 

While several models have been proposed and applied in 
organizational contexts, there are several non-technical 
resilience factors that are consistently mentioned in the 
literature as outlined in Table 1. 

TABLE I.  ORGANIZATIONAL CYBER RESILIENCE MODELS IN 

LITERATURE 

Reference Factors discussed 

[16],[17],[18],[19],

[20] 

Security awareness/training 

[21],[22],[23],[24],

[25],[26] 

Governance process, oversight, board 

engagement 

[18], [27],[28] Cyber investments 

[29],[30],[31] Knowledge sharing within and outside 

organizational boundaries; stakeholder 

management 

 

Considering the non-technical factors of organizational 
resilience, primary data was gathered through interviewing 25 
participants at senior leadership or board-level to identify the 
extent to which these factors contribute to or impede cyber 
resilience through qualitative analysis. A protocol with open-
ended questions to frame the interviews has been employed 
by this study. The interview protocol was organized around 
three different themes. The first theme focused on challenges 
pertaining to cybersecurity. The second theme focused on 
board involvement in cyber security and board-leadership 
communication. The third theme was used to investigate cyber 
strategy and how organizations respond to incidents as well as 
their business continuity.  

The twenty-five interviewees were conducted between March 
and May 2021. All interviews lasted approximately 40 
minutes. The participants were chosen from different types of 
organizations, and business sectors within UK to investigate 
the non-technical factors that organizations face and that 
impact on their cyber resilience. The interviews  were 
conducted through Microsoft Teams and were all recorded 
and later transcribed verbatim to capture non-verbal behavior, 
to obtain a sequential observation scheme recording the real-
time of interactions and communication [32], and facilitate 
detailed content analysis. The participation was voluntary, the 
data were kept in strict confidence and in line with the Data 
Protection Act and had approval from the Ethics Committee 
at University College London. The research team adopted an 
empathic neutrality [33] and were available throughout this 
phase of the data collection process to address any questions 
or concerns from the participants. The interviewees were then 
pseudo-anonymised and referenced using the acronym INT 
followed a numeric code 0XX. All quotes used in this research 

thus only provides the pseudo-anonymous code to avoid 
identification of individuals. 

This research employs a tool called Leximancer which 
systematically reviewed the 25 interview transcripts, 
automatically detected keywords, identified other terms that 
these keywords co-occur with, and then grouped these 
together into broader ‘concepts’ [34, 35]. This is in contrast to 
NVIVO which asks the researcher themselves to code the 
themes.  Concepts thus can be seen as connect words that have 
something in common. These connected words are visualised 
together as a concept map [34]. Employing Leximancer as a 
qualitative software over other software tools (e.g.  NVIVO) 
for analysis was advantageous as this was completely 
automated with no intervention required for handling data. 
This was preferred as it avoids researcher bias [36]. 
Furthermore, from the raw data, it was possible to see how 
different concepts emerge and to assess which organizational 
factors were predominantly applied in the context of cyber 
resilience. Analysing each concept individually was also 
possible through obtaining text excerpts for each of these 
concepts. The analysis revealed for main concepts as shown 
in Figure 1: 

 

 

Fig. 1. Leximancer concept map 

 

The organization of the bubbles in this diagram is 
significant including their size, position on the map, and 
relationship to one another, as is the proximity of the terms. 
All of this is generated by the software and there is some 
preliminary analysis to be done based on the physical 
characteristics of this map. The distance between the ‘Board’ 
bubble and the ‘People’ bubble can be seen, which indicates 
that terms that fall into the ‘board’ bubble did not tend to be 
discussed adjacent to issues related to people. It also shows 
that there is a distance between ‘Board’ and ‘Cyber’. Indeed, 
in the interviews, it was found that participants perceived the 
distance in terms of communication gaps with boards, or in 
terms of individuals being separated from the boards in terms 
of cyber decision-making. Also, contextually, these words 
were not found to be mentioned together, which is a reflection 
of participants’ perceptions. The lines in the diagram can be 

 

      

      

     

    

      

     
        

      

     

       

    
          

        

     



seen as conceptual paths that connect different concepts and 
this reflects the “proximity” of the concepts. The size of the 
bubble is representative of the importance of the words based 
on word-frequency. 

A. Concept Group 1: Level and company 

The first concept and the most prominent one that 
participants discussed was “level” within the organization and 
how interaction between and across levels impacts on cyber 
resilience. This broad concept comprised of several sub-topics 
namely organizational structure, different committees, audit 
levels within various organizational units. One clear example 
emerged in terms of the hierarchical communication between 
cybersecurity practitioners and senior business leaders. 
Looking at the role of the CISO, one interviewee points out 
“Until recently, the role of the CISO did not exist. Even now, 
if you think about it, CISO is largely a technical person 
reporting to the CFO or CIO. If a cyber-attack can lead to 
businesses being shut down, it is no longer a technical or 
operational risk. It is a strategic risk. CISOs need better 
reporting structure and better access to the CEO or even the 
boards” (INT024). Another interviewee says not having direct 
communication with the board makes cyber reporting difficult 
adding, “And that is another challenge, is that the CFO is not 
an IT person.  So, I need to give him the material and he is the 
one communicating to the Board. Then he is getting questions, 
feedback, input, which I am getting afterwards.  I do not have 
direct communication” (INT002). Governance also emerged 
as a key ‘level’ issue. One interviewee says “When you think 
about a resilient organization, one concept that is often 
overlooked is cyber governance. How effective is the 
organizational design? How can we have the right structures 
and decision-making processes that improves accountability 
of the boards and CEO? How can behavior at the top bring a 
positive change?” (INT025).  

From looking at further interview excerpts, the main 
learning point is that when the role of the CISO is obfuscated 
by design, this leads to poor insight on cyber and reporting to 
other C-Suite this hinders or even dilutes its strategic 
importance. Building resilient organizations requires 
discussions that connect reporting structures for governance 
of cybersecurity with accountability and the fiduciary 
responsibilities attached to the board and CEO. This is in line 
with the literature on governance structures and its impact on 
cyber resilience [21-26]. 

B. Concept Group 2: People and Business 

The second major concept was around “people” where 
discussions were around training and awareness, skills of 
individuals responsible, and the overall culture and values of 
the organization. A skilled workforce and relevant training 
were perceived as key to resilient organizations as highlighted 
by the literature on cyber resilience [16-20]. One interviewee 
points out, “It is making sure as well that the people internally 
who are looking after cyber security are sufficiently resourced 
and trained and appropriate to do the job” (INT012). Training 
needs to be sustained, throughout the organization and there 
should be a way to evaluate training efficacy through 
simulations. On this another interviewee says “I would 
suggest that it is not standard across the industry, it just 
happens to be part of how we are training and this is continual 
training, this is how we continue to brief colleagues, directors 
etcetera, and then we push that down through the 
organization. I think probably the biggest feedback we can 
give is to gamify it and actually start telling people that 27% 

of people clicked on that fake link so we would have had a 
cyber issue” (INT004). Finally, how people behave and carry 
out their tasks is part of the larger organizational and cyber 
culture. To this end, one interviewee postulates, “we are 
guided by the same core values. And we do have a young 
leadership team, we do have young people who are really 
willing to bring this company into the right place” (INT003). 
In short, another interviewee adds that cyber posture and 
resilience of the organization “is reflective of the culture” 
(INT007). Further to this, another interviewee points out how 
parochialism is a result of organizational culture where 
information is not shared fully among different organizational 
units or when silo mentality hinders communication and co-
ordination across different organizations. The interviewee 
raised a concern about “cyber not being taken to the boards 
and looking at different committee results in siloed mentality.” 
(INT025). Another interviewee adds further about 
information sharing culture saying, “When we setup an 
exchange of information for the industries in the UK to swap 
cyber security incidents the people who were the hardest to 
persuade to join in were the financial institutions.  It was a 
sackable offence in most banks ever to even say you’d had an 
incident, but we’re talking 15 years ago. It isn’t the case now, 
but at the time it was.  So they didn’t feel empowered to be 
able to join in and talk about what had happened to them 
which would have been very useful” (INT015). 

 

C. Concept Group 3: Boards 

The third concept was about boards, their involvement 
with and understanding of cyber security within the 
organization and communication between boards and security 
leadership. The role that boards play in ensuring good cyber 
resilience has been emphasised both in academic literature 
[23,25] and in practitioner studies [4,7]. 

One interviewee mentions that boards tend not to be involved 

directly unless the there is an investment need that crosses the 

spend threshold or unless the issue is deemed serious. On this 

note, the interviewee says “No direct involvement [of the 

board]: I had very little contact except at the chairmen level 

and that was a direct relationship where I was asked to do 

briefings. But I have never presented to a main board, it has 

always been at the executive committee level (INT007). 

Another interviewee reflects that boards do not have the right 

knowledge saying, “The challenge is that you are highly 

unlikely to find a non-executive director who is expert in 

cyber security, and even if they were, how do they keep 

current, unless they are in a fulltime role and exercising a 

network” (INT005). Boards having adequate knowledge is 

deemed important as they are then able to question cyber 

practices. This has been mentioned by one interviewee who 

says “I think it’s very important that the Board is able to ask 

the right kind of questions about ensuring that the 

management has the rigor in place as far as cyber security is 

concerned. And I think the problem that I see today is that the 

Board is unable to sometimes ask those questions and be able 

to inform themselves of that risk properly simply because 

they don’t know what to ask” (INT0023).  
Another interviewee points out about that CISO 

communication needs to transcend technical language and 
instead point out to how cybersecurity incidents may impact 
the business. “This is why boards get very frustrated about it 
and do not really understand it, because cyber strategy is really 



about how you run your business” (INT009) and CISOs 
should be able to communicate cyber “from a reputational 
perspective, from a business perspective, and of course 
programmatic type risks” (INT023). Apart from being able to 
speak the board’s language, another interviewee adds that “the 
biggest challenge is around what level of details do we need 
to communicate to a Board.  It has been an on-going challenge 
all the time” (INT002). 

D. Concept Group 4: Management 

This concept comprised of topics pertaining to risk 
approaches to cyber, alignment of security to organizational 
strategy, and cyber investments. Finally, one interviewee 
explains that good resilience can be achieved when a holistic 
risk approach is taken and there are adequate policies in place 
to govern and manage these risks. “Mechanisms by which risk 
can be managed [include] our policies and procedures, 
training people and equipping them to be able to identify risk, 
qualify, and then mitigate it. And then we have a mechanism 
by which we report risk, so we delegate risks” (INT008). 
Emphasising good risk management for better security 
management and improved resilience, another interviewee 
adds, “I do not think anybody has mentioned an enterprise 
management risk management system before. What is 
specifically the focus of doing an annual review on that, to 
actually really get assessment of how those risks have 
changed” (INT007).  

While appropriate risk strategy is needed to achieve better 
resilience, another aspect of management is appropriate 
investment in cyber [18, 28]. Organizations need to have 
adequate investments in cyber and one interviewee says “The 
difficulty, of course, comes from the fact that however much 
awareness is there is always fierce competition for finance and 
investment and a lot of the issue is around precisely those two 
things. So, maintaining that level of awareness and 
willingness to see cyber security as a top risk, that is where the 
challenge lies”(INT007). Bigger budgets should not be seen 
as a solution for most cyber problems. This attitude signals 
that organizations have a reactive approach and cyber should 
focus on creating value and sustaining it. This is captured by 
one of the interviewees who says, “you will have individuals 
that want to see IT security as an insurance company.  Like, 
you know, you buy something and you kind of hope it will 
work, kind of approach” (INT002). 

III. CONCLUSION 

The threat landscape is ever evolving with attacks 
becoming more sophisticated than before. Combating these 
require a strong leadership (CISOs) able to focus on protecting 
the digital assets of the organization while ensuring that the 
business and strategic priorities of the organization are met. 
This research looked at the current state of cyber resilience 
across organizations through data gathered from interviewing 
cyber leaders. The findings are fourfold. First, this study looks 
at how well-placed cyber is on the board agenda. As such, the 
study shows that while most organizations follow industry-
best practices and adhere to security frameworks, there is clear 
scope to improve in terms of board – CISO relationships and 
how cyber can be communicated in a way that is clearly linked 
to business objectives. The senior leadership thus need to 
possess a range of competencies and capabilities including 
effective communication with boards to ensure that 
organizations are cyber-ready and resilient.  

This study also showed some CISOs are C-level in title 
only. They do not get face-time with the board and direct 
reporting to boards is obfuscated by organizational design. 
Secondly, it is the responsibility of the boards to ensure that 
good culture is built at an organizational level and our research 
shows that this is not yet in place. This is partly attributed to 
the fact that some organizations still treat cyber as a function 
of IT and hence are not risk-mature. At an organizational 
level, it is important to find the right alignment between 
business leaders extending to the board of directors and 
security-focussed executives. When there is an 
acknowledgement at high-level for cyber issues, cyber would 
become part of the priority for the business leading to 
organizations being more resilient.  

Third, organizations still see cyber as a cost-function – as 
a necessary evil which is required to appease different 
stakeholders. While there is a huge difference in terms of 
cyber budgets across different organizations and sectors, the 
key question to ponder is the motivation behind spending on 
cyber. Not all organizations see it as a strategic investment and 
money spent for some organizations is considered as money 
down the drain or a mere box-ticking exercise. Higher 
investments does not equate to outcomes if they are not 
aligned strategically. Firms looking at it as a strategic 
investment are more “invested” in cyber and are proactive in 
defending the business, thus more resilient to attacks. Finally, 
organizations are now recognising that working in silos and 
trying to improve their resilience alone might not be enough. 
Understanding that attackers work together in collaborative 
environments and acknowledging that the sum is greater than 
its parts, organizations are now more open to create 
collaborative and information sharing cultures across 
industries to improve their overall resilience, although this is 
still not happening proactively. 
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