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ABSTRACT

Federated Learning (FL) enables many clients to train a joint model without sharing the raw data. While
many byzantine-robust FL methods have been proposed, FL remains vulnerable to security attacks such
as poisoning attacks and evasion attacks due to its distributed adversarial environment. Additionally, real-
world training data used in FL are usually Non-Independent and Identically Distributed (Non-IID), which
further weakens the robustness of the existing FL methods (such as Krum, Median, Trimmed-Mean, etc.),
thereby making it possible for a global model in FL to be broken in extreme Non-IID scenarios. In this
work, we mitigate the aforementioned weaknesses of existing FL methods in Non-IID and adversarial
scenarios by proposing a new FL framework called Mini-Federated Learning (Mini-FL). Mini-FL follows
the general FL approach but considers the Non-IID sources of FL and aggregates the gradients by groups.
Specifically, Mini-FL first performs unsupervised learning for the gradients received to define the group-
ing policy. Then, the server divides the gradients received into different groups according to the group-
ing policy defined and performs byzantine-robust aggregation. Finally, the server calculates the weighted
mean of gradients from each group to update the global model. Owning the strong generality, Mini-FL can
utilize the most existing byzantine-robust method. We demonstrate that Mini-FL effectively enhances FL
robustness and achieves greater global accuracy than existing FL methods when against security attacks
and in Non-IID settings.

© 2023 The Author(s). Published by Elsevier Ltd.
This is an open access article under the CC BY-NC-ND license
(http://creativecommons.org/licenses/by-nc-nd/4.0/)

1. Introduction

attackers and untrusted clients. Poisoning attack (Jagielski et al.,
2018; Jiang et al., 2019; Tomsett et al., 2019), which seeks to dam-

Federated Learning (FL) is an emerging distributed learning
paradigm that enables many clients to train a machine learning
model collaboratively while keeping the training data decentral-
ized and users’ privacy protected (Kairouz et al., 2021). Generally
speaking, FL contains three steps: 1) a server broadcasts the cur-
rent global model to selected clients; 2) each client locally trains
the model (called local model) and sends back the local model up-
dates; and 3) the server updates the global model by aggregating
the local model updates received through a particular aggregation
algorithm (AGR).

However, the distributed nature of training data makes FL vul-
nerable to various attacks (such as poisoning attacks) by malicious
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age the model and generate misbehaviour, draws the most impor-
tant threats to FL security. Through poisoning in different train-
ing stages, poisoning attacks can lead the global model to show
an indiscriminate accuracy reduction (called untargeted attack) or
attacker-chosen behaviour on a minority of examples (called tar-
geted attack) (Sun et al,, 2019; Tolpegin et al., 2020). One popu-
lar defence solution against the untargeted attack is introducing
the byzantine-robust aggregation rule (Blanchard et al., 2017; Cao
et al., 2021; Guerraoui and Rouault, 2018; Yin et al., 2018) on the
server to update the global model. By comparing the client’s model
updates, these aggregation rules can find and discard the statistical
outliers and prevent the suspected model uploaded from poisoning
the global model. Although most of the studies (Blanchard et al.,
2017; Sattler et al., 2020; Yin et al., 2018) are designed and eval-
uated in an Independent and Identically Distributed (IID) setting
and assume each client’s data follows the same probability distri-
bution, the training data in real-world FL applications are usually
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Non-IID due to location, time, and user clusters reasons (Briggs
et al., 2020a; Li et al.,, 2022b; Ma et al.,, 2022b), making the ex-
isting byzantine-robust FL methods show little effectiveness and
even fully break when facing the state-of-the-art attack (Fang et al.,
2020).

The most common sources of Non-IID are a client corre-
sponding to a particular location (Baghbani et al., 2022; Hsieh
et al., 2020; Kairouz et al., 2021; Ma et al., 2022a; Moreno-Torres
et al., 2012), a particular time window (Abildgren, 2022; Gupta
and Verma, 2022; Jiang et al., 2023; Pollak et al., 2022; Reshi
et al., 2023), and/or a particular user cluster (Ghosh et al., 2020;
Kairouz et al., 2021; Kushwah and Ranga, 2022; Pujahari and Siso-
dia, 2022). In terms of location, various kinds of locations fac-
tors drive the most impact on the Non-IID of a dataset. For in-
stance, the mammal’s distributions are different due to the geo-
graphic location (Hsieh et al., 2020), customer profiles are differ-
ent due to various city locations (Moreno-Torres et al., 2012), and
emoji usage patterns are different due to the demographic loca-
tions (Kairouz et al., 2021). In terms of a time window, people’s
behaviour and objects’ features can be very different at different
times. For instance, the images of the parked cars sometimes are
snow-covered due to the seasonal effects, and people’s shopping
patterns are different due to the fashion and design trends. In
terms of a particular user, different personal preferences can result
in a dataset Non-IID. For instance, (Collins and Stone, 2014) shows
students from different disciplines have very different library usage
patterns.

In this paper, we first evaluate the effectiveness of the ex-
isting Byzantine-robust FL methods in different level Non-IID
settings. We find these methods show degrading performance
when increasing the Non-IID degree and further design a new
FL framework, namely Mini-FL framework, to mitigate the re-
search gap. Mini-FL considers the main source of Non-IID and
identifies Geo-feature, Time-feature, and User-feature as the al-
ternative grouping features. Based on the grouping feature se-
lected, the server defines the grouping principle through perform-
ing unsupervised learning. In each iteration, the server first as-
signs the received gradients to different groups and then performs
byzantine-robust aggregation, respectively. Finally, the server ag-
gregates the aggregation outcomes (called group gradient) from
each group to update the global model in each iteration. We
use Krum (Blanchard et al., 2017), Median (Yin et al., 2018), and
Trimmed-mean (Yin et al, 2018) as the byzantine-robust aggre-
gation rule to evaluate our Mini-FL on the various dataset from
different Non-IID levels. Our results show that Mini-FL effectively
enhances the security of existing byzantine-robust aggregation
rules and also reaches a high level of accuracy (without attack)
in the extreme Non-IID setting. We also provide a case study
to further demonstrate the effectiveness of Mini-FL in the real
world.

To the best of our knowledge, this is the first work to enhance
FL robustness through Non-IID feature-based grouping algorithm.
This paper is a significant extension of our prior conference paper
(Li et al., 2022c), our contributions are summarized as follows:

« We comprehensively compare and evaluate the performance of
existing FL methods in the Non-IID setting. Our results show
these methods witness a degrading performance while increas-
ing the Non-IID degree.

- We propose the grouping aggregation method and identify
three features (i.e., Geo-feature, Time-feature, and User-feature)
as the based grouping principles.

» We propose the Mini-FL framework to enhance the robustness
of existing FL methods. Our results show these methods can
achieve byzantine robustness through the Mini-FL framework
even in an extreme Non-IID setting.
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2. Related work
2.1. Poisoning attacks on federated learning

Poisoning attacks generally indicate the attack type that crafts
and injects the model during training time. These attacks include
data poisoning attacks (Biggio et al., 2012) and model poisoning at-
tacks (Damaskinos et al., 2019; EI-Mhamdi et al., 2022; Fang et al.,
2020; Hsieh et al., 2020; Moreno-Torres et al., 2012), which are
performed by poisoning the training data owned and gradients, re-
spectively. The model poisoning attack directly manipulates gradi-
ents, which can bring higher attack impacts to FL.

Based on the adversary’s goals, the attacks can be further
classified into untargeted attacks (Damaskinos et al., 2019; El-
Mhamdi et al., 2022; Fang et al., 2020; Hsieh et al., 2020; Moreno-
Torres et al., 2012) (model downgrade attacks) and targeted at-
tacks (Goodfellow et al., 2014; Lu et al., 2017) (backdoor attacks).
In untargeted attacks, the adversary aims to reduce the global
model’s accuracy and entirely “break” the model by participat-
ing in the learning task. In contrast, target attacks maintain the
global model’s overall accuracy but insert “back door” in mi-
nority examples. These back-doors can result in a wrong reac-
tion when the attacker-chosen action event occurs. For instance,
(Goodfellow et al., 2014) can force GooglLeNet (Szegedy et al., 2015)
to classify a panda as a gibbon by adding an imperceptibly small
vector on the panda image; the Faster RCNN (Ren et al., 2015) can
not detect the “stop” sign that added small perturbations (Lu et al.,
2017). As the untargeted draws lead to security threats for FL, we
consider the setting of untargeted model poisoning attacks in
this study which shows as follows:

“Reverse attack” (Damaskinos et al., 2019) and “Random at-
tack” (EI-Mhamdi et al., 2022): “Reverse” and “random at-
tack” poison the global model by uploading a reverse gradi-
ent and a random gradient.

“Partial drop attack” (EI-Mhamdi et al., 2022): “Partial drop at-
tack” replaces the gradient parameter as a 0 with a given
probability and subsequently uploads the crafted gradient to
poison the global model.

“Little is enough attack” (Baruch et al., 2019) and “Fall of em-
pires attack” (Xie et al., 2020): “Little is enough attack” and
“Fall of empires attack” leverage the dimension curse of ma-
chine learning and upload the crafted gradient by adding
perturbation on the mean of the gradient owned (based on
the capability).

“Local model poisoning attack” (Fang et al., 2020): “Local
model poisoning attack” is a state of art attack. It infers
the convergence direction of the gradients and uploads the
scaled, reverse gradient to poison the global model.

2.2. Byzantine-robust aggregation rules for federated learning

The FL server can effectively average and aggregate the local
models received in non-adversarial settings (McMahan et al., 2017;
Nguyen et al,, 2020; Wu and Wang, 2021). However, linear com-
bination rules, including averaging, are not byzantine resilient. In
particular, a single malicious worker can corrupt the global model
and even prevent global model convergence (Blanchard et al.,
2017). Therefore, the existing byzantine-robust aggregation rules
have been designed to replace the averaging aggregation and ad-
dress byzantine failures. Next, we discuss the popular byzantine-
robust aggregation rules.

Krum (Blanchard et al., 2017) Krum discards the gradients that
are too far away from benign gradients. In particular, for each gra-
dient received, Krum calculates the sum Euclidean distance of a
number of the closest neighbours as the score. The gradient with
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Table 1
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[lustration of the robustness of the existing FL/Mini-FL methods against different attacks under the I[ID/Non-IID setting.

“Reverse” (Damaskinos et al., 2019),

“Partial” (EI-Mhamdi et al.,

“Little” (Baruch et al., 2019), “Local” (Fang et al., 2020)

“Random” (ElI-Mhamdi et al., 2022) 2022) “Fall” (Xie et al., 2020)

11D Non 11D Non 11D Non 11D Non
Vanilla (McMahan et al., 2017) X X X X X X X x
Krum (Blanchard et al., 2017) v X Ve X 0 X X X
Tri-mean (Yin et al.,, 2018) (0] X x x (6] x (0] (0]
Median (Yin et al., 2018) v o] v 0 v 0 0 x
Mini Krum N v Vv v v Vv v v
Mini Median va v va v v va v v
Mini Tri-Mean v 6] va X v va v X

Non:Non-IID, Vg effective, O: partially effective, x: ineffective.

the lowest score is the aggregation outcome and becomes the new
global model in this iteration. As the number of the closest neigh-
bors selected influences the score, Krum requires the number of
attackers.

Trimmed-mean and median (Yin et al, 2018) Trimmed-mean is a
coordinate-wise aggregation rule which aggregates each model pa-
rameter, respectively. Specifically, for a given parameter, the server
firstly sorts the parameter from all gradients received. Then, the
server discards a part of the largest and smallest values and finally
averages the remaining gradients as the corresponding parameter
of the new global model in this iteration. The Median method is
another coordinate-wise aggregation rule. In the Median method,
the server firstly sorts the parameter from all gradients received
and selects the median as the corresponding parameter of the new
global model in this iteration.

Bulyan (Guerraoui et al., 2018) Bulyan can be regarded as a com-
bination of Krum and Trimmed-mean. Specifically, Bulyan first se-
lects a number of gradients by performing Krum (the gradient is
then removed from the candidate pool once selected). Then Bulyan
performs Trimmed-mean in the gradients selected to update the
global model.

FLTrust (Cao et al., 2021) and Sageflow (Park et al., 2021) FLTrust
considers both the directions and magnitudes of the gradients.
Particularly, the server collects a clean dataset and owns a cor-
responding model; in each iteration, FLTrust first calculates the
cosine similarity between the gradient received and owned. The
higher cosine similarity gradient gains a higher trust score and
consequently participates in the weighted average with a higher
proportion. Instead of directly participating in the aggregation,
each gradient is normalized by the gradient server owned before
the weighted average. Similarly, Sageflow also considers keeping a
clean validation set at the server. In each round, the client’s gradi-
ents are evaluated through the public validation set, the gradients
received small loss value are consequently assigned a heavyweight
in aggregation.

ShieldFL (Ma et al, 2022c) ShieFL enhances the robustness of
federated learning from the privacy-preserving perspective. Specif-
ically, ShieFL first measures the distance between two encrypted
gradients based on a presented secure cosine similarity method.
Then, ShieFL generates the confidence parameters for each gradi-
ent based on its cosine similarity and determines its weight in ag-
gregation.

We compares the robustness of several FL methods and their
corresponding Mini-FL methods against different attacks under the
IID/Non-IID settings in Table 1. We use the accuracy of the Vanilla
(Standard) FL method in non-adversarial as the baseline to com-
pare with; “/ (effective)” denotes the global model can maintain
a similar accuracy, “x (ineffective)” denotes the global model has
been fully broken. “O (partially effective)” denotes the target FL
method can maintain robustness only in some particular, moder-
ate Non-IID scenarios but drops the global accuracy when facing

state-of-art attacks or high Non-IID degrees. We note our Mini-
FL framework can collect the information of each clients cluster
and effectively enhance the robustness in Non-IID settings, the full
evaluation information of different FL/Mini-FL methods against ad-
versary are shown in Section 5.

2.3. Clustering federated learning

In the federated learning task, the training data is considered
distributed in a Non-IID fashion because clients may behave het-
erogeneously across different IPs, time windows, and client clus-
ters. To identify these clusters and further benefit FL, clustering
methods have been widely introduced in recent FL research (Briggs
et al., 2020b; Ghosh et al.,, 2020; Kim et al., 2021; Li et al., 2022a;
Sattler et al., 2020). Here, we discuss several popular clustering
federated learning algorithms; we note that most of these studies
have considered different scenarios from our work. For instance,
(Briggs et al., 2020b; Ghosh et al., 2020; Li et al., 2022a) consider
a benign learning environment, (Sattler et al., 2020) consider an
IID scenario, while our work setup in the Non-IID and adversarial
scenario.

Federated learning + hierarchical clustering (FL + HC) (Briggs et al.,
2020b) FL + HC introduces a hierarchical clustering step in the
standard FL algorithm to enable a more significant percentage of
clients can reach the target accuracy compared to standard FL.
Specifically, the clustering step (HC) is introduced at a preset round
to merge the most similar clusters of clients based on their local
model updates. Then, the clients in each determined cluster are
trained independently but simultaneously with the initialization of
the current joint model.

Federated learning with soft clustering (FLSC) (Li et al., 2022a)
Considering the client may belong to multiple clusters in real-
world scenarios, FLSC introduces a soft clustering method to cap-
ture the complex nature of real-world data. Within FLSC, clients
are assigned into overlapping clusters, and the information of each
participant can be utilized by multiple clusters concurrently with
each iteration.

Clustered federated learning (CFL) (Sattler et al., 2020) Our work
most closely resembles that of (Sattler et al., 2020), which presents
CFL algorithm to enhance the robustness of FL in IID settings. CFL
first calculates the cosine similarity between each client’s gradient
and merges them if under a preset threshold. The gradients within
the largest cluster are regarded as benign and consequently partic-
ipate in the aggregation, all other gradients are discarded.

3. Problem setup
3.1. Threat model

We consider the adversary controls some clients and aims to
reduce the model’s global accuracy through untargeted model poi-
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Table 2
[lustration the upper bound of different FL/Mini-FL methods.
Aggregation rule Mini/Krum Mini/T-mean Mini/Median
(Blanchard et al., (Yin et al., 2018) (Yin et al., 2018)
2017)
Attacker upper bound 2f+2 <n 2f<n 2f <n

f: the amount of attackers, n: the amount of all clients.

soning attacks (Goodfellow et al.,, 2014; Kairouz et al., 2021; Lu
et al, 2017). The attackers can access the dataset on the con-
trolled device which is owned by the original client, and utilize the
dataset to generate the crafted gradient. We assume the attackers
can collude in each iteration and know the aggregation rules. Al-
though these assumptions maximize the attack performance, we
demonstrate our Mini-FL framework can achieve byzantine robust-
ness even against attackers with strong capability in Sections 4 and
5. Specifically, the attacking processes are shown as follows: Af-
ter receiving the current global model from the server in each it-
eration, the attacker generates the crafted model updates based
on the data recourse owned and the poisoning strategy selected.
Then, the crafted gradients are sent back to the server to poison
the global model.

As our Mini-FL framework works based on an existing FL frame-
work, we keep the setting of the adversary amount’s upper bound-
ary of each existing FL method. For example, the mini-Krum keeps
the attacker upper bound as f < (n—2)/2 which is the same as
the original Krum method. Table 2 illustrates the attacker upper
bound of the FL methods introduced in the mini-FL framework in
this paper; as the Fed-avg is not robust (attacker upper bound is
0), it has not been utilized and listed in the table.

In Mini-FL, the grouping principle used to partition the clients’
gradients is fully defined by the server and could be updated on
demand (full information is given in Section 4 part B). We note
that the adversary can know the grouping principle ONLY if the at-
tacker keeps controlling the server during the learning task, which
is not practical. Hence, in this study, we assume the adversary does
not know the grouping principle.

3.2. Defense objective

We aim to develop the FL framework to achieve byzantine ro-
bustness against untargeted attacks and embody the data mini-
mization principle. Specifically, the new framework does not need
clients to upload further information beyond local model updates.

3.3. Defender’s knowledge and capability

The server plays the defender’s role and has access to the
information naturally brought with the gradients uploaded (e.g.,
IP, Timestamp, etc.). We notice some byzantine-robust aggrega-
tion rules need to know the upper bound of the malicious clients
(Blanchard et al., 2017) (Yin et al., 2018); we follow these settings
but don’t leak further information of malicious clients; specifically,
the defender does not know the distribution of malicious clients.

4. Mini-FL design and analysis
4.1. Overview of mini-FL

In our Mini-FL, the server assigns the model updates received
into different groups and executes byzantine-robust aggregation
accordingly. Specifically, Mini-FL follows the general FL framework
but adds a new step (i.e., Grouped model aggregation) before the
Global model update. Furthermore, a prepossessing step: Group-
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ing principle definition is introduced before the training task starts.
Fig. 1 illustrates the Mini-FL framework.

To craft the malicious gradient and avoid being excluded by
byzantine-robust aggregation rules, the adversary commonly sta-
tistically analyzes the gradient owned and calculates (or infers)
the range of the benign gradients. By restricting the crafted gra-
dient under this range, the attackers can effectively hide their
gradients in benign gradients and subsequently attack the global
model. However, because most federated learning models are
trained through Non-IID data, the gradients uploaded naturally
tend to be clustered due to location, time and user clusters rea-
son. Thus, Mini-FL firstly defined the groups and then execute
byzantine-robust aggregation accordingly. The similar behaviour of
each group brings a smaller gradient range and therefore results in
a smaller attack space. Finally, the server aggregates the outcome
from each group and updates the global model to finish the cur-
rent iteration.

4.2. Mini-FL framework

Our Mini-FL considers leveraging the Non-IID nature of feder-
ated learning to define groups and execute byzantine-robust aggre-
gation accordingly. Fig. 2 illustrates the Mini-FL aggregation rule.

Grouping principle definition Before the learning task starts, the
server defines the grouping principle (i.e., prepossessing step),
which includes “grouping feature definition” and “grouping bound-
aries definition”; the grouping principle could only be defined be-
fore the learning task starts or is required to be updated.

« Grouping feature definition: The existing research
(Kairouz et al., 2021) believes the major sources of Non-IID
are due to each client corresponding to a particular geographic
location, a particular time window, and/or a particular user.
For instance, (Hsieh et al., 2020) demonstrates the real-world
example of skewed label partitions: geographical distribution of
mammal pictures on Flickr, (Kairouz et al., 2021) illustrates the
same label can also look very different at different times(e.g.,
seasonal effects, fashion trends, etc.).

Considering the major source of Non-IID and the features nat-
urally carried in server-client communication, we identify Geo-
feature (e.g., IP address), Time-feature (e.g., Timestamp), and
User-feature (e.g., User ID) of the local model update as the
based grouping feature to maintain the principle of focused col-
lection and guarantee the effectiveness of clustering.

When defining the grouping feature, the server firstly regroups
the gradient collection C by Geo-feature; the collection C should
accumulate the gradients received in a few iterations to main-
tain the generality. Then, we execute the “elbow method”
(Kodinariya and Makwana, 2013) to detect the number for clus-
tering and subsequently get the SSE (i.e., Sum of the Squared
Errors, which reflected the grouping effectiveness). By repeat-
ing the first two steps through replacing the Geo-feature with
Time-feature and User-feature, we can find the feature F with
the lowest SSE. Finally, we select that feature F acts as the
grouping feature and the corresponding elbow point as the
number of groups.

Grouping boundaries definition: Once the grouping feature
has been defined, we cluster the collection regrouped through
unsupervised learning. In this research, we use the K-means
(Cheng, 1995) algorithm to execute the unsupervised learning,
and we use the “elbow” point under the selected feature F
(which is generated in the Grouping feature definition step)
as the number of groups (i.e., K) for clustering. By analyzing
the gradient’s feature value in different groups, the grouping
boundaries could be defined.
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In the Grouping Principle Definition step, all operations (i.e.,
elbow method and K-means method) are performed based on
the gradients send from clients. Compared with the standard FL,
The only additional information the Mini-FL used is/are the Geo-
feature, Time-feature, or/and User-feature. We select these three
features as they are the main source of Non-IID in FL, and the
gradients naturally carry them during the most general server-
client communication process. In other words, these features can
be available to be collected even if they are not recorded in the
client’s data (consider the communication process when sending
gradient to the server, the IP address of the message source, the
response time, and the device ID are naturally carried by the mes-
sage (gradient)), which does not break the client’s privacy.

Grouped model aggregation According to the grouping princi-
ple, the server divides the gradients received into different groups
and executes byzantine-robust aggregation respectively. The mini-
FL framework has strong generality and can utilize most existing
byzantine-robust aggregation rules. In this research, we use Krum,
Trimmed-mean, and Median for aggregation in this research, and
the detail of the experiments are studied in Section 5. Global model
update The server calculates the weighted mean of grouped gradi-
ents (i.e., the outcome from each group) base on the volume of
each group to generate the global gradient and updates the global
model to finish this iteration.

4.3. Toy example

We provide a toy example to illustrate how Mini-FL works. Sup-
pose a learning task upgrades the existing FL framework to the
Mini-FL framework, and the server receives m local model updates.

Processing step Server records m local model updates with na-
ture information carried by the updates. Each update item is as-
signed an ID with its Geo-feature (IP address), Time-feature (send-

Table 3
local model updates received with relevant information.
Update ID Geo-feature Time-feature User-feature Updates
U1 P2 Timel C1 G1
U2 IP1 Timel 2 G2
U3 IP3 Time2 C3 G3
U4 P2 Timel Cc2 G4
us IP3 Time3 Cc4 G5
Um P4 Time3 c4 Gm
Table 4
[llustration of the records regrouped.
(a) Regroup by Geo-feature
IP address IP1 P2 IP3 P4
Local model updates G2 G1,G4 G3,G5 Gm
(b) Regroup by Time-feature
Time Stamp Time1 Time2 Time3 Time4
Local model updates G1,G2,G4 G3 G5,Gm
(c) Regroup by User-feature
Client ID C1 2 C3 Cc4
Local model updates G1 G2,G4 G3 G5,Gm

ing time), and User-feature (Client ID); Table 3 illustrates the detail
of the records.

+ Grouping feature definition: The server uses Geo-feature (IP
address) as the index and regroups the local model updates;
Table 4 illustrates the regrouped records. The server performs
the “elbow method” for regrouped records and subsequently
gets the SSE_Geo. Then, the server replaces the Geo-feature (IP
address) as Time-feature (Time) and User-feature (Client ID)
and generates the corresponding SSE_Time and SSE_User, re-
spectively. Suppose SSE_Geo <SSE_User <SSE_Time; then the
Geo-feature becomes the grouping feature.

Grouping boundaries definition: The server performs the K-
means algorithm for the regrouped records; suppose the results
are generated as Table 5.

So far, the grouping principle has been determinedthe updates
that IP belongs to IP 1 range is assigned to Groupl, IP belongs
to IP 2 or IP 4 range is assigned to Group2, and IP belongs to IP
3 range assigned to Group3.
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Table 5
[llustration of the K-means result.

(a) Geo-feature acts as the grouping feature

Group Group1 Group2 Group3 /
Geo-feature IP1 P2, 1P4 IP3 /
(b) Time-feature acts as the grouping feature
Group Groupl Group2 Group3 Group4
Time-feature Timel Time2 Time3 Time4
(c) User-feature acts as the grouping feature
Group Groupl Group2 Group3 /
User-feature C1,C2 Cc3 Cc4 /

In this proposed example, the Geo-feature achieves the low-
est SSE and consequently acts as the grouping feature; the cor-
responding IP addresses clustered define the grouping bound-
aries (Table 5(a)). We also list the grouping boundaries if
Time-feature and User-feature act as the grouping feature in
Table 5(b) and (c); we note that there are different amounts
of groups defined under different features.

Global model aggregation In each further iteration, the server as-
signs the updates to Groupl, Group2, and Group3 based on its IP
address and the grouping principle defined. Suppose we use Krum
(Blanchard et al., 2017) as the aggregation rule, Group1, Group2,
and Group3 performs Krum aggregation respectively and subse-
quently generate the grouped gradients: G_Group1, G_Group2, and
G_Group3.

Global model updateThe server proportionally averages
G_Groupl, G_Group2, and G_Group3, suppose % gradients re-
ceived are assigned to Groupl and Group3, % gradients received
are assigned to Group2; the global aggregation result G_aggre is:

G_aggre = %G_(Groupl) + %G_(GroupZ) + %G_(GroupB)

Then, the server uses G_aggre to update the global model and fin-
ish this iteration.

4.4. Security enhancement analysis

In this section, we analyze the security enhancement of Mini-FL
from 'information asymmetry’ and ’attack surface.’

Information asymmetry As discussed in Section 2, most existing
byzantine-robust aggregation rules can effectively detect and dis-
card the malicious gradient if it is far (based on Euclidean distance)
from benign gradients. To guarantee the attack effectiveness and
avoid being excluded by the byzantine-robust aggregation rules, a
common perturbation strategy is determining the attack direction
and then scaling the crafted gradient to stay close with benign gra-
dients. Depending on different knowledge, the adversary can pre-
cisely or generally infer the statistics (e.g., max, min, mean, and
Std (Standard Deviation)) of the benign gradients and subsequently
scale the crafted gradient; Table 6 illustrates the scalier of gradient
crafted in different attacks.

Table 6
Illustration of the crafted gradients range under different poisoning attacks.
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However, Mini-FL defines the grouping principles and clusters
the gradients received only on the server-side. The information
asymmetry makes the adversary hardly infer the members of dif-
ferent groups, much less calculate the relevant statistical parame-
ters to scale the crafted gradients and bypass the defense of Mini-
FL.

Attack surface reduction Most existing byzantine-robust aggrega-
tion rules organize the attack surface by evaluating the Euclidean
distances of the benign gradients, the attacker can craft its gradient
to stay close to the boundary of attack surface to perform attack.
In other words, as any gradient that beyond the boundary would
be discarded, the attack surface limits the max of the perturbation.

We use Krum (Blanchard et al., 2017) and Local model attack
(Fang et al., 2020) as example to formally derive the reduction of
attack surface. Similar derivation can be applied to other defence
and attack models. We first show that the attack surface is only
limited by the benign models and then demonstrate the reduction
of the attack surface by Mini-FL.

Suppose Ay, is the Krum aggregation rule, w; is the local
model that the ith worker device intends to send to the master
device when there are no attacks. Without loss of generality, we
assume the first ¢ worker devices are compromised. Besides, w; is
the model before-attack, and wlf is after-attack. Capital W refers to
the global model. Thus, we have:

Before attack: W = Aypym (W1, ... We, Weyq, ..., Win)

After attack: W] = Aprym (W4, ... WL, Weyq, ..., W)

We denote by I'g, the set of local models among the crafted ¢
compromised local models and m — ¢ benign local models that are
the closest to the local model w with respect to Euclidean distance.
Moreover, we denote by I'% the set of benign local models that are
the closest to w with respect to Euclidean distance. If w) is chosen
by Krum, we have the following:

> DOw,wi) <min 3 D(w;,w) (1)

m—c-2 m—c-2
l EI‘Wa l EFWI,

Consider each malicious node could send the same w/ to max the
attack effect, we have

Y. Dw,wy) =min[ )" D(w,w)+CDW), w,)] )

m-2c-2 m-c-2
le T le Ty
1

Inequality (2) could approximately transfer to (3)
Y. Dw,wh) —min[ Y D(w,w)]<CDwyw)l  (3)

m-2c-2 m—c-2
lel’ W l el"wi
1

In Eq. (3), as the subtrahend and c are fixed (i.e., the attack-
ers cannot manipulate), the attack upper bound is only limited
by D(w},w;) However, because any D € max C>jepm-c—2 D(wi, wy)

Wi

will be discarded; the upper bound should be:
max C Y D(w;, w;)

m-c-2
lel"Wi

Poisoning attack Crafted gradients range

“Little is enough” (Baruch et al., 2019) (W—zo, 1 +20)

p:mean, z:scalar (set 0 ~ 1.5 in research), o :Std.

“Fall of empires” (Xie et al., 2020) (—zp, —zpL)

j:mean, z:scalar (set 0 ~ 10 in research), o:Std.

“Local model poisoning” (Fang et al., 2020)

(e + 30, i + 4o )when the adversary has partial knowledge.

or (i - 40, i - 30) depends on the gradient direction.
(Whax, Z * Wimax)when the adversary has full knowledge. or (z * Wyn, Wiin) depends on the gradient direction.
j:mean, z:scalar (set 2 in research), o:Std, Wiax/Wn;,:the max/min gradient value at that iteration.
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Fig. 3. attack surface comparison between the existing FL and Mini-FL.

In other words, the attack surface is only organized by benign
model updates and limits the max of the perturbation.

However, because of the Non-IID character of federated learn-
ing, even benign gradients can still introduce a high Std and big
attack surface. This brings difficulty to the existing FL methods for
identifying, discarding malicious gradient, and reducing attack sur-
face when the attackers stay close to the benign gradient boundary
(i.e., G and Gy in Fig. 3). On the contrary, in our Mini-FL, similar
gradients are aggregated in the same group; the high inter-group
similarity can lower Std and hence smaller attack surfaces. Sup-
pose Gg, Gy ... G are m gradients uploaded from benign clients,
Fig. 3 illustrates the attack surface of the existing FL framework
(ie., S) and Mini-FL framework (i.e..S’). The following derivation
demonstrates how our Mini-FL reduces the attack surface and de-
fense against a state of art attack (Fang et al., 2020).

To achieve the attack goal and to avoid being discarded by the
byzantine-robust aggregation rule, Fang et al. (2020) sets the opti-
mization problem as (4).

W) = Wge — AS (4)

s is a column vector of the changing directions of all global
model parameters (i.e., s= lor —1); wg.presents the model re-
ceived from sever this interaction and can be regarded as the ini-
tiation of crafting. Because of the training process, wg, unavoid-
able to be broadcasted to all clients. Recall, Mini-FL method divides
gradients received into different groups to generate the wfg“b,g:
1,2,3... (g indicates the different group), and subsequently cal-
culates the weighted mean of wfg“b,gz 1,2,3... as Wge. Thus, in
Mini-FL, the attackers should use Wz,”b,g =1,2,3... to replace wg,
in each group g and transfers the optimization problem as (5) to
attack different group g to achieve the same attack effectiveness in
Fang et al. (2020):

Wi = wif — s, g=1,2,3... (5)

However, because all group defining and gradients dividing work
are only performed at the server side, all clients (including attack-
ers) can only access wg, instead of wy’,g=1,2,3.. ., attackers can-
not access the initiation of crafting in Mini-FL.

On the other hand, A is the key to executing the attack
(Fang et al., 2020). In the proof proposed, A is generated by solving

the following inequality (6)

> D(w,wj) < min

c+1<1<m
lel—*m,—c—Z
w.

1

Z D(Wl!Wl (6)

ch

Then (6) transforms to (7) in Fang et al. (2020)

> D(W,,W1)< min Z D(w;, wy) (7)

1<1<m
Iel"m—ZC—l m -2
"

We can find that the only difference is the research replaces the
range of | from (8), (9)

leDyc? (8)
lem-2et (9)

The necessary and sufficient condition of this replacement is the
research assumes the other ¢ — 1 malicious models can stay closely
with w; even same (i.e., The distance between wa and the other
c—1 compromised local models is 0). However, the malicious
nodes are sent to different groups and cannot stay the same be-
cause of grouping. Hence the result of the (7) will be represented
as (10) under the Mini-FL framework:

A= 7[ min D(Wz,W,)+ [max D(W,,WRE)] (10)
f c+1<i<m
Recall A in research (Fang et al., 2020) has been limited as (11)
A= mc+1<z<m(zlerm 2 D(w, wy)) an

+J 138, DOv W)
As the upper bound of (10) is smaller than (11), A’s upper bound
has been reduced by Mini-FL.

Because the initiation of crafting wg, can not be assessed by
malicious nodes and the upper bound of A has been reduced, Mini-
FL effectively relieves the attack (Fang et al., 2020) Furthermore,
the Mini-FL method collects the information in each heterogeneous
clusters which guarantee the information of different classes can
be evenly learned by the global model even in extreme Non-IID
settings.

5. Evaluation
5.1. Experimental setup

Dataset We use different datasets to evaluate our Mini-FL
framework which include MNIST (Deng, 2012) and Fashion-MNIST
(Xiao et al., 2017). Different from the IID settings, under Non-IID
settings, the data from each client are drawn from the different
label distributions. In this paper, we consider the most common
Non-IID setting that the data volume of each client biases across
different labels. Specifically, clients’ data may be mainly occupied
by different labels because of the interest heterogeneity. To sim-
ulate the dataset pattern mentioned, we set different Non-IID de-
grees when distributing training data. Suppose U is the universe
of the data labels in the learning task, we set the training data
size of each client as s and assign p = s training examples with la-
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bel L' (L €U) to the client i to simulate the data of client i bi-
ases on the label L, where p is the probability. Then, we fill up the
rest s — (p *s) training data to this client evenly with other classes’
data in CyL. We note that the data of client i will evenly consist of
all classes (not biased) if p = ﬁ and only include class L if p=1.0
As the possibility parameter p controls the distribution of training
data on clients, we call p as the Non-IID degree. To further em-
body the source of each Non-IID distribution, we assign a feature
(i.e., Geo, Time, or User feature) for each item of local model up-
dates.

MNIST-1.0: The MNIST (Deng, 2012) (Modified National Insti-
tute of Standards and Technology) database is an exten-
sive database of handwritten digits that includes 60,000
training images and 10,000 testing images. To simulate
people’s different handwriting habits in different countries
(Kairouz et al., 2021), we divide clients into five groups;
each group owns one unique IP range (reflect different coun-
tries) and training examples with two different labels (re-
flect different handwriting habits). We use MNIST-1.0 (p =
1.0) to simulate the extreme Non-IID situation (Non-IID
degree=1.0). In other words, each group only has two dif-
ferent unique labels of training examples in MNIST-1.0.

MNIST-0.75 and MNIST-0.5: We use MNIST-0.75 and MNIST-0.5
to evaluate the effectiveness of Mini-FL in different Non-IID
degrees. MNIST-0.75 and MNIST-0.5 have similar settings as
MNIST-1.0, but the Non-IID degree p is 0.75 and 0.5, respec-
tively.

FMNIST-1.0: The FMNIST (Fashion-MNIST) (Xiao et al., 2017)
dataset includes 60,000 gray-scale images of 10 fashion cat-
egories and a test set of 10,000 images. To simulate the
changing trend of the fashion dress, we divide clients into
five groups; each group belongs to a time window (i.e.,
Years, months) and has training examples with two different
labels (reflect the popular dress). Similar to MNIST-1.0, we
set p=1.0 for Fashion-MNIST-1.0 to simulate the extreme
Non-IID setting.

FMNIST-0.75 and FMNIST-0.5: FMNIST-0.75 and FMNIST-0.5 re-
flect the different Non-IID degrees of the Fashion-MNIST
dataset. We set p=.75 and p =.5 for Fashion-MNIST-0.75
and Fashion-MNIST-0.5, respectively.

Evaluated poisoning attacksMini-FL provides a new framework to
enhance the security of FL and the excellent generalization enables
Mini-FL can introduce most existing byzantine-robust aggregation
rules. We introduce Krum (Blanchard et al., 2017), Trimmed-mean
(Yin et al., 2018), and Median (Yin et al., 2018) in experiments, re-
spectively, and select the following poisoning attacks to evaluate
the effectiveness of Mini-FL; we have not introduced FL-Trust in
Mini-FL as FL-Trust does not fit extreme Non-IID scenarios Krum
attacks can achieve 90% attack success rate when the root dataset’s
bias probability is over 0.6 (Cao et al., 2021). We follow the threat
model formed in Section 3 that assumes some clients have been
controlled by the adversary and participant in the learning task
each iteration. These malicious clients can craft the poisoned gradi-
ent based on the data owned by the original benign client through
one of the following attack strategies. The data distribution and
group information of the malicious client are shown in Table 7.

“Reverse attack” (Damaskinos et al., 2019): “Reverse attack”
poisons the global model through uploading the reverse gra-
dient. We follow the setting in Damaskinos et al. (2019) and
set the attack multiple as 100.

1 The L could be a single element or a set; in other words, the data could bias on
one label or several labels.
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Table 7
[llustration of the setting (Client & Data) for the MNIST and Fashion-MNIST (Non-IID
degree = 1.0).

Group1 Group2 Group3 Group4 Group5
Training Labels 1,2 3,4 5,6 7,8 9,0
Client ID C1,C6 C2,c7 C3,C8 C4,C9 C5,C10
C11,C16 C12,C17 C13,C18 C14 C15
C19 Cc20
Attackers C1,C11 C€2,C12 3 None None

“Random attack” (El-Mhamdi et al., 2022): “Random attack”
poisons the global model through uploading a random gra-
dient.

“Partial drop attack” (EI-Mhamdi et al., 2022): “Partial drop at-
tack” masks the gradient parameter as 0 with probability p.
As the parameter naturally carries a few 0 in our training
tasks, we enhance the attack strength by replacing the mask
0 as -1 and setting p as 0.8 in experiments.

“Little is enough attack” (Baruch et al., 2019): “Little is enough
attack” leverages the dimension curse of ML and uploads the
crafted gradient where gradient = u + z * o; here, u and
o are the mean and standard deviation of the gradients re-
spectively. z is the attack multiple, and we set z as 1.035 and
2.035.

“Fall of empires attack” (Xie et al., 2020): “Fall of empires at-
tack” uploads the crafted gradient where gradient = —z  i.
Here, @ is the mean of gradients and z is the attack multi-
ple; we set z as 1 and 10.

“Local model poisoning attack” (Fang et al., 2020): “Local
model poisoning attack” is a state of art attack. It infers
the convergence direction of the gradients and uploads the
scaled, reverse gradient to poison the global model. We fol-
low the default setting in Fang et al. (2020) for the local
model poisoning attack.

Evaluation metricsSince these attacks (i.e., untargeted attacks)
aim to reduce the model’s global accuracy indiscriminately, we use
the testing accuracy to evaluate the effectiveness of our Mini-FL.
In particular, we use a part of the data owned as testing examples
and test the model’s global accuracy each iteration. The testing ac-
curacy reflects the model’s robustness against byzantine attacks;
in other words, it is more robust if the model has a higher testing
accuracy.We further use the existing FL methods with the original
framework as the baseline to compare against.

FL system settingWithout other specific notifications, we use the
setting as follows.

Global model setting: As this study does not aim to improve
the model accuracy through crafting the model, we use a general
model for training MNIST and Fashion-MNIST. This model consists
of a dense layer (28 x 28) and a softmax layer (10).

Learning parameters: We set the learning rate as 0.01, the batch
size as 128, and the epoch as 50. We set the global iterations as
300 for MNIST and 500 for Fashion-MNIST. As some byzantine-
robust methods (Krum in this study) require the parameter M for
the upper bound of the number of malicious clients, we follow
the setting in Blanchard et al.,, 2017 that the server knows the
exact number of all malicious clients. However, since Mini-FL de-
fines groups and performs aggregation accordingly, Mini-FL further
requires the malicious clients m of each group when introducing
Krum. To maintain the generality, We set m to belong with the
group size:

m = eroup p o

Nglubal
Here, ngroup is the client number of the group (i.e., group size)
and Ngjopg; is the total amount of clients. In other words, we do
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Fig. 6. The robustness comparison between Trimmed Mean and Mini-Trimmed Mean.

not give any privilege to Mini-FL, and Mini-FL can only use the
proportion to infer the number of malicious clients in each group.

Clients & data setting: We assume 20 clients participate in
the learning task in each iteration, and 25% of clients are ma-
licious. In Mini-FL, gradients are assigned in different groups as
they carry different features. To simulate the Non-IID setting in
the real world, we assign different numbers of clients to different
groups; subsequently, the larger group has more malicious clients.
Table 7 illustrates the setting detail for the MNIST and Fashion-
MNIST (Non-IID degree = 1.0).

5.2. Experimental results

The results show the existing FL methods can not effectively
aggregate the information of different classes in Non-IID scenar-
ios; besides, the Mini-FL achieves better robustness than the ex-
isting FL methods. Figures 4, 5, and 6 illustrate the global accu-
racy of the existing FL methods/ Mini-FL methods under different
Non-IID degrees. When increasing the Non-IID degree, the results
show that most Mini-FL methods can maintain a similar global ac-
curacy under the same attack, while the existing FL methods wit-
ness decreasing global accuracy. For instance, Mini-median stably
maintains around 90% global accuracy against various attacks and
Non-IID settings. In contrast, Median achieves around 85% global
accuracy against various attacks in MNIST-0.5 but drops global ac-
curacy to 64.62%, 26.51%, 55.79%, and 53.68% in MNIST-1.0 under
“little attack”, “fall attack”, “random attack”, and “drop attack”, re-
spectively.

Mini-FL achieves the defense objectives Recall that the defense
objectives include two parts (see Section 3): achieving byzantine
robustness against untargeted attacks and maintaining the data

Table 8
The global accuracy of different FL/Mini-FL methods under different Non-IID de-
grees and non-attack setting.

M-1.0 M-0.75 M-0.5 FM-1.0 FM-0.75  FM-0.5
Avg 88.89%  90.04%  90.38%  79.39%  77.33% 78.48%
Krum 88.25%  77.27%  87.47%  61.25%  65.80% 75.39%
Mini Krum  89.51% 90.03%  90.09% 76.51% 77.51% 78.49%
Median 53.60%  80.45%  86.30%  43.88%  65.87% 71.19%
Mini Med 90.34%  90.26%  90.47%  76.54%  77.74% 78.56%
Tri-Mean 86.88%  88.29%  89.24%  72.89%  74.92% 77.56%
Mini Tri-M  90.38%  90.47%  90.51%  76.53%  77.50% 78.47%

minimization principle of FL. The experimental results show our
Mini-FL framework achieves these goals.

First, Mini-FL achieves similar global accuracy as FedAvg (av-
erage aggregation rule) in the non-attack setting, but most exist-
ing byzantine robust FL methods have a decreased accuracy. We
consider the reason includes the existing FL methods can not ef-
fectively aggregate the information of different clients (with cor-
responding classes) and defend against the adversary in Non-IID
settings. For instance, FedAvg and all Mini-FL methods (i.e., Mini-
Krum, Mini-Median, Mini-Trimmed mean) achieve over 90% global
accuracy on MNIST-0.75 while Krum, Median, Trimmed mean get
77.27%, 80.45%, 88.29%, respectively; On FMNIST-1.0 (i.e., Fashion
MNIST-1.0), FedAvg and all Mini-FL methods achieve the global ac-
curacy around 77%, while 61.25%, 43.88%, and 72.89% for Krum,
Median, and Trimmed mean, respectively. Table 8 illustrates the
global accuracy of different FL /| Mini-FL methods under differ-
ent Non-IID degrees and non-attack settings. The result shows the
Mini-FL framework increases the accuracy for existing FL meth-
ods in the non-attack scenario. This may because benign gradi-
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Table 9
The global accuracy of FL/Mini-FL methods under different Non-IID degrees.
Average Krum Mini Median Mini Trimmed-Mean Mini
(Blanchard et al., Krum (Yin et al,, Median (Yin et al., Trimmed-Mean
2017) 2018) 2018)
(a) MNIST-1.0
“Little is enough” attack (Baruch et al., 2019), 74.71% 74.92% 89.62% 53.76% 90.37% 52.83% 89.76%
z =2.035
“Little is enough” attack (Baruch et al., 2019), 84.42% 57.78% 89.70% 64.62% 90.34% 71.95% 90.40%
z =1.035
“Fall of empires” attack (Xie et al., 2020), eps = 10 23.73% 77.34% 88.38% 54.98% 90.10% 61.54% 90.18%
“Fall of empires” attack (Xie et al., 2020), eps = 1 78.23% 48.97% 87.61% 26.51% 89.95% 85.41% 89.41%
“Random” attack (EI-Mhamdi et al., 2022) 80.19% 88.03% 89.68% 55.79% 90.37% 76.80% 79.04%
“Partial Drop” attack (EI-Mhamdi et al., 2022) 61.65% 88.05% 87.33% 53.68% 90.42% 61.47% 62.33%
“Local model poisoning” attack (Fang et al., 2020) 78.62% n/d n/d 2.85% 89.77% 64.51% 87.32%
(b) FMNIST-1.0
“Little is enough” attack (Baruch et al., 2019), 64.75% 74.15% 76.35% 43.79% 76.76% 29.66% 58.82%
z = 2.035
“Little is enough” attack (Baruch et al., 2019), 70.51% 47.76% 76.36% 39.56% 76.43% 40.72% 73.98%
z = 1.035
“Fall of empires” attack (Xie et al., 2020), eps = 10 35.57% 74.35% 76.22% 44.18% 76.21% 38.48% 76.60%
“Fall of empires” attack (Xie et al., 2020), eps = 1 48.67% 48.97% 76.28% 26.91% 76.44% 64.10% 75.43%
“Random” attack (EI-Mhamdi et al., 2022) 66.95% 74.04% 76.44% 56.26% 76.47% 35.12% 47.64%
“Partial Drop” attack (EI-Mhamdi et al., 2022) 19.78% 74.33% 76.46% 57.84% 76.58% 12.69% 16.88%
“Local model poisoning” attack (Fang et al., 2020) 45.88% n/d n/d 2.82% 76.26% 45.97% 60.51%
(c) MNIST-0.75
“Little is enough” attack (Baruch et al., 2019), 66.89% 83.84% 89.74% 81.25% 90.22% 61.05% 89.94%
z =2.035
“Little is enough” attack (Baruch et al., 2019), 89.49% 59.55% 89.81% 80.65% 90.34% 87.33% 90.41%
z =1.035
“Fall of empires” attack (Xie et al., 2020), eps = 10 85.33% 77.27% 89.77% 79.15% 89.98% 64.09% 90.23%
“Fall of empires” attack (Xie et al., 2020), eps = 1 89.63% 52.43% 89.74% 77.59% 90.10% 87.51% 89.95%
“Random” attack (EI-Mhamdi et al., 2022) 74.85% 88.93% 89.74% 81.28% 90.24% 80.85% 81.28%
“Partial drop” attack 69.99% 88.83% 89.77% 81.87% 90.31% 49.36% 72.53%
“Local model poisoning” attack (Fang et al., 2020) 85.16% n/d n/d 62.31% 90.00% 75.90% 88.78%
(d) FMNIST-0.75
“Little is enough” attack (Baruch et al., 2019), 31.07% 76.48% 77.52% 65.26% 77.84% 36.18% 71.30%
z =2.035
“Little is enough” attack (Baruch et al., 2019), 61.64% 72.59% 77.68% 65.81% 77.62% 44.84% 77.10%
z =1.035
“Fall of empires” attack (Xie et al., 2020), eps = 10 64.79% 76.32% 77.64% 64.11% 77.69% 42.56% 77.71%
“Fall of empires” attack (Xie et al., 2020), eps = 10 75.72% 56.33% 77.55% 53.35% 77.63% 70.54% 76.95%
“Random” attack (EI-Mhamdi et al., 2022) 28.77% 76.72% 77.44% 65.87% 77.66% 44.50% 48.56%
“Partial drop” attack (EI-Mhamdi et al., 2022) 22.18% 76.65% 77.62% 68.47% 77.56% 15.88% 25.05%
“Local model poisoning” attack (Fang et al., 2020) 61.03% n/d n/d 31.84% 77.51% 51.57% 63.58%
(e) MNIST-0.5
“Little is enough” attack (Baruch et al., 2019) 79.15% 88.71% 90.02% 86.56% 90.36% 80.83% 90.34%
z =2.035
“Little is enough” attack (Baruch et al., 2019) 89.88% 68.06% 90.01% 86.51% 90.35% 88.80% 90.41%
z =1.035
“Fall of empires” attack (Xie et al., 2020), eps = 10 88.38% 89.66% 90.03% 85.88% 90.38% 71.64% 90.35%
“Fall of empires” attack (Xie et al., 2020), eps = 1 90.11% 84.03% 89.99% 85.48% 90.41% 88.77% 90.30%
“Random” attack (EI-Mhamdi et al., 2022) 78.43% 89.67% 90.02% 86.60% 90.36% 80.92% 83.08%
“Partial drop” attack (EI-Mhamdi et al., 2022) 72.06% 89.66% 90.00% 86.86% 90.43% 57.11% 73.48%
“Local model poisoning” attack (Fang et al., 2020) 86.37% n/d n/d 80.68% 90.28% 76.48% 89.81%
(f) FMNIST-0.5
“Little is enough” attack (Baruch et al., 2019) 37.92% 77.80% 78.48% 73.12% 78.57% 42.14% 74.07%
z =2.035
“Little is enough” attack (Baruch et al., 2019) 73.56% 74.80% 78.48% 71.89% 78.46% 63.63% 78.46%
z =1.035
“Fall of empires” attack (Xie et al., 2020), eps = 10 70.55% 77.97% 78.46% 71.56% 78.51% 52.36% 78.47%
“Fall of empires” attack (Xie et al., 2020), eps = 1 77.17% 61.85% 78.45% 68.52% 78.47% 74.23% 78.04%
“Random” attack (EI-Mhamdi et al., 2022) 33.06% 77.96% 78.47% 73.36% 78.54% 48.00% 53.02%
“Partial drop” attack (EI-Mhamdi et al., 2022) 29.65% 77.96% 78.52% 74.35% 78.51% 23.08% 34.90%
“Local model poisoning” attack (Fang et al., 2020) 29.65% n/d n/d 63.93% 78.33% 70.18% 76.01%

ents could be very different in the Non-IID setting, which may be
regarded as malicious gradients and discarded by the existing FL
method. As Mini-FL performs the aggregation by groups, it could
comprehensively collect features from different groups and guar-
antee global accuracy.

Second, our Mini-FL shows better robustness and stability than
most existing FL methods against different attacks and under dif-
ferent Non-IID settings. Specifically, most Mini-FLs can maintain
the unattacked global accuracy even facing a state of art attack
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and under an extreme Non-IID setting; on the contrary, existing
FL methods immensely decrease global accuracy and even be fully
broken. For instance, Mini-median achieves 89.77% global accuracy
in MNIST-1.0 under ’local attack,” while Median drops global accu-
racy from 53.60% to 2.85%. Table 9 illustrates the global accuracy
of FL |/ Mini-FL methods under different Non-IID degrees and dif-
ferent attacks.

Moreover, the result shows that although the Mini-trimmed
mean improves the robustness for the trimmed mean method, it
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achieves lower global accuracy than other Mini-FI methods. For
instance, Mini-trimmed mean achieves 62.33% and 16.88% global
accuracy under drop attack in MNIST1.0 and Fashion MNIST-1.0
while other Mini-FL methods get around 90% and 76.5%, respec-
tively. This is because the original FL method (Trimmed mean
(B =20%)) draws a larger attack surface than Krum and Median
as Trimmed mean (8 = 20%) accept and aggregates 80% gradients
received while Krum and Median accept only one gradient.

Third, Mini-FL maintains the principles of focused collection
and data minimization of FL. All of the information used for group-
ing (i.e., IP address, response time, and client ID) are naturally car-
ried by the gradients when uploading. Mini-FL neither asks clients
to upload their information further nor digs their features through
reverse engineering, which provides the same privacy protection as
the existing FL methods.

5.3. Case study

In this section, we provide a case study of “Boston House Price
Forecast” to further demonstrate the Mini-FL work process and
evaluate the effectiveness of Mini-FL in the real world. Case study
setup Dataset and Data Deviation: Boston house price dataset
(Harrison and Rubinfeld, 1978) records 13 features (e.g., crime rate,
pupil-teacher ratio, etc.) of 506 sample houses in Boston. Although
Boston house price (Harrison and Rubinfeld, 1978) has not di-
rectly recorded the address of each property, the feature DIS (i.e.,
weighted distances to Boston employment centers) could be al-
ternatively regarded as the address of each house. To simulate
the federated learning scenario that different clients participating
in the learning task at different addresses, we equally divide the
whole DIS range into ten sub-ranges; according to the DIS sub-
range, all data are assigned into these ten groups subsequently,
Table 10 illustrates the data deviation.

Model architecture and FL system settings: We train a deep
neural network to predict the Boston house price; this model con-
sists of three dense layers with two Relu activations: Dense + Relu
(13 x 32), Dense + Relu (32 x 16), Dense (16 x 1).

We set 0.01, 10, and 10 as the learning rate, batch size, and
epoch, respectively, and train the global model 300 iterations. We
assume that 12 clients (from different addresses) participate in the
learning task, and 25% are malicious.

Adversary, FL/Mini-FL methods, and evaluation metric: We
use Median (Yin et al., 2018) and Mini-Median as the control group
and select Reverse attack (Biggio et al., 2012) (t = 10) and a state of
art attack Fall attack (Moreno-Torres et al., 2012) (eps = 10) to eval-
uate the robustness of each method. We use the loss value of the
global model as the evaluation metric; specifically, the FL method
is more robust if its global model achieves a lower loss under at-
tacks.

Mini-FLWe follow the Mini-FL proposed in Section 4. As only
the Geo-feature (DIS) is available in this case, we set Geo-feature
(DIS) as the grouping feature and perform the “elbow method”
for all gradients received to detect the cluster. The 'elbow method’
shows the gradients received can be divided into 6 clusters; Fig. 7
illustrates the “elbow method” outcome. Based on the result, we
further divide the clients into 6 groups and generate the grouping
policy; Table 11 illustrates the grouping policy.

In further iterations, we follow the grouping policy to distribute
the gradients received in different groups and perform the Median

1

6
k

Fig. 7. Illustration of the “elbow method” outcome.
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method to generate the grouped model, respectively. Then, we uti-
lize the weighted mean proposed in Section 4 to update the global
model and finish each iteration.

Experimental resultsThe experimental results show our Mini-FL
method is more robust and achieves a lower loss. Specifically, the
Median achieves 31 and 47 global loss under the reverse and Fall
attacks; but Mini-Median decreases the global loss to 26 and 24,
respectively. Fig. 8 illustrates the global loss of the Median/Mini-
Median method against Reverse and Fall attacks.

6. Discussion and future work

Mini-FL and CFL: We note that the CFL (Sattler et al., 2020)
algorithm has been designed based on a strong assumption that
“only the largest cluster is benign and all other clusters are adver-
sarial”, which is valid only under the perfect IID settings. Once the
benign clients behave heterogeneously, the expected large cluster
will separate into several sub-clusters, putting CFL in the dilemma
of selecting. Instead of identifying and separating the adversary,
our Mini-FL introduces clustering methods to reduce the attack
surface. Furthermore, Mini-FL considers a more practical Non-IID
scenario; we demonstrate that Mini-FL can effectively enhance the
robustness of FL even though several (more than one) benign clus-
ters exist.

Mini-Krum  and Bulyan: Mini-Krum and Bulyan
(Guerraoui et al., 2018) are different, although both of them rely
on performing Krum and trimmed-mean methods. Specifically,
Mini-Krum performs Krum by group and generates the weighted
average as the global model. In contrast, Bulyan (Guerraoui et al.,
2018) globally performs Krum n times to select n gradients and
performs Trimmed-mean to generate the global model. As Bulyan
(Guerraoui et al., 2018) does not consider the Non-IID setting of
FL, it faces a similar degraded performance as other FL methods in
Non-IID scenarios.

Non-IID sources: In this research, we select Geo-feature, Time-
feature, and User-feature as the grouping feature candidates as
they are the most common source of Non-IID in the real world
and available to be collected in most scenarios without breaking
participant’s privacy. Except for the scenarios aforementioned in
Section 1, the Geo-feature derived scenarios may further include:
natural disaster exploration (Baghbani et al., 2022), customer
taste analyzing (Ma et al., 2022a), etc. The Time-feature derived
scenarios may include: pandemic pattern evaluation (Abildgren,
2022; Jiang et al., 2023), consumer behavior preferences (Pollak
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Fig. 8. The robustness comparison between Median and Mini-Median.

et al., 2022; Reshi et al., 2023), road monitoring (Gupta and
Verma, 2022), etc. The User-feature derived scenarios may include
(network) user profile generation (Kushwah and Ranga, 2022; Pu-
jahari and Sisodia, 2022), etc. However, we note that the Non-IID
source could be more complicated in some particular settings and
even be a combination in some cases (Kairouz et al., 2021; Zhu
et al,, 2021; 2014). We leave investigating further to explore other
Non-IID sources and combination possibilities and further improve
the Mini-FL method.

Evaluation dataset: The effectiveness of our proposed Mini-FL
framework is dependent on the grouping principle used to classify
the received gradients, i.e., the definitions of Non-IID features and
their boundaries, rather than the gradients themselves. To emulate
the real-world Federated Learning process, we assign each gradi-
ent in our experiments with identified Non-IID features, namely IP
address, Time Window, and User ID. We note that employing the
same distribution strategy for Non-IID features will yield similar
experimental results across different evaluation datasets.

7. Conclusion

We evaluated the robustness of existing FL methods in different
Non-IID settings and proposed a new framework called Mini-FL to
enhance Federated Learning robustness. The main difference be-
tween Mini-FL and existing FL methods is that Mini-FL considers
FL's Non-IID nature and performs the byzantine tolerant aggrega-
tion in different groups. Our evaluation shows that Mini-FL effec-
tively enhances existing FL methods’ robustness and maintains a
stable performance against untargeted model attacks and different
Non-IID settings.
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