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Abstract—Communications, wired and wireless, have in-
tegrated various cryptographic techniques to ensure privacy
and counter surveillance. These techniques have been inte-
grated in most of the network layers, except for the physical
layer. This physical layer has, thus far, dealt with schemes
such as source coding, channel coding, and (de)modulation,
to enable the transmission of data in a reliable and efficient
manner. The emergence of physical layer security extends
the functionalities at the physical layer to include secure
communication, aiming at the transmission of a signal that
can only be correctly retrieved by the intended receiver.
Therefore, the goals of physical layer security align with
cryptographic schemes utilized at the other network layers.
From the extensive study of physical layer security schemes,
we have observed that there is a knowledge gap regarding
certain security principles practiced by cryptographers and
the experts within physical layer security, causing many
physical layer security schemes to be impractical for stan-
dardization and the wide-scale integration into information
and communication technologies. This paper describes a
variety of security principles and concepts, practiced by
cryptographers, and of importance to physical layer security
experts. We aim to raise the awareness of these security
principles and concepts to experts within the field of physical
layer security to improve the practicality, standardization,
and integration potential of the design of future physical
layer security schemes.

Index Terms—Cryptography, Information Leakage, Phys-
ical Layer Security, Standardization

I. INTRODUCTION

Claude Elwood Shannon, known as “the father of in-
formation theory”, laid the foundation for the branch of
information-theoretic security [1], [2] while employed at
Bell Labs. Information-theoretic security offers a frame-
work in which the security of information flows can be
measured with quantitative information-theoretic metrics
and enforced using a combination of signaling and coding
mechanisms [3]. Information-theoretic security offers an
alternative from cryptographic means, but was largely
overlooked during the time following the discovery of
public-key cryptography [4].

The last decade has seen the re-emergence of research
in the area of information-theoretic security with the
goal to secure communication at the lower layers of
the communication protocols, the physical layer. Physical
layer security is notably important to provide secure com-
munication with resource-constrained devices that do not
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have the energy capacity and/or computational capabilities
to perform more elaborate cryptographic operations [5].
Therefore, physical layer security is an important research
area to enable secure communication for networks such
as wireless sensor networks (WSNs) and the Internet of
Things (IoT). Unfortunately, many physical layer security
solutions are unsuitable for these networks since they
either rely on resources that are not available (i.e., multi-
antenna-based solutions such as multiple-input multiple-
output (MIMO) [6] and beamforming), resources that are
scarce (i.e., energy consumption associated with artificial-
noise-based solutions), or rely on impractical assumptions
on the adversary (e.g., awareness of an adversary) [7],
[8]. Furthermore, there appears to be a knowledge gap
regarding certain security principles practiced by cryptog-
raphers and experts within physical layer security, causing
schemes to be impractical for standardization and the
wide-scale integration into information and communica-
tion technologies. This paper intends to provide insight
about security principles and concepts exercised within the
field of cryptography with the aim to further enforce the
design of practical physical layer security schemes with
standardization potential.

In section II, we cover the security principle known as
Kerckhoffs’ principle and how it affects the standardiza-
tion potential of physical layer security schemes. In section
III, we cover the concepts of key space, bit security,
one-time pad, and plaintext indistinguishability and how
they are related to information leakage in physical layer
security schemes and the security strength evaluation. In
section IV, we conclude with a summary of our findings.

II. OBSTRUCTIONS FOR STANDARDIZATION

A. Kerckhoffs’ Principle

In 1883, Auguste Kerckhoffs proposed six principles
that should be applied to any cryptographic scheme [9]:

• The scheme must be substantially, if not mathemati-
cally, undecipherable;

• The scheme must not require secrecy and can be
stolen by the enemy without causing trouble;

• It must be easy to communicate and retain the key
without the aid of written notes, it must also be easy
to change or modify the key at the discretion of the
correspondents;

• The scheme ought to be compatible with telegraph
communication;



• The scheme must be portable, and its use must not
require more than one person;

• Finally, given the circumstances in which such
scheme is applied, it must be easy to use and must
neither stress the mind or require the knowledge of a
long series of rules.

The second principle, stating that a cryptographic scheme
must remain secure even when everything about the
scheme itself is public knowledge, is known as Kerckhoffs’
principle. Kerckhoffs theorised that only the secret parts
contribute to the security of a scheme, and for practical
purposes, should be limited in terms of complexity. In
1949, this principle was rephrased by Claude Shannon
as “the adversary knows the scheme”, also known as
Shannon’s maxim [1]. Professionals within the field of
cybersecurity also know Kerckhoffs’ principle as the open
design principle [10]. Abiding by these principles brings
fourth additional advantages, namely (i) public scrutiny
allows for the identification of weaknesses within the
scheme and to exert confidence in the scheme when no
weaknesses can be found after elaborate evaluation, and
(ii) the ease of standardization and integration of the
scheme into information and communication technologies.
The design of the Advanced Encryption Standard (AES),
also known as Rijndael [11], is a notable example of a
cryptographic scheme that abides by Kerckhoffs’ principle.
From a public competition that consisted of 15 contestents,
organized by the National Institute of Standards and Tech-
nology (NIST), it was selected as the most suitable scheme
and has since been integrated as a security standard into
information and communication technologies worldwide.

B. Kerckhoffs’ Principle for Physical Layer Security

Kerckhoffs’ principle is a guideline for the adversarial
model that any security scheme should consider, namely,
the adversary knows the scheme. Unfortunately, there
appears to be a noticable difference between the adver-
sarial models used for the security evaluation of physical
layer security schemes and that of cryptographic schemes.
Namely, physical layer security schemes often consider a
naive adversary which has either no or limited knowledge
about the scheme. From the perspective of the adversary,
the scheme is assumed to be at least partially secret.
Achieving security through the secrecy of the scheme,
known as secrecy through obscurity, has historically been
shown to be a poor practice to establish and, more im-
portantly, maintain secure communications [12]. Instead,
secrecy through obscurity should only be used as an
additional security barrier. Transport for New South Wales
experienced this first-hand when four students cracked the
secret algorithm of Sydney’s public transport tickets for
busses, trains and ferries, allowing them to print their own
valid tickets [13].

Experts within the field of physical layer security should
therefore, by default, consider adversaries that possess
complete knowledge of the proposed scheme (i.e., abide
by Kerckhoffs’ principle) and evaluate the level of security
that the scheme provides under this assumption. This will
be necessary if physical layer security schemes want to be

considered for standardization and the wide-scale integra-
tion into information and communication technologies. In
the following sections, we assume that an adversary has
complete knowledge of any scheme used against it.

III. INFORMATION LEAKAGE

The concept of leakage refers to the leaking of infor-
mation of a data transmission. Leakage is not necessarily
a design flaw, but it does have to be considered when
evaluating the level of security or secrecy that a scheme
achieves. Information leakage, depending on the informa-
tion that is being transmitted, can cause severe issues and
has to be countered in their own specific ways. In the
following subsections, we cover the concepts of key space,
bit security, message indistinguishability, and the one-time
pad, and we describe how these concepts are related to
physical layer security.

A. Key Space

The key space determines the number of possible keys
that are used in a cryptographic scheme [14]. The key
space also determines, to a large extent, the security of
the scheme since it dictates the number of possible keys
that an adversary would have to check in an exhaustive
key search attack. The larger the key space is, the more
possibilities an adversary would have to check, and the
higher the level of security.

The practice of increasing the key space to resist
malicious attacks is very noticable when registering your
password for an online account, having to abide by rules
such as “must contain at least one number”, “must contain
at least one symbol”, and “must be at least x characters
long”. The more randomness your password contains, the
harder it is to crack. An 8-character password that consists
of only numbers has a key space of 108(= 1.0 × 108)
combinations, whereas a 16-character password that con-
sists of both numbers and letters has a key space of
3616(≈ 8.0× 1024) combinations.

B. Bit Security

The security of a cryptographic scheme is often mea-
sured in terms of bit security. Even though there is
no universally accepted, general, formal definition of bit
security, many cryptographers seem to have an intuitive
common understanding of what “n bits of security” means:
an adversary that successfully breaks the cryptographic
scheme must incur a cost of at least 2n, or, alternatively,
any efficient attack achieves at most a success probability
of 2−n [15].

Suppose that the selected passwords, mentioned above,
are completely random and that the most efficient attack
from an adversary to crack the password is to simply check
every possible combination. The 8-character password
requires the adversary to check 108(≈ 226) possibilities
whereas the 16-character password requires the adversary
to check 3616(≈ 282) possibilities, corresponding to 26-
and 82-bit security, respectively. To put the strength of
these passwords into perspective, the Bitcoin network –
argueably the largest modern use of computational power
for cryptography – recently peaked at checking 215 ×



1018(≈ 267) “passwords” (i.e., hashes) per second [16].
The Bitcoin network can therefore crack the 8-character
password instantly and the 16-character password within
about 10 hours. Much of the current day information and
communication technologies are protected with 128-bit
security, sufficient to withstand the Bitcoin network for
the next 50 billion years.

C. Key Space & Bit Security for Physical Layer Security

The research area of physical layer-based key generation
utilizes the randomness of the time-varying communi-
cations channel such that any two devices, within each
other’s transmission range, can generate one or more secret
bits. The secret bits can then be used in a (physical layer-
based) encryption or authentication scheme to provide
security. Both devices would initially engage in a channel
estimation protocol to obtain their channel state informa-
tion (CSI). Parameters such as the channel frequency or
phase, the received signal strength indicator (RSSI), and
the channel impulse response (CIR) are popular choices
for extracting secret bits and to establish a shared secret
key [17]. Each of these properties has their benefits and
drawbacks and must be considered properly depending on
the deployment scenario. For example, a drawback of the
utilization of RSSI for key generation is that this parameter
is distance-dependent and may therefore be vulnerable
to information leakage. Suppose that a physical layer-
based key generation scheme utilizes RSSI and the scheme
defines the secret bit (or bits) according to whether the
observed RSSI satisfies a certain threshold (or interval).
An adversary may not be able to determine the RSSI or
the corresponding secret bit as accurately as the intended
transceivers, but the observation may provide the adversary
with enough information to make an educated guess, as
illustrated in Figure 1.

If we assume that an adversary, due to information
leakage from an RSSI estimation, can guess the correct
bit with a probability that is greater than 50%, then the
keys within the key space no longer follows a uniform
probability distribution (i.e., certain keys are more prob-
able than others). This affects the likeliness and success
probability of the adversary finding the correct key and
thus lowers the level of bit security. Therefore, such a
key generation scheme would have to genereate a key
larger than 128 bits in order to achieve 128-bit security.
To provide insight regarding the severity of information
leakage and its impact of the achieve bit security level,
we estimated the bit security levels for keys of various
sizes under the following adversarial assumptions:

1) The adversary obtains no knowledge about the
individual secret bits, thus has a bit estimation
probability of 50%. This is generally assumed in
cryptographic literature and is included as a baseline.

2) The adversary observes leaked information, allowing
it to estimate the secret bit with 60% accuracy.

3) The adversary observes leaked information, allowing
it to estimate the secret bit with 70% accuracy.

4) The adversary observes leaked information, allowing
it to estimate the secret bit with 80% accuracy.

Fig. 1. Illustration of an RSSI-based secret key generation process be-
tween Alice and Bob, where secret bits are determined by the satisfaction
of a preset threshold (i.e., the yellow line). The eavesdropper Eve may
still recognize stronger from weaker signals, leaking information about
the secret bits.

5) The adversary observes leaked information, allowing
it to estimate the secret bit with 90% accuracy.

We used Python to compute the levels of bit security
achieved by keys ranging between 1 and 36 bits in length
under the aforementioned adversarial assumptions1. Due
to the computational complexity involved, we were unable
to compute the bit security for keys of larger sizes. We
found that, for 36-bit keys, the computational workload
of an adversary is reduced by a factor of about 2.5 when
it is able to estimate the secret bits with a 60% accuracy
(i.e., achieves 34-bit security), a factor of about 12 at a
70% accurate secret bit estimation (i.e., achieves 32-bit
security), a factor of about 164 at an 80% accurate secret
bit estimation (i.e., achieves 28-bit security), and a factor
of about 14.910 at a 90% accurate secret bit estimation
(i.e., achieves 22-bit security). The results are presented
in full in Figure 2.

To determine the impact of information leakage during
the secret key agreement process for larger keys, we
computed both an upper bound and a lower bound for
the achieved bit security per key length, up to keys of 128
bits. Our preliminary results show that, for 128-bit keys,
the achieved levels of bit security assuming an adversarial
bit estimation accuracy of 60%, 70%, 80%, and 90% are
approximately 125 bits, 118 bits, 106 bits, and 84 bits,
respectively. The results are presented in full in Figure 3.

In the case that the (physical layer-based) encryption or
authentication scheme requires a 128-bit key and would
not accept a longer key, the generated key can be fed into
an appropriate hash function to reduce its length to 128
bits without compromising its 128-bit security level.

1The Python code is made publicly available at [18].



Fig. 2. The computed levels of bit security that are achieved for keys of 1
to 36 bits under various adversary bit estimation probability assumptions.

Fig. 3. The estimated upper and lower bounds of bit security that are
achieved for keys of 40 to 128 bits under various adversary bit estimation
probability assumptions.

To summarize, it is adamant for physical layer-based
key generation schemes to consider an appropriate adver-
sarial model (i.e., following Kerckhoffs’ principle) and
the amount of information leakage that may occur for
the presented key generation technique. The estimated
leakage impacts the level of bit security achieved against
an exhaustive key search attack and determines the number
of extra bits that a secret key should have in order to guar-
antee a sufficient security level. The study of information
leakage for different CSI parameters in physical layer-
based key generation is a current knowledge gap worth
of additional study.

D. One-Time Pad

The one-time pad, also known as Vernam’s cipher, was
invented by Frank Miller in 1882 and re-invented by
Gilbert Vernam in 1917 [19]. The one-time pad encrypts a
plaintext by adding the first element of the plaintext with
the first element of the key, the second element of the
plaintext with the second element of the key, and so on.
This scheme achieves perfect security under the following
assumptions:

• The key must be at least as long as the plaintext.
• The key must have been generated at random.
• The key must never be reused.
• The key must only be shared between the transmitter

and the inteded receiver.

The information that a one-time pad can leak is the
length of the plaintext, since the corresponding ciphertext
will be equally long. This is also the only piece of
information that a one-time pad will leak. Even though
this seems harmless, certain situations in which a receiver
would acknowledge receiving a message by responding
“yes” or “no” could leak sufficient information to infer
the plaintext. These situations would require padding,
a technique in which additional random characters are
transmitted to prevent any leakage. In the case where as
“yes” or “no” response is required, an additional random
character would be appended to the “no” response to
prevent leakage.

In the context of physical layer security, the concept of
leaking information through leaking the message length
may generally not be of much concern since the size and
format of data packets are standardized. Although it is still
worth mentioning to raise awareness of this vulnerability.

E. Plaintext Indistinguishability

The concept plaintext indistinguishability means that
an adversary is unable to distinguish the correct plaintext
from a partially deciphered ciphertext. Essentially, when
an adversary guesses a part of the key correctly, it would
still be unable to distinguish the partially deciphered
ciphertext from a random ciphertext. Thus, it prevents an
adversary from reconstructing the key piece-by-piece.

The plaintext indistinguishability problem may occur
when keys are not appropriately used in an encryption
scheme. Take, for example, the one-time pad. This scheme
is perfectly secure under the assumptions stated in the
previous section but the amount of keying material to
be generated and distributed is impractical when large
amounts of data are exchanged between two transceivers.
Suppose that the rate at which data has to be transmitted
is ten times larger than the rate at which keying material
can be generated and distributed. For pratical purposes, we
prefer not to reduce the data rate to 1/10. A trivial solution
may be to encrypt the first ten consecutive pieces of data
with the generated secret key, then encrypt the following
ten consecutive pieces of data with the newly generated
secret key, and so on. Due to the relative small key
size, an adversary may be able to execute an exhaustive
key search attack without much issue. If the adversary
is able to distinguish which attempted key is the secret
key, since it would be able to identify which plaintext
looks like an actual message, then the encryption method
is broken. The regular updating of the (relatively small)
key would not add sufficient security. It is easy to see that
fewer blocks of data, encrypted with the same key, are
better capable of providing plaintext indistinguishability
and thus increase the level of security of the encryption
method. The extreme case is the one-time pad where every
block of data (i.e., bit) is encrypted with a unique key,
eliminating any possibility of plaintext distinguishability
and thus achieving perfect security.



F. Plaintext Indistinguishability for Physical Layer Secu-
rity

The problem of plaintext distinguishability can also be
related to physical layer security schemes. Recall that
physical layer-based key generation schemes can utilize
different parameters from the CSI and is shared between
any two transceivers (see section III-C). These parame-
ters include the channel phase. Suppose that a physical
layer-based key generation scheme utilizes the channel
phase and the scheme defines the secret bit (or bits)
according to whether the observed phase satisfies a certain
threshold (or interval). An advantage of the utilization
of the channel phase is that this parameter is distance-
independent. This prevents an adversary from using a
location-dependent technique to extract partial information
about the generated bit(s). However, a drawback is that
the re-estimation of the shared channel may not result
in the establishment of secret bits that are statistically
uncorrelated from its previous value. The coherence time,
a measure for the minimum amount of time required for
the phase to become uncorrelated from its previous state,
dictates how frequently the channel can be re-estimated
for key generation. The amount of channel fading (i.e., the
rate at which channel characteristics, such as the channel
phase, change) is therefore directly related to the amount
of time that it will take to generate a key with sufficient
bits. The use of the channel phase for key generation
may therefore not be the most suitable option in static
networks with slow fading channels. A phase-based key
generation scheme can achieve both practicality (i.e., de-
cent throughput) and security (i.e., based on the discussion
regarding plaintext indistinguishability), but seemingly at
the cost of a longer initialization process for the generation
of appropriate sized keys.

IV. CONCLUSIONS

In this paper, we discussed a variety of security princi-
ples and concepts that dictate design methodologies and
the security evaluation of cryptographic schemes. Abiding
by these security principles and concepts have led to
the design of practical designs of cryptographic schemes
and awareness of the security principles and concepts
within the field of physical layer security may enforce the
design of more practical physical layer security schemes.
Namely, abiding by Kerckhoffs’ principle should lead to a
paradigm shift in the considered adversarial model and
will strengthen the security argument of physical layer
security schemes. Awareness of the key space and bit
security as a measure of estimating security levels against
computational adversaries should lead to a more thorough
investigation of information leakage in physical layer-
based key generation schemes and its impact. Finally,
awareness of the plaintext indistinguishability concept
should provide additional insight into the amount of infor-
mation leakage that should and should not be acceptable
when making a trade-off between the practicality and the
security of a physical layer-based encryption scheme. The
one-time pad serves as an example of how perfect security
affects practicality and vice versa.
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