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Abstract— User Authentication in mobile devices acts as a
first line of defense verifying the user’s identity to allow
access to the resources of a device and typically was based on
‘‘something the user knows’’, known also as knowledge-based
user authentication for several decades. However, recent
studies point out that although knowledge-based user
authentication has been the most popular for authenticating
an individual, nowadays it is no more considered secure and
convenient for the mobile user as it is imposing several
limitations in terms of security and usability. These
limitations stress the need for the development and
implementation of more secure and usable user
authentication methods. Toward this direction, user
authentication based on the ‘‘something the user is’> has
caught the attention. This category includes authentication
methods which make use of human physical characteristics
(also referred to as physiological biometrics), or involuntary
actions (also referred to as behavioral biometrics). In
particular, risk-based wuser authentication based on
behavioral biometrics appears to have the potential to
increase the reliability of authentication without sacrificing
usability. In this context, we focus on the estimation of the
risk score, in a continuous mode, of the risk-based user
authentication mechanism that we have proposed in our
previous work for mobile passenger identification (ID)
devices for land/sea border control.

Keywords— risk-based user authentication, risk score
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I INTRODUCTION

Although security and wusability in mobile user
authentication are often thought of as being contradictory,
Risk-Based user Authentication (RBA) method has been
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extensively proposed in the literature to address this
security vs. usability challenge enhancing security without
sacrificing usability [1]-[5]. In particular, Risk-Based user
Authentication (RBA) method based on behavioral
biometrics appears to have the capacity to enhance the
whole authentication process’s reliability — without
interrupting the user’s normal activity by dynamically
authenticating a genuine mobile user throughout their entire
interaction with the mobile device, based on a risk score
computed in real-time [6]-[8]. In our previous publications
[1T-31, [9], we have given: (i) a thorough review of user
authentication solutions used in public safety and mobile
devices, (ii) the security vs. usability challenge, (iii) the
risk-based user authentication concept, as well as (iv) the
HuMlIdb dataset, which comprises the most recent and
publicly available dataset for behavioral user authentication
[10], [11].

In our most recent work [1], we have provided a
comprehensive work on the design of a risk-based adaptive
user authentication mechanism for mobile passenger
identification (ID) devices for land/sea border control. The
proposed mechanism comprises a secure and usable user
authentication solution ensuring continuous user (i.e.,
officer) authentication behind-the-scenes and invisible to
the user (i.e., officer). Specifically, its main objective is to
automatically adapt the suitable type of authentication to
the specific situation based on a real-time risk score
depending on the combination of: i) the user’s contextual
information such as device’s ID, and device’s connection,
user’s location, date, time, , ii) the user’s behavioral
patterns, and iii) the device’s contextual information such as
the device’s IP address. The combination of all those traits
for estimating the risk score, in a continuous mode, aims to
improve the security and usability of our proposed
mechanism in [1] given the benefits of behavioral
biometrics in user authentication as also discussed in
Section II. Therefore, in this paper, our aim is to focus on



the estimation of the risk score, in a continuous mode,
within the risk estimation module of Risk Estimation Agent
(REA) component of the authentication mechanism that we
proposed in [1] and an overview of its architecture is as
depicted in Fig. 1.

Following the Introduction, the rest of the paper is
organized as follows. Section II provides related work on
the three basic types which may serve as a basis for
verifying a mobile user's identity: something the user
knows, something the user has, and something the user is,
presenting their main advantages and disadvantages.
Section III focuses on the estimation of the risk score, in a
continuous mode, for the proposed authentication
mechanism in [1], while Section IV concludes the paper
and provides directions for future work.

II. RELATED WORK

User authentication in mobile devices such as the
smartphone devices acts as a first line of defense verifying
the identity of a user in order to allow access to the device's
resources [6]-[8], [12]-[14]. For several decades, user
authentication techniques were employed based on the
“something the user knows” paradigm, known also as
Knowledge-Based user Authentication (KBA). These
techniques include the standard passwords, Android
graphical patterns, Personal Identification Numbers (PINs),
“shared secrets” or “shared secret questions”. [15], [16].
Gupta et al. [4] presented the commonly used ways to
authenticate a mobile user and classified numerous types of
authentication mechanisms to achieve authentication in
smartphones. According to their review article [4], KBA
schemes are generally used for one-shot and periodic
authentication. More precisely, in one-shot authentication,
the user authentication happens only at the beginning of a
session and remains valid until the user closes the session or
signs off. Consequently, the previously authenticated user
has unrestricted access to the mobile device during the
whole session. On the other hand, periodic authentication is
basically the variant of one-shot authentication with the
addition of a default timeout duration. After this timeout
duration, the mobile user will be automatically singed out
and they will have to re-authenticate themselves to continue
having access to the device’s resources. Nonetheless, there
are several recent studies [4], [17] in the literature that they
have stated that although KBA has been the most popular
approach for authenticating an individual, nowadays it is no
more considered secure and convenient for the mobile user.
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Fig. 1. Overview of the Secure and Usable User Authentication
Mechanism Proposed in [1].

First of all, the KBA techniques are not capable of
differentiating the legitimate users, instead they authenticate
every person (legitimate or not) that holds the valid
credentials. On top of this, KBA schemes require mobile
users to memorize their credentials in order to unlock their
device when needed. Zhang at al. [18] pointed out the
difficulties of the users in memorizing and properly
recalling their several PINs, passwords or answers to their
“shared secret questions” for their different accounts, and
stated that as a consequence users choose easy to remember
passwords (i.e., the same password for several accounts, or
a password composed with their name and date of birth).
Therefore, the mobile devices are getting vulnerable and
exposed to numerous attacks such as guessing, dictionary,
key-logger-based, shoulder-surfing attacks. Additionally,
Android users are likely to set easy to memorize graphical
patterns for device unlocking, which an attacker could
simply observe or guess. For instance, in [19], researchers
collected 215 unique graphical patterns from different
users, and within just five attempts they managed to crack
the 95% of those “‘unique’’ patterns.

Another popular approach for verifying the identity of a
user is user authentication based on the “something the user
has” paradigm, known also as Token-Based user
Authentication (TBA). This technique typically includes a
physical accessory such as smart cards or chipcards, hand-
held customized calculators (also known as password
generators), magnetic-striped cards, which deliver time-
variant passwords and tokens for user authentication
purposes. For instance, smartphone applications that handle
sensitive user information such as e-banking and e-wallet
typically enable two-factor authentication techniques that
along with the usual username and password authentication
include also one-time passcodes (OTPs) derived from hand-
held customized calculators. For such purposes, each user is
often supplied with a small security device by the service
providers, otherwise the passcode could be sent on the
user’s smartphone via SMS [4]. OTP scheme could be
easily employed on mobile devices. Furthermore, the user is
capable to generate even offline the passcode by using the
mobile app offered by the service provider, or with the
secure device pairing with another (often wearable) trusted
Bluetooth device, such as smartwatches or smartglasses [4].
Nevertheless, OTP schemes are vulnerable to Man-In-The-
Middle attacks and Man-In-The-PC/Phone attacks and thus,
they do not guarantee the confidentiality of the generated
passcodes. As per the Verizon Data Breach Investigations
Report [20], the National Institute of Standards and
Technology (NIST) does not recommend anymore the two-
factor user authentication with OTPs and especially for
passcodes sent via SMS [21], as malicious code infesting
mobile endpoints could secretly capture second factors (i.e.,
passcodes) delivered by SMS or offline OTP generated
using apps. On top of that, thorough security and usability
studies [22], [23] stated that OTP schemes cause more cost
to the mobile user and are relatively slower, as they require
an additional hardware for the only purpose of
authentication. Regarding those security and usability
studies, users themselves do not consider the OTP-based
authentication a convenient solution. In particular, the
analysis in [24] showed that the users were facing various
difficulties due to mistyped passcodes for instance.

These limitations stress the need for the design and
implementation of more secure and usable user



standard passwords

- “Something the user knows" Personal [dentification Numbers (PINS)  ——~_
~
N

graphical patterns

Mobile User — %4

-

Authentication

magnetic-striped cards

————— = “Something that the user has" chipcards or smart cards
hand-held customized calculators

=~
N\
/
7/
’
’
-

Risk-based user authentication based on
—=%  behavioral biometrics

Physiological biometrics

fingerprints

facial and retinal patterns

P
-
7

~
S “Something that the user is"

Behavioral biometrics

dynamic keyboarding
characteristics

voice recognition

————

gait recognition

—
!

swipe up & down /

¥
4
1
1
:
]
I
I
1
hand geometries 'l
1
I
1
1
1
1
1
1
1
1
1
]

tap &double tap /
Me—

~, hand gesture p.
Ne—

\\\\\

Fig. 2. Visualisation of the Three Basic Types of User Authentication and the Risk-based User Authentication Method.

authentication schemes. Toward this direction, user
authentication based on the “something that the user is”
paradigm, known also as Biometric-Based user
Authentication (BBA), has caught the attention [17]. This
category can be further classified as physiological and
behavioral biometrics. User authentication mechanisms
based on physiological biometrics make use of human
physical characteristics such as fingerprints, facial and
retinal patterns, as well as hand geometries. The major
mobile device manufacturers have already started
embedding the corresponding biosensors and developed
adequate software to capture these human physical
characteristics and utilize them for accurate and convenient
user authentication. For instance, Apple, Samsung, Huawei,
Nokia, Xiaomi have already developed fingerprint sensors
and iris scanners in the majority of their launched
smartphones. However, although the physiological
biometrics are considered secure as they are unique, they
have appeared to be susceptible to several types of attacks
including impersonation. More precisely, nowadays, the
face of a user could be effortlessly found on various social
media websites, while the fingerprint could be easily
obtained from specific gestures on photos posted on social
media website. As such, researchers have proved that the
aforementioned physiological biometric schemes can be
hacked effortlessly with not very sophisticated algorithms,
as well as with a cheap equipment. For instance, the
researcher Isao Echizen from Japan’s National Institute of
Informatics (NII) proved that fake fingerprints can be
simply extracted from a photo with the peace sign taken just
from three meters away, and they can be used to unlock the
mobile device impersonating the legitimate user without
any sophisticated process [25]. Additionally, the Samsung
S8 was unlocked with a simple photo of the legitimate
owner [26], while researches hacked the iPhone X Face ID

with a 3D printed mask costing around 150 dollars of its
owner face [27]. Similarly, the iPhone 5S fingerprint
scanner was hacked by the German Chaos Computer Club
hacked within two days after Apple launched iPhone 5S
worldwide by simply photographing the glass surface with
the user’s fingerprint, and afterwards creating fake one in a
thin film [28].

On the other hand, BBA might be employed based on
user’s involuntary actions, also referred to as behavioral
biometrics. This category might include dynamic
keyboarding characteristics, voice recognition, swipe up
and down and gait recognition [16], [4]. The authors in [29]
emphasize that the behavioral biometrics can be effortlessly
collected all by the typical sensors of the mobile device,
namely, gyroscope, accelerometer, microphone and touch
screen [29]-[32], on the contrary to the physiological
biometrics that require special hardware and/or software
equipment to capture physiological biometrics only for
authentication purposes. Therefore, the behavioral
biometrics are starting to get attention as they appear to be
cost-effective; they do not need any additional hardware
equipment, as well as they are considered to be lightweight
in the implementation [15]. For instance, the touch-based
solutions such as keystroke or swipe, are able to
authenticate the users unobtrusively based on their
interactions with the mobile device. Moreover, the
behavioral biometrics are considered secure and precise
given the fact that they are unique and they cannot be
copied, shared, stolen or lost [4]. On top of that, they can be
combined with another authentication means (e.g., KBA
schemes) for establishing multifactor authentication to
enhance the overall security of the mobile device [33]. In
other words, the behavioral biometrics-based mechanisms
can enhance the existing authentication mechanisms
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without affecting the usage of the device, working as an
additional transparent authentication layer [34]-[36].
Research efforts have been already started in behavioral
biometric modalities such as voice and gait recognition,
keystroke or touch dynamics. It is expected that such
mechanisms will restructure the authentication landscape in
the following years and thus, security experts have already
focused on developing and implementing such mechanisms
[4], [37], [38]. A visualisation of the three basic types of
user authentication and the risk-based user authentication
method is given in Fig. 2.

III. RISK SCORE ESTIMATION

The Risk Estimation Agent (REA) component, as
depicted in Fig. 3, of the proposed secure and usable user
authentication mechanism in [1], firstly, performs data
normalization to the input data (i.e., user profile and device
profile) to make sure that features with substantially large
values do not outweigh features with smaller values.
According to [1], the Monitoring Component (MC), as
depicted in Fig. 3, updates the user profile and the device
profile (i.e., input data), and forwards them to REA every
sampling period Ts, where te data normalization process
(i.e., Feature Normalization) takes place Afterward, the
REA component employs classification algorithms and/or
novelty detection algorithms on the normalized input data
to classify each entry of the normalized data as legitimate or
malicious. More precisely, for each entry, the algorithm
outputs either 0 (i.e., legitimate user) or 1 (i.e., malicious
user). Hence, the output is a binary vector, the length of
which, is equal to the number of the normalized entries.
This vector is then fed to the risk estimation module, as
depicted in Fig. 3, that calculates the risk score, in a
continuous mode, for a given period of time Tks (i.e., an
illustration of the introduced periods Ts and Tzs is given in

Fig. 4). Denoting the output (binary) vector of the
classification and/or novelty detection algorithms as yeR"*
!, the risk score (i.e, Po(k) € [0,1]) in a period k (e.g., Tks,
2Trs) can be calculated as follows [34], [35], [39]:

PIHEE T2
m

Py(k) = A (D

Here, A denotes the accuracy of the classification
algorithms and/or novelty detection algorithms, which is
defined as follows:

- TP+ TN+ FP+FN

where:

e True Positive (TP) is the number of malicious
users (i.e., positive entries) that are correctly
classified.

e True Negative (TN) is the number of legitimate
users (i.e., negative entries) that are correctly
classified.

e False Positive (FP) is the number of legitimate
users (i.e., negative entries) that are wrongly
classified as malicious users (i.e., positive entries).

e False Negative (FN) is the number of of malicious
users (i.e., positive entries) that are wrongly
classified as legitimate users (i.e., negative
entries).

Afterwards, the risk score is forwarded to Risk Level
Decision Agent (RLDA) component, as depicted in Fig. 3,



that compares the received risk score with the risk level
thresholds stored in RLDA to decide whether the estimated
risk score is low, medium, or high.

IV. CONCLUSIONS AND FUTURE WORK

User Authentication in mobile devices such as the
smartphone devices acts as a first line of defense verifying
the identity of a user in order to allow access to the device's
resources and was based on the ‘something the user
knows’’ paradigm for several decades. However, recent
studies showed that although knowledge-based user
authentication has been the most popular for authenticating
an individual, nowadays it is no more considered secure and
convenient for the mobile user as it is imposing several
limitations in terms of security and usability, and thus, there
is a need for the development and implementation of more
secure and usable user authentication methods. Toward this
direction, user authentication based on the ‘‘something the
user is’” has caught the attention. This category includes the
physiological biometrics and the behavioral biometrics. In
particular, risk-based user authentication based on
behavioral biometrics appears to have the potential to
increase the reliability of mobile authentication without
sacrificing usability.

In our previous publications [1]-[3], [9], we have
presented: (i) a comprehensive review of related work on
user authentication solutions for public safety and mobile
devices, (ii) the security vs. usability challenge, (iii) the
concept of the risk-based user authentication, as well as (iv)
the HuMIdb dataset. In our most recent work [1], we have
provided a thorough work on the design of a risk-based
adaptive user authentication mechanism that comprises a
secure and usable user authentication mechanism for
mobile passenger identification (ID) devices for land/sea
border control ensuring continuous user (i.e., officer)
authentication behind-the-scenes and invisible to the user
(i.e., officer). In this paper, our focus was on the estimation
of the risk score, in a continuous mode, within the REA
component of the our proposed authentication mechanism
in[1].

Our next steps, first of all, include evaluation of other
classification algorithms, as well as novelty detection
algorithms for risk-based adaptive authentication to identify
the most appropriate ones in terms of accuracy for our
proposed authentication mechanism in [1]. Afterwards, the
next step will be focused on the risk estimation module
within the REA component of the proposed authentication
mechanism. It is intended to implement and evaluate not
only the risk estimation algorithm proposed in this paper,
but also to investigate more risk estimation algorithms
proposed in the literature for risk-based adaptive
authentication in order to identify the most efficient ones
for the REA component of our proposed authentication
mechanism in [1]. Lastly, we are aiming to implement the
proposed  risk-based adaptive user authentication
mechanism and evaluate its performance on the mobile
devices for passenger identification at land and sea borders.
As a mobile device for this implementation, we will cosider
a Raspberry pi 4 with Android OS.
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