Comparing and analysing binary classification
algorithms when used to detect the Zeus malware

Mohamed Ali Kazi and Steve Woodhead

Faculty of Engineering and Science
University of Greenwich
London, UK
MkO0889h@gre.ac.uk

Abstract—The Zeus banking malware is one of the most pro-
lific banking malware variants ever to be discovered. This paper
examines and analyses the Support Vector Machine (SVM), Deci-
sion Tree and Random Forest machine learning algorithms when
used in conjunction with a manual feature selection process to
detect Zeus network traffic. Selecting the features manually
provides the researcher with more control over which features
that can and should be selected. The manual feature selection
process will also allow the researcher to analyze the impact of the
various features and then select the features that provide the best
accuracy results during the classification and detection of Zeus.
The algorithms in scope for this research are the Decision Tree
algorithm, Random Forest algorithm and the SVM algorithm.
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1. INTRODUCTION

Banking malware is on the increase and a report by
[1] states that as of May 2017, the threat from banking malware
was two and a half times greater than that of ransomware. A
report by [2] also demonstrates a similar pattern and reports
that in 2017, 33% of infections were associated with banking
malware as compared with the 22% that were associated with
ransomware. In [3], the author estimates that some of the
highest “earning” banking malware campaigns in 2018 could
potentially earn a banking malware operator around US$1M-
2M in revenue which is a significant increase from what could
typically be “earned” in 2010 (estimated to be between
US$100k and $300k). Researchers have developed various
methods to detect malware and most of these are either
signature based or anomaly-based detection methods.
Research is now being conducted to use machine learning
algorithms to detect malware and some of these are discussed
in section III. This paper expands on this work to enhance and
improve the detection accuracy and to also understand the
viability to expand the use of machine learning algorithms to
detect malware, especially banking malware. The initial focus
of this paper is on a notorious banking malware called Zeus
(discussed in section II A). This paper uses binary
classification machine learning (ML) algorithms to detect and
classify the Zeus banking malware network traffic and to also
detect and classify benign traffic. An important differentiation
between this research and the research discussed in section II1
is that this research proposes selecting the features manually
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allowing the authors to have a better understanding of the
features and how they can impact the accuracy and detection
results. It also provides the authors with more control over
which features that are and should be selected by the
algorithms. This research also expands on the work reported in
[4]. The algorithms in scope for this research are the Decision
Tree (DT), Random Forest (RF) and Support Vector Machine
(SVM) algorithms. The paper will then compare the
performance of these algorithms and the detection accuracy of
each algorithm when used with a manual feature selection
process. Section II provides an overview of the Zeus banking
malware (Zeus), section III discusses previous work, section IV
discusses the approach and methodology and section V
discusses and analyses the results. Section VI presents the
conclusions of the paper.

II. THE ZEUS BANKING MALWARE

According to [5], 9 out of the 10 most dangerous
banking malware variants all belonged to the Zeus malware
family and these variants include Zbot, Zeus Gameover,
SpyEye, Ice IX, Citadel, Carberp, Bugat, Shylock and Torpig.
Also, the authors in [6] state that Zeus has become the leading
banking malware and is the most advanced credential stealing
malware ever discovered. In 2011, the source code for Zeus
was leaked, allowing malware authors to develop new variants
of Zeus and some of these are listed above. Zeus is a
customizable malware allowing malware authors to develop
new modules which can be traded in underground forums [7].

A. An Overview of the Zeus Banking Malware

As discussed by [4], Zeus portrays the following
characteristics:

e Propagates like a virus and targets Windows systems.

e The infection vector is usually spam email which is
used to deliver a Trojan.

e Targets sensitive information such as credentials and
banking passwords.

Zeus steals credentials using two methods. The first is by
automatic actions hardcoded in the binary which allow Zeus to
capture FTP and POP3 passwords [8]. The second is to steal
information stored in the Windows PSTORE (protected
storage) [8]. One of the most important aspects of the Zeus



malware is the command and control (C&C) communication.
As discussed by [4], the communication architecture can either
be centralized or peer to peer (P2P). Some versions of Zeus
use the P2P architecture and other variants of Zeus use a
centralized architecture [9]. An issue with the centralized C&C
architecture is that the IP address of the C&C server is hard
coded within the Zeus binary itself [9]. If the C&C server
becomes unreachable or is taken down, the Zeus bots will not
be able to communicate with the C&C server preventing the
bots from receiving commands, updating themselves and
downloading new configuration files [9].

Newer variants of Zeus use the P2P C&C architecture.
These are much harder to block and are also more resilient to
takedown efforts because the configuration file does not point
to a static C&C server [9]. Instead, the C&C server
information is obtained from a peer (proxy bot) which can be
updated if the C&C server is taken down or becomes
unreachable [10]. Stolen data is routed through the C&C
network to the malware authors’ C&C server where the stolen
data is decrypted and saved to a database [11].

II1. RELATED WORK

A. Detecting Malware Infections using IDS Driven Dialogue
Correlation

In [11], the authors proposed a passive monitoring system
called Bothunter which consists of a correlation engine and
three malware sensors. The first sensor uses SNORT and the
other two sensors, SLADE and SCADE, were custom
developed. SCADE is a Snort pre-processor which consists of
two scan engines that scan inbound and outbound traffic.
SCADE scans traffic based on the following criteria: Local
hosts that conduct high-rate scans to external addresses;
Outbound connection failures; A uniformly distributed scan
pattern (a pattern which is likely to be malware). SLADE is a
payload analysis engine which alerts the administrator if the
byte distribution of the packets deviates from an established
profile. SLADE is based on PAYL which examines the
distribution of the payload i.e. it extracts 256 features from the
payload and represents each feature based on its occurrence
frequency [11].

Bothunter was developed as a perimeter scanning solution
which attempts to detect botnet activities and attempts to detect
network activity that occurs between an infected host and an
external entity. The alerts that are generated are fed into a
dialogue correlation tool which tracks activities over a
temporal window and attempts to identify malware infections.
Bothunter can also enhance the prediction of the malware
activity by correlating some of the malicious outbound flows to
inbound flows. Malware activities can be identified using the
following characteristics:

e External to internal inbound scan (Bot scanning or
direct exploit).

e External to internal inbound exploit (Bot scanning or
direct exploit).

e Internal to external binary acquisition (Bot binary
download).

e Internal to external C&C communication (C&C server
activities).

e Internal to external outbound infection scanning (Attack
propagation).

The correlation engine attempts to determine if the traffic
patterns are malicious or benign. However, the limitation of
Bothunter is that it is not able to scan local network traffic i.e.
local DN resolution traffic or the traffic generated by malware
when it scans a local network for vulnerable hosts. Malware
can also evade Bothunter by encrypting its payload as
Bothunter is unable to inspect encrypted traffic.

B. Detecting Bots Using the C4.5 and CFS Feature Selection
Algorithm

In [12] the authors proposed a machine learning (ML)
approach called CONIFA to detect network traffic generated
by Zeus. The authors in [12] used the C4.5 classification
algorithm and the Correlation-Based feature selection (CFS)
algorithm (automated) for feature selection to train and classify
the ML algorithm to identify Zeus network traffic. The author
in [12] developed a Cost-Sensitive C4.5 -classification
algorithm which used both a lenient and strict classifier to
enhance CONIFA’s ability to detect network traffic. CONIFA
was actually developed to detect and classify application traffic
generated by Skype however the author in [12] also evaluated
CONIFA against the Zeus banking malware.

In [12] the authors also discussed a ‘standard framework’
which used the Cost-Insensitive version of C4.5 to classify
network traffic and identify Zeus. The author in [12] then
compared CONIFA’s accuracy results with the ‘standard
framework’ and the results showed that CONIFA was more
effective than the standard framework at detecting Zeus
network activity. The standard framework’s detection rate was
good when evaluating the training dataset, however, when
evaluating the test data, the recall rate dropped to 56% resulting
in around half of the Zeus network flows going undetected.
CONIFA’s results demonstrated that there was an
improvement in detecting the Zeus network traffic with the
accuracy rate increasing to 67%.

C. Detection of Randomized Bot Command and Control
Traffic on an End-Point Host

In [13] the authors proposed a solution called RCC
Detector (RCC) which analyses network traffic generated by a
host to identify bot traffic and benign traffic. RCC aims to
identify bots in the early phases of infection and also aims to
detect bots that randomize their communication activities in an
attempt to hide. RCC uses a Multi-Layer Perceptron (MLP)
classifier and a Temporal Persistence (TP) classifier to identify
botnet communication activities generated by a host. The MLP
classifier has an input layer, an output layer and one hidden
layer which has four neurons. The following criteria were used
for the classification: Flow count - Flows that are counted over
a period of time; Session length - Non-botnet HTTP traffic is
bursty occurring over a short period of time whereas bot traffic
is generally low profile persisting over a longer period of time;



Uniformity score - This is based on packet count values. Bots
portray regularity in packet counts while benign traffic
typically shows more varied packet counts; Kolmogorov—
Smirnov Test - Which is used to compute the distance between
flows. Benign traffic is bursty and generates traffic at very
close time intervals whilst bots generate traffic at larger time
intervals. These four features were used to calculate a temporal
persistence value which was used by the classifier to detect
botnet activities. The classifier was evaluated against a
selection of bots and the authors in [13] reported that 99.8% of
bots being identified from the samples however, the False
Positive (FP) rate was calculated to be 48%. Although the
results were promising, the false positives were quite high and
more importantly the software tool was designed as a host-
based detection method. This makes it difficult to implement as
it would need to be installed on all the hosts in a network.

1V. RESEARCH APPROACH AND METHODOLOGY

A. Introduction

ML algorithms have been used by researchers to
detect banking malware and some of these were discussed in
section III, however, these algorithms use automated feature
selection algorithms to detect and select the appropriate
features for the ML algorithms or were designed as a host-
based detection tool. Also, Bothunter which was discussed in
section III is unable to detect encrypted communication traffic
which is an inherent weakness of signature based tools. There
is no indication of research being conducted that uses binary
classification algorithms alongside a manual feature selection
method to detect Zeus network traffic. This research proposes
selecting the features manually for the Decision Tree (DT),
Random Forest (RF) and SVM classification algorithms
allowing the appropriate features to be discovered manually.
This allows greater flexibility and more control over which
features that can be used by the algorithms and which features
produce the best detection results. Precision, Recall and F-
score will be used to determine the accuracy of the ML
algorithms and a confusion matrix will also be generated, as
shown in table 1, which identifies how many Zeus flows and
benign traffic flows were correctly identified. The following
variables are used to quantify the accuracy of the ML
algorithms, and are defined below:

Recall = TP /(TP + FN) (1)

Precision = TP /(TP + FP) 2)

The F-score is the calculated mean of the Recall and
Precision scores. If this value is 1 then the accuracy of the
algorithm is 100% and if the value is 0 then the accuracy of the
algorithm is 0%.

B. Research Methodology

Zeus can obfuscate its payload by encrypting the
network datagrams however, this research will not attempt to

Table 1. Confusion matrix used to measure the detection

accuracy

Predicted Zeus Predicted Benign
Actual Zeus (TP) (FN)
Actual benign (FP) (TN)

decrypt the network communication traffic during the
classification of the Zeus malware. This research will use the
Decision Tree (DT), Random Forest (RF) and SVM algorithms
to detect and classify the communication traffic as either
malware or benign. This research focused on the general
datagram structure of the network packets for the classification
and detection activities and the following framework, described
by the authors in [14] was followed:

e Obtained the Zeus and benign traffic samples and then
split the data into a training and evaluation dataset.

e Selected the appropriate algorithms for the task and
trained and evaluated the ML algorithms.

C. Data Collection

The Zeus samples for this research were obtained
from Zeustracker [21], a website which monitors Zeus C&C
activities, and were downloaded as pcap files in February this
year. The benign traffic samples were collected manually from
a new installation of Windows 10, version 10.0.17763.615, and
were also collected during the same time. To ensure that both
the Zeus and benign samples were comparable, 524 samples of
each were used during this research (total of 1048). From each
sample, 44 statistical features were extracted and a description
of all the features can be found at [22]. Through
experimentation, the following 13 features were identified to
produce the best results and were subsequently used during this
research: Total fpackets - Total packets in the forward
direction; Total fvolume - Total bytes in the forward direction;
Total bpackets - Total packets in the backward direction;
Total bvolume - Total bytes in the backward direction;
Min_fpktl - The size of the smallest packet sent in the forward
direction (in bytes); Mean_fpktl - The mean size of packets
sent in the forward direction (in bytes); Max_fpktl - The size of
the largest packet sent in the forward direction (in bytes);
Std fpktl - The standard deviation from the mean of the
packets sent in the forward direction (in bytes); Min_bpktl -
The size of the smallest packet sent in the backward direction
(in bytes), Mean bpktl - The mean size of packets sent in the
backward direction (in bytes), Max bpktl - The size of the
largest packet sent in the backward direction (in bytes),
Std bkptl - The standard deviation from the mean of the
packets sent in the backward direction (in bytes), Min_fiat -
The minimum amount of time between two packets sent in the
forward direction (in microseconds).

D. Data Preparation

To prepare the data for the ML algorithms, the
statistical features from the datagrams were extracted using
Netmate-flowcalc (NF), a tool developed by [15], and then
exported into a CSV file. A flow is a sequence of packets
flowing between a source and a destination during a specific




period of time. NF was used because it is an open source tool
that can extract the statistical features required by the ML
algorithms and has been used by other researchers such as [12].
NF extracts 44 features of which 13 were used during this
research and were discussed in section IV C. The statistical
features of both Zeus and the benign traffic were then exported
into a Pandas’ data frame and an additional column called
‘is_botnet’ was created and was used as the label which is what
the ML algorithms were trained against. The label was set to 1
to identify Zeus traffic and 0 to identify benign traffic. These
were then combined and randomized in another Panda’s frame
and a sample of this dataset can be seen in table 2.

E. Feature Selection and Training the Dataset

One of the main issues in ML is selecting the
appropriate features from the dataset. In [16] the author states
that a dataset could have many features and selecting the best
features has many benefits and these include:

e Variance (overfitting) is reduced, as this can produce
incorrect results.

e Computational cost and the time for running the
algorithm is reduced.

e Enables the ML algorithm to learn faster.

In [17] the authors discuss several techniques that can
be used for feature selection and these predominately include:

e Filter methods - Feature selection is independent of the
machine learning algorithm.

e  Wrapper methods - A subset of the features are selected
and the ML algorithm is trained. Based on the results,
features are either removed or added. The test is then
repeated until the required results are obtained.

The analysis conducted for this research used the
wrapper method allowing the features to be manually selected.
The number of features were increased and decreased manually
which had an impact on the detection accuracy and the
experimental results of this are discussed in section V. K-Fold
cross validation (10-Fold) was used to analyze the training
dataset and 70% of the dataset was used for training and
validation and the remaining 30% of the dataset was used for
testing. There were a total of 1048 samples used in this
research experiment of which 524 belonged to Zeus and 524
belonged to benign traffic.

TABLE 2. COMBINED ZEUS AND BENIGN STAISTICS IN A SINGLE PANDAS'
FRAME

sflow_fbytes | sflow_bpackets | sflow_bbytes | fpsh_cnt| bpsh_cnt|furg_cnt|burg_cnt |total_fhlen |total_bhlen |is_botnet
228 0 0 28 0

1204 10 4207 412 412

1280 4012 412 372

314 3¢3 292 172

172

48 120

668 48 0
28 20

468 0

130

321

co|lo|o|o|o|o|o|o|ole

1
0
0
0
28 0 1
1
1
0
1
1

olo|o|o|o|o=lwe|s]o
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0

4

9 4

2 1

0 0

27 6 2594 0
0 0

1 0

0 0

6 0

334 2579 48 120

V.RESEARCH RESULTS

A. Evaluation of the Decision Tree (DT) Algorithm

The DT algorithm is one of the best and most
important ML algorithms used for predictive modelling and is
very good at predicting binary decisions and is very fast [18].
For this reason, it is well suited for this prediction problem as
this analysis is aiming to detect if the datagram is Zeus or
benign. The DT algorithm was trained by manually adding and
removing features and it was observed that the best results
were obtained when using the 13 features discussed in section
IV C. Best is defined by the F-score and was calculated around
93% for Zeus and around 95% for the benign traffic. The
accuracy results can be seen in table 3. The DT algorithm was
then tested using the same 13 features and the predication
results are shown in table 4. Table 4 shows that out of 158 Zeus
samples 12 were incorrectly classified and out of 157 benign
traffic samples 7 were incorrectly classified.

B.Evaluation of the Random Forest (RF) Algorithm

According to [19], the RF algorithm is a supervised
ML algorithm which builds and combines multiple decision
trees and can reduce overfitting and variance and can provide
more accurate results than other binary -classification
algorithms. The RF algorithm was trained using the wrapper
method and it was determined that the best results were
achieved by using the following 3 features: total fpackets;
total fvolume; total bpackets. The accuracy results of using
these 3 features can be seen in table 5 which show that the
accuracy for Zeus was around 95% and at around 93% for
benign traffic. However, for the comparison conducted during
this research, the 13 features discussed in section IV C were
also used during the analysis and the accuracy results of using
these 13 features is depicted in table 6.

TABLE 3. ACCURACY RESULTS OF TRAINING THE DT ALGORITHM

Zeus Benign
Precision 93 93
Recall 92 96
F-score 93 95

TABLE 4. CONFUSION MATRIX USED TO MEASURE THE DETECTION ACCURACY

Predicted Zeus Predicted Benign

Actual Zeus 146 12

Actual benign 7 150

TABLE 5. ACCURACY RESULTS OF TRAINING THE RF ALGORITHM USING 3

FEATURES
Zeus Benign
Precision 93 93
Recall 96 93
F-score 95 93

TABLE 6. ACCURACY RESULTS OF TRAINING THE RF ALGORITHM USING THE
13 FEATURES DESCRIBED IN SECTION IV C

Zeus Benign
Precision 89 1
Recall 1 84
F-score 93 92




The RF algorithm was then tested using the 3 best features
and the results can be seen in table 7. The 13 features
discussed in section IV C were also used during the testing and
the results of this can be seen in table 8. Table 7 shows that out
of 164 Zeus samples 7 were incorrectly classified and out of
151 benign traffic samples 11 were incorrectly classified.
Table 8 shows that out of 158 Zeus samples 0 were incorrectly
classified and out of 157 benign traffic samples 25 were
incorrectly classified.

B. Evaluatoin of the SVM Algorithm

According to [20], the SVM algorithm is a supervised
ML algorithm which directly gives us the resultant classes, in
this case the class is either Zeus or benign traffic. It works well
with both structured and unstructured data and is able to solve
complex problems and [20] also states that SVM can reduce
overfitting and can produce good results. The SVM algorithm
was trained using the same 13 features discussed in section IV
C and the results are depicted in table 9 which shows an F-
score of 91% for Zeus and 92% for benign traffic. The SVM
algorithm was then tested using the same 13 features and table
10 shows the predication results. Table 10 shows that out of
158 Zeus samples 17 were incorrectly classified and out of 157
benign traffic samples 10 were incorrectly classified.

C. Analysis

Manually selecting and using the 13 features discussed in
section IV C for the three algorithms have produced acceptable
detection results and the accuracy of these algorithms are
compared in Fig. 1. The DT algorithm produced an F-score of
93%, the RF algorithms produced an F-score of 95% and the
SVM algorithm produced F-score of 91% when classifying
Zeus. This shows that the RF algorithm performed the best
with DT in second place and SVM in third.

TABLE 7. CONFUSION MATRIX USED TO MEASURE THE DETECTION ACCURACY
OF RF WHEN USING 3 FEATURES

Predicted Zeus Predicted Benign

Actual Zeus 157 7

Actual benign 11 140

TABLE 8. CONFUSION MATRIX USED TO MEASURE THE DETECTION ACCURACY
OF RF WHEN THE 13 FEATURES DISCUSSED IN SECTION IV C

Predicted Zeus Predicted Benign

Actual Zeus 158 0

Actual benign 25 132

TABLE 9. ACCURACY RESULTS OF TRAINING THE SVM ALGORITHM

Zeus Benign
Precision 93 90
Recall 89 94
F-score 91 92

TABLE 10. CONFUSION MATRIX USED TO MEASURE THE DETECTION
ACCURACY OF SVM

Predicted Zeus Predicted Benign

Actual Zeus 141 17

Actual benign 10 147

A comparison of all the algorithms’ precision, recall and F-
scores using the same 13 features can be seen in Fig.2 and
shows that the best performing algorithm was RF for detecting
Zeus with SVM performing the worst. Fig. 3 shows how each
of the algorithms performed when detecting benign traffic and
Fig 4 shows the false positive rates for the algorithms when
detecting Zeus. The analysis shows that the DT algorithm
performs the best when detecting benign traffic with RF
coming second. However, it can be noted that the RF algorithm
doesn’t mis-classify any of the Zeus network datagrams.

VI. CONCLUSION

This research has shown that ML algorithms using a
manual feature selection process can be a viable solution for
detecting banking malware. It has also shown that using a
manual feature selection process produces better results than
those produced by automated feature selection processes as
discussed by the authors in section III. Furthermore, this
research has shown that the Zeus banking malware can be
detected even though it may be encrypted thus resolving the
issue faced by signature-based detection techniques.

A. Further Work

It is acknowledged that further testing should be conducted
on newer variant of Zeus and there is a need to test against
other banking malware variants such as Neverquest. There is
also a need to test against a larger dataset to enhance the
detection results. Additionally, the manual feature selection can
be expanded to other binary classification algorithms and then
further expanded and tested on other machines learning
approaches such as unsupervised machine learning algorithms.
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Fig.1. Accuracy (fl) results for detetcing Zeus when using the 13 features
discussed in section IV C
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Fig.2. Comparison of the DT, RF and SVM training results when used with

the manual feature selection process.

100

90
80
70
60
50
DT RF SVvM

Fig.3. Comparison of the algorithms detection results for benign traffic.
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Fig.4. Comparison of the false positive rates of the DT, RF and SVM

algorithms when deteing Zeus

(1]

(2]

(3]

(4]

(3]

(6]

(7]

REFERENCES

Falliere, N. and Chien, E. “Zeus: King of the bots.”
https://www.forbes.com/sites/stevemorgan/2015/11/24/ibms-ceo-on-
hackers-cyber-crime-is-the-greatest-threat-to-every-company-in-the-
world/#1075f3987310, (accessed Nov, 3, 2019).

Jang-Jaccard, J. and Nepal, S., “A survey of emerging threats in
cybersecurity,” in Journal of Computer and System Sciences, Aug 2014.
[online]. Available:
https://www.sciencedirect.com/science/article/pii/S0022000014000178.

Clarke, J. “Cyber crime 'cost UK residents £210 each in the last year.”
http://www.independent.co.uk/news/uk/crime/cyber-crime-hacking-
fraud-213-a-year-a7365816.html (accessed May. 30, 2017).

Kazi, M., Woodhead, S. and Gan, D, “A contempory Taxonomy of
Banking Malware,” presented at the First International Conference on
Secure Cyber Computing and Communications. Jalandhar, India, Feb.
25,2019.

Zaharia, A. “The Top 10 Most Dangerous Malware That Can Empty
Your Bank Account.” https://heimdalsecurity.com/blog/top-financial-
malware/ (accessed Aug. 17, 2019).

Etaher, N., Weir, G.R. and Alazab, M., “From zeus to zitmo: Trends in
banking malware,” in Researchgate, Aug, 2015. [Online]. Available:
https://www.researchgate.net/publication/308809590 From ZeuS_to Zi
tmo_Trends in Banking Malware.

Ibrahim, L.M. and Thanon, K.H., “Analysis and detection of the zeus
botnet crimeware,” in International Journal of Computer Science and
Information Security, Sep, 2015. [Online]. Available:

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

(21]

[22]

https://www.researchgate.net/publication/329220586_Analysis_and Det
ection_of the Zeus Botnet Crimeware.

Falliere, N. and Chien, E., “Zeus: King of the bots.”
https://www.forbes.com/sites/stevemorgan/2015/11/24/ibms-ceo-on-
hackers-cyber-crime-is-the-greatest-threat-to-every-company-in-the-
world/#1075f3987310 (accessed Aug. 17, 2019).

Researcher), L., “Gameover: ZeuS with P2P Functionality Disrupted,”
in TrendLabs Security Intelligence Blog, Jun, 2014. [Online]. Available:
https://blog.trendmicro.com/trendlabs-security-intelligence/gameover-
zeus-with-p2p-functionality-disrupted/.

Wyke, J. “Gameover malware returns from the dead”
https://nakedsecurity.sophos.com/2014/07/13/gameover-malware-
returns-from-the-dead/ (accessed Sep. 18, 2017).

Gu, G., Porras, P.A., Yegneswaran, V., Fong, M.W. and Lee, W.,
“Bothunter: Detecting malware infection through ids-driven dialog
correlation,” in Researchgate, Jan, 2008. [Online]. Available:
https://www.researchgate.net/publication/221260587_ BotMiner_Cluster
ing_Analysis_of Network Traffic for Protocol- and Structure-
Independent Botnet Detection.

Azab, A., Alazab, M. and Aiash, M., “Machine learning based botnet
identification traffic,” in Researchgate, Aug, 2016. [Online]. Available:
[https://www.researchgate.net/publication/313539120 Machine Learnin
g Based Botnet Identification Traffic.

Soniya, B. and Wilscy, M., “Detection of randomized bot command and
control traffic on an end-point host,” in Alexandria Engineering Journal,
Nov, 2015. [Online]. Available:
https://core.ac.uk/download/pdf/82700010.pdf.

Mayo, M. “Frameworks for Approaching the Machine Learning
Process.” https://www.kdnuggets.com/2018/05/general-approaches-
machine-learning-process.html (accessed May. 20, 2019].

Zander, S. and Schmoll, C. “DanielArndt/netmate-flowcalc.”
https://github.com/DanielArndt/netmate-flowcalc (accessed Apr. 1,
2019].

Albon, C. “Feature Selection Using Random Forest.”
https://chrisalbon.com/machine learning/trees_and_forests/feature selec
tion_using random_forest/ (accessed Apr. 4, 2019).

Kaushik, S. “Feature Selection methods with example.”
https://www.analyticsvidhya.com/blog/2016/12/introduction-to-feature-
selection-methods-with-an-example-or-how-to-select-the-right-
variables/ (accessed Jun. 4, 2019).

Anand, G. “TOP 10 Machine Learning Algorithms.”
https://blog.goodaudience.com/top-10-machine-learning-algorithms-
2a9a3elbdaff (accessed May. 31, 2019).

Liberman, N. “Decision Trees and Random Forests.”
https://towardsdatascience.com/decision-trees-and-random-forests-
df0c3123f991 (accessed Jun. 2, 2019).

Statinfer.com. “SVM: Advantages Disadvantages and Applications —
Statinfer.” https://statinfer.com/204-6-8-svm-advantages-disadvantages-
applications/ (accessed Aug. 19, 2019).

Huessy, R. “Zeustracker.abuse.ch.” https://zeustracker.abuse.ch/
(accessed Feb. 1,2019).

Code.google.com.https://code.google.com/archive/p/netmate-
flowcalc/wikis/Features.wiki (accessed Mar. 1, 2019).




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /blex
    /blsy
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /Cmb10
    /CMB10
    /Cmbsy10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /Cmbx10
    /CMBX10
    /Cmbx12
    /CMBX12
    /Cmbx5
    /CMBX5
    /Cmbx6
    /CMBX6
    /Cmbx7
    /CMBX7
    /Cmbx8
    /CMBX8
    /Cmbx9
    /CMBX9
    /Cmbxsl10
    /CMBXSL10
    /Cmbxti10
    /CMBXTI10
    /Cmcsc10
    /CMCSC10
    /Cmcsc8
    /CMCSC8
    /Cmcsc9
    /CMCSC9
    /Cmdunh10
    /CMDUNH10
    /Cmex10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /Cmff10
    /CMFF10
    /Cmfi10
    /CMFI10
    /Cmfib8
    /CMFIB8
    /Cminch
    /CMINCH
    /Cmitt10
    /CMITT10
    /Cmmi10
    /CMMI10
    /Cmmi12
    /CMMI12
    /Cmmi5
    /CMMI5
    /Cmmi6
    /CMMI6
    /Cmmi7
    /CMMI7
    /Cmmi8
    /CMMI8
    /Cmmi9
    /CMMI9
    /Cmmib10
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /Cmr10
    /CMR10
    /Cmr12
    /CMR12
    /Cmr17
    /CMR17
    /Cmr5
    /CMR5
    /Cmr6
    /CMR6
    /Cmr7
    /CMR7
    /Cmr8
    /CMR8
    /Cmr9
    /CMR9
    /Cmsl10
    /CMSL10
    /Cmsl12
    /CMSL12
    /Cmsl8
    /CMSL8
    /Cmsl9
    /CMSL9
    /Cmsltt10
    /CMSLTT10
    /Cmss10
    /CMSS10
    /Cmss12
    /CMSS12
    /Cmss17
    /CMSS17
    /Cmss8
    /CMSS8
    /Cmss9
    /CMSS9
    /Cmssbx10
    /CMSSBX10
    /Cmssdc10
    /CMSSDC10
    /Cmssi10
    /CMSSI10
    /Cmssi12
    /CMSSI12
    /Cmssi17
    /CMSSI17
    /Cmssi8
    /CMSSI8
    /Cmssi9
    /CMSSI9
    /Cmssq8
    /CMSSQ8
    /Cmssqi8
    /CMSSQI8
    /Cmsy10
    /CMSY10
    /Cmsy5
    /CMSY5
    /Cmsy6
    /CMSY6
    /Cmsy7
    /CMSY7
    /Cmsy8
    /CMSY8
    /Cmsy9
    /CMSY9
    /Cmtcsc10
    /CMTCSC10
    /Cmtex10
    /CMTEX10
    /Cmtex8
    /CMTEX8
    /Cmtex9
    /CMTEX9
    /Cmti10
    /CMTI10
    /Cmti12
    /CMTI12
    /Cmti7
    /CMTI7
    /Cmti8
    /CMTI8
    /Cmti9
    /CMTI9
    /Cmtt10
    /CMTT10
    /Cmtt12
    /CMTT12
    /Cmtt8
    /CMTT8
    /Cmtt9
    /CMTT9
    /Cmu10
    /CMU10
    /Cmvtt10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Dcb10
    /Dcbx10
    /Dcbxsl10
    /Dcbxti10
    /Dccsc10
    /Dcitt10
    /Dcr10
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /DoulosSIL
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KristenITC-Regular
    /KrutiDev040Bold
    /KrutiDev040BoldItalic
    /KrutiDev040Condensed
    /KrutiDev040Italic
    /KrutiDev040Thin
    /KrutiDev040Wide
    /KrutiDev060
    /KrutiDev060Bold
    /KrutiDev060BoldItalic
    /KrutiDev060Condensed
    /KrutiDev060Italic
    /KrutiDev060Thin
    /KrutiDev060Wide
    /KrutiDev070
    /KrutiDev070Condensed
    /KrutiDev070Italic
    /KrutiDev070Thin
    /KrutiDev070Wide
    /KrutiDev080
    /KrutiDev080Condensed
    /KrutiDev080Italic
    /KrutiDev080Wide
    /KrutiDev090
    /KrutiDev090Bold
    /KrutiDev090BoldItalic
    /KrutiDev090Condensed
    /KrutiDev090Italic
    /KrutiDev090Thin
    /KrutiDev090Wide
    /KrutiDev100
    /KrutiDev100Bold
    /KrutiDev100BoldItalic
    /KrutiDev100Condensed
    /KrutiDev100Italic
    /KrutiDev100Thin
    /KrutiDev100Wide
    /KrutiDev120
    /KrutiDev120Condensed
    /KrutiDev120Thin
    /KrutiDev120Wide
    /KrutiDev130
    /KrutiDev130Condensed
    /KrutiDev130Thin
    /KrutiDev130Wide
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MTExtraTiger
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SILDoulosIPA
    /SimHei
    /SimSun
    /SimSun-PUA
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /SymbolTiger
    /SymbolTigerExpert
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Tiger
    /TigerExpert
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata pogodnih za pouzdani prikaz i ispis poslovnih dokumenata koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


