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Abstract—The conventional solution for providing data
confidentiality is by means of encryption (a branch of
cryptography). However, encryption schemes are generally
designed to provide a certain level of security without
necessarily taking resource consumption into account. This
poses an issue for Internet of Things (IoT) devices which
are limited in terms of storage capacity and computational
capabilities. In this paper, we discuss the capabilities of
cryptographic solutions for providing data confidentiality
and we evaluate whether these solutions are appropriate for
IoT networks in terms of resource consumption. Based on the
identified drawbacks of cryptographic solutions, we discuss
opportunities within the area of physical-layer security (PLS).
Finally, we provide an overview of PLS schemes which aim
to enhance data confidentiality in IoT networks.

Index Terms—Cryptography, Data Confidentiality, Infor-
mation Security, Internet of Things, Physical-Layer Security

I. INTRODUCTION

The Internet of Things (IoT) represents the idea of
connecting physical objects with the internet. The aim is
to enhance the quality of lives by embedding perception
abilities in physical objects to sight, hear, touch, talk
together and share information, hence transforming them
to smart objects. IoT has proven their significance in
many domains such as healthcare, transportation, industrial
automation, agriculture, military applications, and public
safety [1]. In the near future, it is expected that IoT will
significantly contribute to the overall quality of life and
global economy, which will open the doors for many
businesses and applications. Namely, 45% of the internet
traffic is estimated to come from machine-to-machine
(M2M)-type communication by as early as 2022 [2]. It is
estimated that there will be 30.9 billion active connections
of IoT devices, with an overall economic impact in the
range of $2.7 to $6.2 trillion, by 2025 [3].

Internet connected IoT devices are limited in terms of
energy and hardware resources but sometimes deployed in
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very sensitive locations and scenarios. This puts stringest
requirements on the security and privacy of deployed
devices and the collected data. Unfortunately, the re-
source scarcity coupled with profit-driven businesses have
stimulated manufacturers to potentially design vulnerable
devices. This has opened the doors for adversaries to
exploit those devices and access sensitive information with
little to no effort [4]. One examples relates to the incident
where the wireless interface of the pacemaker on US
Vice President Dick Cheney got disabled [5]. The Domain
Name System (DNS) provider Dyn suffered from an attack
from IoT-specific malware, called Mirai, which caused the
company to lose 8% of its customer base [6]. Such security
incidents can potentially limit confidence over the huge
deployment of IoT networks.

In general, security is a broad term that encompasses
several properties that must be provided in order to
achieve end-to-end security in any information network.
One important security property is data confidentiality.
To achieve data confidentiality, the contents of the data
must only be exposed to personnel which has been au-
thenticated by some mechanism prior to accessing the
data. The confidentiality of the data must be ensured at
rest (i.e., storage) and in transit (i.e., during transmission).
Generally, confidentiality is achieved through encryption;
however, in the context of IoT, ensuring confidentiality
becomes a challenge due to the large number of devices
and their resource constraints. On the one hand scalability
becomes a challenge, while on the other hand devices’
resources hinders to directly apply conventional encryption
schemes in the IoT.

In this paper, we take a closer look into the capabilities
and limitations of cryptographic solutions as well as
physical-layer solutions for providing data confidentiality
in IoT networks. In section II, we examine the capabilities
and limitations of cryptographic solutions. In section III,
we examine the capabilities and limitations of physical-
layer security (PLS) solutions. Finally, we conclude this
paper in section IV.



II. DATA CONFIDENTIALITY THROUGH
CRYPTOGRAPHY

The conventional solution for providing data confiden-
tiality in wireless communication is by means of cryp-
tography. Cryptographic solutions can be separated as
symmetric key cryptography and asymmetric key cryp-
tography (i.e., public key cryptography). Table I presents
a comparison between these two types.

TABLE 1
A COMPARISON BETWEEN SYMMETRIC AND ASYMMETRIC KEY
CRYPTOGRAPHY.

Symmetric Key Asymmetric Key

Attribute

Cryptography Cryptography
The same key is A pair of keys is
Key used for encryption used (i.e., a public and

and decryption
Out-of-band

private key)

Key Exchange In-band

Algorithm Less complex . .
Complexity and faster Complex and slower
Size of the Equal to the Equal or larger than
Ciphertext plaintext the plaintext
Examples of .
Encryption AES ECCN¥§1£2I11ece,
Algorithms

A. Symmetric Key Cryptography
Symmetric key cryptography, the cryptographic

infrastructure in which both communicating parties
share a unique key that can be used for encryption
and decryption, is well-known for its ability to provide
data confidentiality with a relatively low consumption
footprint. However, it suffers from limitations in terms
of key distribution and management, especially for
large-scale networks [7].

Authenticated Key Exchange. Authentication and key
establishment are fundamental pre-requisites in setting
up secure communication between two or more users.
However, these two steps are generally intertwined. There
are two kinds of schemes that arrange an authenticated
exchange of symmetric keys:

o Key pre-distribution relies on an in-band key ex-
change to securely, and in an authenticated manner,
distribute long-lived symmetric keys to any pair of
users. The use of a particular symmetric key informs
both users who they are communicating with.

o Session key distribution relies on a key distribu-
tion center (KDC) which every user shares a pre-
distributed long-lived symmetric key with. This key
enables secure communication between a user and the
KDC and it allows any user to request the KDC for
the secure distribution of a short-lived symmetric key
(i.e., session key) with any other user on-demand.

Both schemes require some physical (i.e., out-of-band)
process that involves both authentication along with
a pre-distribution of long-lived symmetric keys. This
requirement is known as the key distribution problem. Both
schemes also suffer from scalability and interoperability

issues [8], and are therefore mainly used in closed
environments. These solutions may still be suitable for
smart homes or industrial IoT (IIoT) networks, but not
for general IoT applications in which devices have no
initial knowledge of each other nor can they establish a
pre-distributed key.

Lightweight Symmetric Encryption Algorithms. The
main advantage of symmetric encryption algorithms over
asymmetric encryption algorithms is their computational
efficiency. These algorithms (i.e., ciphers) can be designed
for implementation in software (i.e., code running on a
specific processor or micro-controller), in hardware (i.e.,
full-custom chip-design, generally using application spe-
cific integrated circuits (ASIC) or a field programmable
gate array (FPGA) technology), or in both [9]. The variety
of implementation platforms complicates the efficiency
comparison [10]. The design of lightweight ciphers has
been an active area of research since 2005 [11], composed
of block ciphers and stream ciphers.

e Block ciphers operate on fixed-length strings (i.e.,
blocks) of plaintext bits that are encrypted using the
same key. The advanced encryption standard (AES)
[12] is perhaps the most well-known block cipher.
Novel variants of AES, presented in [13] and [14],
made improvements for implementation in resource
constrained devices.

e Stream ciphers operate on individual plaintext bits
that are encrypted with a so-called keystream. This
keystream can be constructed from the key itself or
by combining the key with plaintext bits. Some note-
worthy stream ciphers resulted from the eSTREAM
project [15] that targeted to deliver a small portfolio
of promising stream ciphers with a better perfor-
mance than AES in CTR (stream cipher) mode.

Stream ciphers were thought to offer substantial
advantages in resource constrained applications, but
this claim was rejected in [16]. Even more, [17] stated
that stream ciphers are often considered inferior to
block ciphers. Despite the continuous development of
lightweight ciphers, [18] concluded that AES remains the
preferred choice for provisioning security.

Standardization Efforts. A variety of standardized
encryption schemes that are deployed today, such as
AES, were developed as part of international competi-
tions initiated by the National Institute of Standards and
Technology (NIST). Unfortunately, the competition which
led to the development of AES did not consider the
strict requirements of resource constrained devices in IoT
networks. Therefore, NIST launched a competition in 2015
for the development of lightweight cryptographic solutions
that are suitable for securing sensor networks, healthcare,
distributed control systems, as well as the IoT [19]. As
of March 29, 2021, the competition reached the final
round with ten candidates remaining of which the winners
are expected to be announced in early 2022. It is worth
mentioning that the proposals for lightweight encryption
schemes are all based on symmetric key cryptography and
most of these are block ciphers.



B. Asymmetric Key Cryptography

The concept of asymmetric key cryptography was
first proposed by Diffie and Hellman in 1976 [20].
This approach of cryptography was presented as a
solution to the key distribution problem. As discussed
previously, securely sharing a key is often problematic as
it usually requires physical interaction. Asymmetric key
cryptography solves this problem by allowing every user
to generate a pair of mathematically linked keys, a private
key, and a corresponding public key. The private key
is kept secret whereas the public key can be openly shared.

Authenticated Key Exchange. Asymmetric key cryp-
tography and its key exchange schemes are known for its
scalability properties. These schemes are therefore adopted
in the Internet, as they allow two or more users to establish
secure communication without requiring them to have any
initial knowledge of each other.

o Key transport schemes utilizes a trusted third party
(TTP) (e.g., certification authority, private key gen-
erator) to establish a pair of mathematically linked
keys, the public key and the private key. In an authen-
ticated manner (e.g., through signature verification
on public key certificates in PKI), the public key
can be disseminated and used by any other user that
wishes to securely communicate with the owner of
that public key. Any user can use the public key
to encrypt and transmit the encrypted data whereas
only the owner of the corresponding private key can
decrypt the message [21].

o Key agreement schemes are similar to key transport
schemes in the sense of utilizing a TTP to establish
a public and private key pair. However, instead of
utilizing the public key in encryption algorithms to
secure communication, the public key are used in a
key agreement protocol. This protocol results in the
establishment of a unique key that will only be known
by the participating users. This key is symmetric,
and can therefore be used in lightweight symmetric
encryption algorithms [21].

Due to the mathematical structure that the key pairs
are based on, both schemes involve heavy computations
[7]. Providing data confidentiality through key transport
schemes is considered resource intensive due to the
constant use of asymmetric encryption and decryption
algorithms. The main advantage of key agreement
schemes is its ability to enable key distribution in
large-scale IoT networks while simultaneously allowing
data confidentiality to be provided through lightweight
symmetric ciphers.

Lightweight Asymmetric Encryption Schemes. The
performance of asymmetric encryption (and decryption)
algorithms is closely related to the underlying intractable
computational problem (e.g., integer factorization, discrete
logarithm problem) since it specifies the size of the
domain, key parameters, and arithmetic operations (e.g.,
addition, multiplication, exponentiation, bilinear pairings)
[21]. The following asymmetric cryptosystems have been
proposed for constrained devices [7].

e Rabin’s Cryptosystem [22] is known for its effi-
cient encryption algorithm compared to its decryption
counterpart. This asymmetry could be beneficial for
IoT networks where resource constrained devices
encrypt the data while decryption is performed by a
more powerful device [23]. Schemes were proposed
for wireless sensor networks (WSNs) [24], but has
not been promoted in more recent literature.

o Elliptic Curve Cryptosystem [25] is known for its per-
formance for achieving higher levels of bit-security.
It was demonstrated in [16] that ECC allows for
compact implementations and claimed that optimized
software algorithms enable ECC operations below
one second for 80-bit security on resource constrained
devices. ECC is the most suitable asymmetric cryp-
tosystem for constrained devices according to [18].

o McEliece’s Cryptosystem [26] is notorious for its
large key sizes. Its encryption and decryption algo-
rithms are very fast [27], even for large key sizes, but
received little attention for network with constrained
devices due to its memory storage requirement.

e NTRU Cryptosystem [28] relies on lattice-based op-
erations which are considered relatively efficient. In
comparison to RSA or ECC, evaluations from [23],
[29] show that NTRU is quite fast and involve less
consumption on different devices including FPGAs
and microcontrollers. Its main drawback is message
expansion, causing additional power consumption for
data transmission [23].

The performance gap between symmetric encryption algo-
rithms and asymmetric encryption algorithms was quanti-
fied in [16] and [18]. It was stated that an optimized ECC
algorithm may still perform 100 to 1,000 times slower than
a standard symmetric cipher such as AES. This correlates
to a two- to three orders of magnitude higher power
consumption [16].

C. Concluding Remarks

The limited hardware, low-complexity, and energy con-
straints of IoT devices along with the scalability of IoT
networks presents unique challenges to the development of
lightweight solutions. The most lightweight cryptographic
solution would be to utilize asymmetric key cryptography
for the purpose of key distribution, a key agreement
protocol to enable the establishment of pairwise symmetric
keys, and then take advantage of the performance benefits
of symmetric encryption algorithm to provide data confi-
dentiality. This “lightweight” solution would still suffers
from having to utilize complex and energy inefficient
procedures. Instead, physical-layer solutions may be able
to provide data confidentiality with a reduced complexity
requirement. For example, physical-layer techniques may
enable the establishment of a symmetric key for any
pair of devices, effectively replacing the establishment
of asymmetric keys, the exchange and verification of the
legitimacy of the public keys, and the execution of a key
agreement protocol. Therefore, robust PLS methods may
supplement or replace cryptographic solutions to enhance
data confidentiality at minimal expense.



III. DATA CONFIDENTIALITY THROUGH
PHYSICAL-LAYER SECURITY

PLS schemes present an alternative for providing data
confidentiality by exploiting the random, unique, and nat-
ural fingerprints in wireless fading channels between the
transmitter and the intended receiver [30]. Encoding and
decoding schemes are based on physical-layer parameters
such as modulation type, channel coding, and symbol
mapping. Providing data confidentiality via PLS has be-
come more and more popular, especially for securing IoT
network scenarios, but still requires significant research
efforts prior to its adoption [31]. It it worth mentioning that
not all available PLS solutions comply with IoT systems.
As an example, many modern communication systems
possess multiple antennas and can therefore benefit from
the inherent degrees-of-freedom, whereas IoT devices are
generally limited to a single antenna.

We identified four main categories to provide data
confidentiality in IoT systems through PLS: (i) signal
source indistinguishability, (ii) channel coding, (iii) arti-
ficial noise, and (iv) unique signal design. In this section,
we explore the significant PLS solutions proposed for each
category.

A. Signal Source Indistinguishability Approaches

The signal source indistinguishability approaches rely
on the intrinsic challenge of mapping an over-the-air
radio signal to the actual transducer. If we assume an
anonymous transmission (i.e., no local identifiers have
been used to link the message to the transmitter), mapping
the radio signal to its transmitter is a challenging task.
This approach is also interesting for its ability to generate
shared secret keys, thus enforcing confidentiality.

A preliminary scheme was presented in [32] where each
radio signal is adopted to probabilistically establish one
secret bit. The bit value is complemented as a function of
the transmitted identity, thus allowing only the transmitter
and receiver to correctly decode (complement) its value. If
the eavesdropper cannot associate the signal to the source,
it does not know whether to complement the bit value.
This scheme was designed for pairs of users and has been
extended in [33] to suit a network-wide environment.

Another scheme [34] uses a full duplex transducer to
transmit and receive on two randomly chosen frequencies.
The pair of users experience one of two possible scenarios:
a collision when both the transmitter and receiver are
on the same frequency, or a successful exchange. In the
second case, only the two users are aware of the allocation
of the two frequencies, i.e., the one is used for transmitting
and the one for receiving, and therefore they can exploit
this uncertainty to generate one secret bit.

All source indistinguishability-based schemes suffer
from attacks that attempt to locate one or more users
involved in the protocol. As soon as localization of a user
leaks its identity, i.e., identification via localization, the
generation of the bit is no longer secret. This attack can
be deployed with classical localization techniques such as
triangulation and trilateration, but requires an adversary to
deploy multiple sensors in the area.

B. Channel Coding Approaches

Channel coding schemes play a key role in PLS-based
approaches, especially in case the channel of the intended
user is more powerful than that of an eavesdropper. In
channel coding-based approaches, the data is encoded by
the transmitter using a unique error-correcting code in such
a way that the intended receiver is capable of decoding.
Any eavesdropper, generally suffering from a degraded
channel, would be unable to correctly decode the data.

The authors of [35] investigated the fundamental limits
and coding methods of the wiretap channel from an
information-theoretic perspective. The authors presented a
way of exploiting the capacity achieving codes to achieve
secrecy capacity. This is achieved using the codes capable
of achieving the eavesdropper’s capacity. In particular, the
authors verified the feasibility of designing linear time
decodable secrecy codes exploiting low density parity
check (LDPC) codes. The main channel is assumed to
be noiseless while the wiretap channel is considered as
a binary erasure channel (BEC). This work was extended
in [36], proposing a secure coding scheme for a type 1I
wiretap channel where the wiretap channel is a memory-
less binary-input output-symmetric (MBIOS) channel.

The work presented in [37] proposes an LDPC code-
based coding scheme for the Gaussian wiretap channel and
exhibits certain practical features. Namely, the scheme is
applicable to finite block length, encodable in linear time,
and can be combined with existing cryptographic protocols
to minimize the security gap. The authors define the
security gap as a measure of separation between thresholds
of reliability and security of error-correcting codes. The
authors presented the security gap as low as a few dB,
which seems to be an improvement over conventional
error-correcting codes.

The authors in [38] proposed a polar code-based coding
scheme that works for a wide range of wiretap channels
achieving secrecy capacity, provided that both the main
and wiretap channels are symmetric and binary input and
that the wiretap channel is degraded with respect to the
main channel. In addition, the authors provide a modified
version of the proposal which has stronger security and
achieves secrecy capacity. However, the main channel
must be noiseless to ensure reliability. This work was ex-
tended in [39] with the aim to provide strong security and
reliability. To solve this problem, the authors considered
multi-block polar codes that guarantee strong reliability
and security under the assumption of a symmetric and
degraded wiretap channel.

C. Artificial Noise Approaches

In this category, artificial noise (AN) is added to the
transmitted data symbols by the transmitter [40] or by a
third cooperative party [41] with the aim of degrading the
channel quality of the eavesdropper. The added AN will
be in the null space of the intended receiver’s channel to
prevent its channel from degrading.

In [42], the secrecy outage probability (SOP), (i.e., the
probability that secret data is successfully decoded by an
eavesdropper) is investigated for a two-hop IoT network in



the presence passive eavesdroppers. Two types of eaves-
droppers are considered, colluding and non-colluding. It
has been shown that collusion can significantly increase
the SOP, while cooperative jamming can enhance the
confidentiality of the transmitted data.

Authors in [43] considered the SOP minimization prob-
lem in a two-node IoT system in the presence of a
cooperative jammer and an eavesdropper. The cooperative
jammer is placed to help secure the transmission link by
generating jamming signals to confuse the eavesdropper.
The secrecy outage is minimized by optimizing the power
allocation and secrecy rate thresholds. This scheme is
limited in the sense that the eavesdroppers’ channel state
information (CSI) is assumed to be available.

In [44], the secrecy performance of a download IoT sys-
tem is investigated where IoT nodes support simultaneous
wireless information and power transfer (SWIPT). Unlike
other cooperative jamming techniques, this work assumes
that each node supports full duplex, and hence, it uses
the harvested energy to emit a jamming signal to confuse
eavesdroppers. Two multiple access schemes have been
considered; orthogonal frequency division multiple access
(OFDMA) and time division multiple access (TDMA), and
the problem of resource allocation has been formulated to
maximize the sum secrecy rate. Suboptimal mathematical
solutions have been presented for scenarios with and with-
out CSI at the transmitter. The main finding of this work
is represented by the superior performance of OFDMA as
compared to TDMA in terms of the sum secrecy rate.

D. Unique Signal Design

This category is based on the used methodology for per-
forming modulation and symbol mapping at the transmitter
side. Symbol constellation rotation at the transmitter side
is one fundamental technique for providing data confiden-
tiality. The legitimate receiver can reverse the constellation
rotation and then perform symbol detection. The index
modulation (IM) concept can also be considered under
this category from the perspective of symbol mapping.

The authors of [45] proposed a choatic compressed
sensing (CS) mechanism to ensure low-cost sampling
while preserving data confidentiality in Internet of Mul-
timedia Things networks. Firstly, multiple images are
sampled based on the measurement matrix generated
chaos. The multiple measurements are rearranged into a
master image. Then, the master image is permuted using
an Arnold transform to produce the encrypted image.
Finally, the encrypted result is diffused using single value
diffusion. In this way, batch processing of multimedia big
data is allowed while confidentiality is preserved through
a permutation-diffusion procedure.

In [46], the authors propose a relay-aided vectorized
(RAV) scheme to protect downlink communication in [oT
networks under pilot contamination attacks. In this attack,
an adversary is able to emulate the channel estimation pilot
signals and send them back in reverse link to emulate
a legitimate receiver. The proposed approach is based
on scrambling data symbols among multiple transmit
antennas and multiple transmission times. It also relies

on a relay to enhance signal reconstruction, and hence,
the secrecy performance at the legitimate receiver while
limiting interception at the eavesdropper.

Authors in [47] studied the secure transmission with
diverse communication requirements in IoT networks us-
ing non-orthogonal multiple access (NOMA). Specifically,
one considered user is a delay-sensitive user (DSU) while
a second is a security-required user (SRU). According to
the NOMA principle, the DSU is viewed as a weak user
(i.e., bad channel condition) and should be allocated with
more power. To evaluate the performance, authors derived
the SOP and the effective secrecy throughput (EST) of the
SRU. They showed that the performance of their NOMA
scheme performed better than the orthogonal multiple
access schemes in terms of the EST and SOP.

E. Concluding Remarks

The applicability of many covered PLS schemes is
questionable in terms of practical deployments in general
purpose IoT networks due to the induced overhead or
assumptions about the eavesdropper’s location, the number
of eavesdroppers, instantaneous channel characteristics,
channel statistics, or node mobility.

IV. CONCLUSIONS

The confidence in cryptographic security solutions and
the maturity of the field will likely make encryption the
default solution for providing data confidentiality, even for
IoT networks. This claim can be supported by the current
standardization efforts from bodies such as NIST. Even
though these efforts are useful and potentially applicable
for resource constrained devices in IoT networks, the main
performance bottleneck (i.e., the secure and authenticated
distribution of cryptographic keys) remains problematic.
This bottleneck may not have a lightweight cryptographic
solution and thus leaves a gap which may be filled
by a lightweight physical-layer solution. Thus, a hybrid
solution which combines the strengths of cryptography
and unique physical-layer parameters has the potential to
provide data confidentiality with reduced resource con-
sumption for general purpose IoT networks.

The examined literature proposes a variety of PLS
approaches for providing data confidentiality in IoT net-
works. Many of these approaches would even be able to
achieve data confidentiality independent of cryptographic
solutions. However, many of the proposed PLS schemes
still suffer from (i) significant overhead requirements, (ii)
impractical assumptions related to the eavesdropper, or
(iii) impractical assumptions related to the network model
(e.g., the assumption of a static network even though many
IoT networks have a dynamic topology), limiting their
practicality. Novel and practical PLS schemes, aligning
with the resources and capabilities of IoT nodes, must be
designed which limits the overhead requirement and are
based on more appropriate assumptions.
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