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Abstract—New services and products are increasingly 

becoming integral parts of our daily lives rising our 

technological dependence, as well as our exposure to risks from 

cyber. Critical sectors such as transport are progressively 

depending on digital technologies to run their core operations 

and develop novel solutions to exploit the economic strengths of 

the European Union. However, despite the fact that the 

continuously increasing number of visitors, entering the 

European Union through land-border crossing points or 

seaports, brings tremendous economic benefits, novel border 

control solutions, such as mobile devices for passenger 

identification for land and sea border control, are essential to 

accurately identify passengers “on the fly” while ensuring their 

comfort. However, the highly confidential personal data 

managed by these devices makes them an attractive target for 

cyberattacks. Therefore, novel secure and usable user 

authentication mechanisms are required to increase the level of 

security of this kind of devices without interrupting border 

control activities. Towards this direction, we, firstly, discuss 

risk-based and adaptive authentication for mobile devices as a 

suitable approach to deal with the security vs. usability 

challenge. Besides that, a novel risk-based adaptive user 

authentication mechanism is proposed for mobile passenger 

identification devices used by border control officers at land 

and sea borders. 

Keywords—risk-based user authentication, adaptive user 

authentication, mobile passenger ID devices, border control 

security 

I. INTRODUCTION  

As innovative services and products take off, they become 
integral parts of our daily lives in a wide spectrum of 
applications. Nevertheless, with every new development 
towards the connectivity of people, processes and things, our 
dependence to technology rises, and so too does our 
exposure to risks from cyber, highlighting the importance of 
cybersecurity for the modern organizations [1], [2]. In 
particular, the explosive growth of interconnected devices in 

combination with the increasing use of artificial intelligence 
in organizational processes expands the organizations´ open 
surface to cyberattacks [1], [2]. In addition, the more 
personal data are available online, the more likely individuals 
are to fall victim to a form of cyberattack or cybercrime. 
Consequently, while digitalization brings enormous 
opportunities and economic benefits providing solutions for 
the challenges Europe is currently facing, it also exposes the 
society and economy to cyber threats. Critical sectors such as 
transport become increasingly dependent on digital 
technologies to perform their core operations and develop 
novel efficient transport services and infrastructure to exploit 
the economic strengths of the EU, and to empower cohesion 
both at economic and social level [3], [4]. For instance, 
although the continuously increasing number of visitors 
entering the European Union through land-border crossing 
points or seaports brings tremendous economic benefits, 
novel border control solutions, such as mobile devices for 
passenger identification for land and sea border control, are 
essential to accurately identify passengers “on the fly” while 
ensuring their comfort [4].  

Nevertheless, these devices are expected to become an 
appealing target for malicious actors in terms of data misuse, 
data loss and data theft as it is anticipated that they will 
handle highly sensitive and confidential personal data [4], 
[5]. Consequently, strong user authentication mechanisms 
are required to ensure high level of device security to protect 
sensitive data handled by this kind of devices [6], [7], [8], 
[9], [10]. Since this kind of mobile devices falls into the 
category of public safety, we began our work with qualitative 
research, which focuses on the information provided by 
NIST about public safety mobile authentication. NIST 
Special Publication 8080 [11] stated that most of the current 
authentication methods are practically not convenient for the 
first responders such as the land and sea border control 
officers, and thus they become infeasible for public safety 
use in the field. Therefore, it is of utmost importance 
research effort to be put in the design and implementation of 
novel secure and usable user authentication mechanisms that 
will increase the level of device security of the passenger 
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TABLE I.  USABILITY ANALYSIS SUMMARY OF PUBLIC SAFETY MOBILE  
AUTHENTICATION METHODS 

Authentication Method Feasible Challenging Impractical 

No authentication 

 
  

Knowledge-based 
authentication 

  
 

Password   
 

PIN  
 

 

Gesture  
 

 

OTP device  
 

 

Embedded cryptographic 
token  

  

Removable hardware 
cryptographic token 

 
 

 

Smartcard with external 
reader 

  
 

NFC-enabled smartcard  
 

 

Proximity token 
 

  

Fingerprints 
 

  

Facial recognition  
 

 

Iris recognition  
 

 

Speaker recognition   
 

Keystroke dynamics   
 

On-body detection 
 

  

Location-based awareness 
 

  

 

identification mobile devices and will ensure that border 
control officers at land and sea borders are able to 
successfully complete their missions [4].  

However, security and usability are often thought of as 
being contradictive [4]. To deal with this security vs. 
usability challenge, risk-based and adaptive user 
authentication types have been proposed to dynamically 
authenticate a legitimate user throughout their entire 
interaction with the mobile device, based on a risk score 
computed in real-time, and adapt the user authentication 
method based on this risk score, enhancing the reliability of 
the whole authentication process without interrupting the 
user’s normal activity [12]. Towards this direction, we, 
firstly, discuss background concepts on risk-based and 
adaptive authentication, and a review of related work on 
user authentication solutions for mobile devices is given. 
Our target is to provide a foundation for organizing research 
efforts towards the design and development of effective and 
efficient risk-based adaptive user authentication 
mechanisms for mobile passenger identification devices 
used by border control officers at land and sea borders. 
Besides that, a novel risk-based adaptive user authentication 
mechanism is proposed. 

Following the Introduction, the rest of the paper is 
organized as follows. Section II presents a review of related 
work on user authentication solutions for mobile devices, as 
well as adaptive and risk-based user authentication. In 
Section III, a proposed risk-based adaptive user 
authentication mechanism is provided. Finally, the paper is 
concluded in Section IV. 

II. RELATED WORK 

Security and usability are often thought of as being 
contradictive. In this section, we explore the possibility of 
incorporating both security and usability in user 
authentication for mobile passenger identification devices for 
land and sea border control. In order to meet the objectives 
for secure and usable user authentication for land and sea 
border passenger identification mobile devices, it is of 
utmost importance to conduct research to understand the land 
and sea border control officers’ needs, key characteristics, 
tasks, and environments [4], [11]. Due to the fact that this 
kind of mobile devices falls into the category of public safety 
[4], [11], we began our work with qualitative research, which 
focuses on the information provided by NIST about public 
safety mobile authentication. According to NIST Special 
Publication 8080 [11], most of the current authentication 
methods are not feasible for public safety use in the field as 
they are practically not convenient for the first responders 
(e.g., the land and sea border control officers). In Table I, 
conventional authentication methods are rated as feasible, 
challenging, or impractical from a usability perspective 
based on NIST Special Publication 8080 [11], highlighting 
the need for novel more sophisticated user authentication 
mechanisms for public safety applications. 

 According to NIST Special Publication 8080 [11], the 
aim is that authentication should not interrupt actively 
responding first responders, nor should it overburden them in 
any stage of response. For instance, if authentication can be 
implemented such that first responders authenticate at the 
beginning of a shift, and stay authenticated throughout the 
shift, then many of the existing and commonly implemented 
authentication methods (e.g., knowledge-based 
authentication schemes or biometrics) would then become 
more feasible. To support such a scenario, more 
sophisticated mechanisms must be implemented to enhance 
the reliability of whole authentication process without 
interrupting the land and sea border control officer´s normal 
activity on the field. To deal with this security vs. usability 
challenge, adaptive and risk-based authentication 
mechanisms have been proposed to constantly authenticate a 
legitimate user throughout the entire session [12], [13]. In the 
rest of this section, we are going to further elaborate the 
aforementioned types of user authentication. 

A. Adaptive Authentication 

Adaptive authentication is a way that two-factor 
authentication or multifactor authentication can be efficiently 
configured and deployed. In particular, it is a method for 
selecting the proper authentication factors based on: a.) 
user’s risk profile, and b.) user´s tendencies - for adapting the 
suitable type of authentication to the specific situation [12]. 
According to [12], there are three ways that adaptive 
authentication can be deployed:  

1. The system admin can define fixed risk levels based 
on static policies for different factors, such as user´s 
location, authentication´s request time of day, day 
of week, user role, or resource importance.  

2. The system can observe the user´s typical day-to-
day activities on his/her habits and tendencies over 
time and generate proper dynamic policies. This 



learning process of adaptive authentication is 
similar to behavioral correlation [12].  

3. A combination of both 1 and 2 ways utilizing static 
and dynamic policies.  

Regardless of how the risk levels are defined for certain 
application, the main idea is that adaptive authentication 
adapts to that risk level, enabling the appropriate level of 
authentication for the given level of risk [12], [14]. For 
instance, when a land and sea border control officer is using 
the mobile passenger ID device in their usual shift (i.e., the 
date and time of the day that they are supposed to be 
working), re-authentication should not be required (e.g., the 
risk level is low). While in case of device usage at any other 
time (e.g., high risk level), the service may lock, and its 
unlocking may be only possible by IT staff. Or, when an 
officer is located in a nonverified location during their shift 
(e.g., medium risk level), the system should require 
additional evidence that this person is who claims to be by 
asking re-authentication.  

Adaptive authentication enables significant benefits for 
user authentication for the mobile passenger identification 
devices used by border control officers at land and sea 
borders. In particular, adaptive authentication can ensure that 
certain attributes about the land and sea border control 
officer will be monitored and changes on these attributes will 
enable different authentication methods. In this way, 
officer´s activities will not be interrupted for inessential 
reasons, while additional authentication will be required only 
when the risk level has reached a particular value. It is 
worthwhile to highlight that proper attributes, also refer to as 
fraud indicators [15], [16], about the land and sea border 
control officer should be considered in order to design and 
develop effective and efficient adaptive authentication. In 
Section III, the design of the proposed mechanism is 
presented in detail. 

B. Risk-Based Authentication 

In [12], the authors describe risk-based authentication as 
the continuous decision on user authentication acceptance or 
rejection based on the user’s behavior and the risk of his 
action. In particular, this decision depends on the comparison 
of a risk score computed in real time with the stored risk 
profiles of the users, and, when required, the system 
challenges the users for reauthentication, accordingly. 
Nowadays, risk-based authentication schemes have been 
attractive among the researchers in this field, offering 
frictionless user authentication while enhancing security and 
promoting user´s comfort [12], [17]–[19].   

The most challenging part when designing and 
implementing risk-based authentication mechanisms is the 
technology based on which the risk-based authentication 
mechanisms define the risk score [12], [16], [20]. An 
effective and efficient risk-based authentication solution will 
build the risk score based on the combination of user´s 
contextual information such as user´s location, date, time, 
device´s ID, and device´s connection, as well as other factors 
including the device attributes, the user history, the user’s 
behavioral patterns, etc. This combination will ensure a more 
reliable and rigorous risk score with a minimal interruption 
to the user´s experience and officer´s missions.  

There is no doubt that the risk estimation component 
constitutes a key part of the risk-based authentication 
mechanisms as it is the responsible element for processing 
available information from user´s environment (e.g., 
contextual information) and user´s profile (e.g., user risk 
history reflecting previous user´s behavior patterns), to 
calculate a risk score associated to the user´s current activity 
[21]. Generally, different methodologies have been proposed 
over the years for estimating the risk score of an action or 
event [22]. Risk Assessment (RA) is a well-established 
qualitative approach within information security for ensuring 
a commensurate level of security is provided given the risks 
[23]. The authors in [23] developed a Mobile Device Risk 
Assessment (MDRA) based on the traditional RA, in which 
they constructed the Risk Matrix based on Threat Level and 
Asset Value, evaluating the risks associated with various 
actions and applications in a mobile device in a user-friendly 
manner. Although existing qualitative approaches sound 
reasonable, they involve  a lot of expert intuition, and thus 
the risks are always rated subjectively, making this approach 
an unsuitable solution for real-world scenarios and sensitive 
applications such as public safety [24], [25]. Thus, in 
practical cybersecurity cases, there is the tendency to move 
in the direction of more quantitative risk assessment methods 
in order to measurably improve risk assessments [24]. 
Towards this direction, effort should be placed on developing 
and implementing novel and efficient quantitative security 
risk estimation algorithms, suitable for sensitive applications. 
In the literature, various classification algorithms, such as 
decision trees [26]–[29], Naïve Bayes [16], [27],  logistic 
regression [24], [27], etc.  and other approaches, such as 
fuzzy logic [26], [30], [31] and Monte Carlo simulation [26], 
[32] have been proposed for quantitative risk estimation. The 
efficiency and effectiveness of these approaches are 
evaluated based on their performance to accurately classify a 
risk score of an action or an event which requires a 
comprehensive dataset that contains user´s normal and 
abnormal behaviors. One of the major research challenges in 
this field is the lack of this kind of datasets. To the best of 
our knowledge, HuMIdb dataset, described in II.C, is one of 
the few publicly available datasets for behavioral user 
authentication.  

C. HuMIdb for Behavioral User Authentication 

The HuMIdb dataset (Human Mobile Interaction 
database) includes data captured by 14 sensors (i.e., 
Accelerometer, L.Accelerometer, Gyroscope, Magnetometer, 
Orientation, Proximity, Gravity, Light, TouchScreen, 
Keystroke, GPS, WiFi, Bluetooth, and Microphone), during 
natural human-mobile interaction performed by more than 
600 smartphone users [33], [34]. For the data acquisition, the 
authors developed an Android application that gathers sensor 
signals when users perform eight effortless tasks with their 
own devices and without any supervision whatsoever (i.e., 
the users could be walking, sitting standing, at daytime or 
night, being indoors or outdoors, etc.). In particular, the 
designed tasks included: a) keystroking, b) swipe up, c) tap 
and double tap, d) swipe down, e) circle hand gesture, f) 
cross hand gesture, g) voice, and h) finger handwriting. The 
acquisition protocol comprised 5 sessions with at least 1 day 
gap among them (i.e., the minimum time between one user 
finishes a session and the next time the app allows to have 



 

Figure 1: The architecture of the proposed Risk-Based Adaptive User 
Authentication mechanism. 

the next session). At the beginning of each task, the app 
shows a brief pop-up message explaining the procedure to 
complete each task. The application also captured the 
orientation (e.g., landscape/portrait) of the smartphone, the 
screen size, resolution, the model of the device, and the date 
when the session was captured. The developed app was 
advertised in the authors´ research web site and was launched 
on Google Play Store. Afterwards, participants were self-
selected worldwide, producing a diverse network of people 
compared to previous state-of-the-art mobile databases. The 
authors in [33], [34] highlight that all captured data have 
been stored in private servers and anonymized with previous 
participant consent according to the GDPR (General Data 
Protection Regulation).  

The structure of HuMIdb is as follows: 

User→ Sessions→ Tasks→ Sensors 

where the data are stored in nested folders with the ID 
number to identify each user´s folder. Inside the user´s 
folder, there are five folders corresponding to the different 
sessions the user has completed and three CSV files with the 
Bluetooth, WiFi and GPS data signals acquired during the 
entire session. Finally, in each session there are folders for 
each task that contains data from all sensors required for the 
particular task.  

In [34], Acien et al. used the heterogeneous flow of data 
generated during the human interaction with smartphone 
devices to model user´s behavior for user authentication 
purposes. On top of that, they trained their machine learning 
models with the HuMIdb database and they explored the 
possibility of improving bot detection using smartphone 
sensors. In addition, they evaluated their proposed 
CAPTCHA method using fake samples synthesized 
generated by Generative Adversarial Neural Networks and 
handcrafted methods. Their results were promising, 
suggesting the potential of mobile sensors to characterize the 
human behavior authenticating the legitimate users. 

III. PROPOSED RISK-BASED ADAPTIVE USER 

AUTHENTICATION MECHANISM 

The proposed Risk-Based Adaptive User Authentication 
mechanism comprises a novel secure and usable 
authentication solution ensuring continuous authentication 
behind-the-scenes and invisible to the user (i.e., border 
control officer). Particularly, its main objective is to 
automatically adapt the authentication requirements and the 
suitable type of authentication to the specific situation based 

on a real-time risk score depending on the combination of: i) 
the user´s contextual information such as user´s location, 
date, time, device´s ID, and device´s connection, ii) the 
user’s behavioral patterns, and iii) device context. 
 

A. Mechanism Architecture 

In this section, we propose the overall design architecture 
of the proposed risk-based adaptive user authentication 
mechanism, as depicted in Fig. 1, presenting in detail its 
main processes: (a) monitor, (b) analyze and (c) adapt. 

• Monitor: This module gathers data from the device´s 
sensors about the user context and activity as well as the 
device context in order to create the user profile (e.g., the 
user’s geographical location, time, and behavioural 
patters) and the device profile (e.g., IP addresses and 
network reputations about the network to which the 
device is connected), respectively, that uniquely 
corresponds to a legitimate user accessing a particular 
mobile device. It follows an event driven approach in 
which the data collection is only happening when the user 
performs an action or activity, minimizing the consumed 
resources.  

• Analyze: This module receives the data (i.e., event driven 
approach) from the monitored features and estimates a 
risk score, using machine learning algorithms, which 
corresponds to the user´s current context and activity as 
well as the device’s current context which is then utilized 
to adapt – if needed - the authentication requirements and 
type. The risk score is used to indicate the level of the 
risk, namely low, medium or high risk. Once the risk 
level is established, decision will be made in the Adapt 
component. 

• Adapt: This module adapts to suitable authentication type 
given the risk score calculated in the Analyze component. 
If the risk score is low, no further action would be 
needed, while if it is medium, additional evidence about 
the identity of the user may be required and thus asking 
for re-authentication. In case that the risk score is high, 
the mobile device may be locked. The last step in this 
stage is the implementation of the authentication decision. 

B. Mechanism Components 

The key components of the proposed Risk-Based 
Adaptive User Authentication mechanism are the following: 

1) Risk Estimation Agent (REA): The risk estimation 
agent makes use of the user profile and the device profile to 
estimate the overall real-time risk score the first time that 
the officer attempts to get authenticated and sign in as well 
as every time that the user profile is updated from the user 
context monitoring component.  
2) Risk Policies (RPs): Regulations that specify the 
correct or expected behavior of an officer within the certain 
context of border control environment, established by the 
administration. In particular, RPs include: a) information 
about the officer shifts (i.e., the specific geographical 
location and time that every officer is expected to be 
working); b) network information (i.e., IP addresses and 
network reputations) about the network to which the mobile 
devices are expected to be connected to; c) the registered 



 

Figure 2: The generic flow of the proposed Risk-Based Adaptive User Authentication mechanism. 

device(s) to which the requested officer is expected to be 
assigned with; and d) the expected closeness to the user´s 
proximity token. The RPs are essential for setting the 
threshold values for the risk score estimated by REA. The 
set threshold values are applied by RLDA in order to make  
a decision (i.e., whether a risk score is low, medium, or 
high). 

3) Risk Level Decision Agent (RLDA): The estimated 

risk score is compared with the risk level thresholds, set by 

the corresonding RPs, to classify whether the estimated risk 

score is low, medium, or high. 
4) First-time Authentication: During the first time-
authentication, the officer is being authenticated through a 
two-level authentication process. At the first level, the 
officer is being authenticated through a multi-factor 
authentication process based on a PIN and a proximity 
token). In case that the validity of the claimed identity of the 
officer requesting access to the device is verified, the first-
level authentication is considered as successful and then, the 
second level of authentication takes place. Otherwise, the 
authentication request is denied and the authentication 
process stops. In the second level, the first-level 
authenticated request is forwarded to RLDA which is 
responsible for the second-level authentication based on the 
overall real-time risk score calculated by REA. Depending 
on the decision taken by RLDA the officer may be: (i) 
allowed to sign-in when the risk level is low; (ii) required to 
provide additional authentication information (i.e., 
something that he/she has such as iris-based authentication) 
when the risk level is medium; or (iii) denied to sign-in 
when the risk level is high.  
5) Re-authentication: Once the officer is signed in 
and throughout their login session, REA receives updated 
data from the monitored features stored in the user profile 
and device profile, every time that the user performs an 
action or activity, and estimates a risk score, using machine 
learning algorithms, which corresponds to the user´s current 
context and activity as well as the device’s current context. 
Afterwards, the estimated risk score is forwarded to RLDA 
which takes decision about the re-authentication based on 
the risk score. In case that the risk score is medium, re-
authentication will be required in order the officer to 
provide additional information whether he/she is authorised 
or not to utilize the mobile device. Physiological biometrics 
have been widely proposed and utilized for precise and 

convenient user authentication. Despite that they are 
considered secure due to the fact that they uniquely identify 
a user, many of them have shown to be vulnerable to 
security attacks such as impersonation. In particular, 
malicious actors have successfully managed to trick face 
recognition and fingerprint in mobile devices, with photos 
of the face or the finger (from the peace symbol) of the 
legitimate user obtained from social media [35]–[38]. 
However, iris-based authentication, which identifies patterns 
within an individual’s iris to uniquely identify an individual, 
has been identified in the literature as one of the most 
effective and efficient biometrics, that it is almost 
impossible to hack [11]. According to a new report from the 
National Institute of Standards & Technology (NIST), iris 
recognition technology used to identify an individual from a 
crowd is accurate 90 percent to 99 percent of the time [11]. 
Iris-based authentication whose complex patterns are 
unique, stable, and can be seen from some distance is being 
considered one of the most accurate biometric 
authentication methods. On top of that, it has the advantages 
of being contactless and no user's previous knowledge is 
required. Therefore, itconstitutes a feasible module for 
implementing the re-authentication in our proposed risk-
based adaptive user authentication mechanism. 
6) Monitoring Component (MC): Once officer’s 
first-time authentication is successful and throughout their 
login session, the Monitoring Component, behind-the-
scenes and without interrupting officer´s normal activities 
and missions, continuously monitors: a) the officer´s 
contextual information (i.e., the officer’s geographical, 
location, time, and information about the closeness to the 
user´s proximity token); b) the officer’s activity (i.e., 
behavioural patters); and c) the device’s contextual 
information (i.e., IP addresses and network reputations). If 
the MC detects any changes regarding these attributes, it 
updates the user profile and the device profile.  

IV. CONCLUSIONS 

Novel secure and usable user authentication 
mechanisms are required to increase the level of security of 
new mobile devices for passenger identification used by 
border control officers at land and sea borders, without 
interrupting border control activities. Towards this 
direction, we discuss background concepts on adaptive and 
risk-based authentication and a review of related work on 



user authentication solutions for mobile devices is given in 
order to provide a foundation for organizing research 
efforts towards the design and development of effective 
and efficient risk-based adaptive user authentication for 
mobile passenger identification devices used by border 
control officers at land and sea borders. Besides that, a 
novel risk-based adaptive user authentication mechanism is 
proposed. Our next steps include the implementation of 
quantitative risk estimation approaches to identify the most 
effective and efficient ones for risk-based adaptive user 
authentication mechanisms on the mobile devices for 
passenger identification at land and sea borders.  
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