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ABSTRACT

The right to privacy is one of the rights enshrined in
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will be taken at Article 8 of the European Convention on Human

Rights, its historical origins, definition and scope. The article will

also examine current case law of the European Court of

Human Rights in the light of the current developments in the

digital world.

1. Introduction

Members of the human race have, since time immemorial, shared common spaces with
other human beings, while also possessing a personal and private life. The term private
life is used to denote a private space which a person claims possession of and permits
others to enter. Hence, private life provides us with protection against arbitrary and
baseless interventions by state and other organisations. It is the individual who has
control of the space, into which s/he does not want others to pry.* The origin of this right
lies in human dignity and is the basis of all human rights. The important thing is to
enhance the rights of individuals and their standard of living in order that they may
achieve their aspirations. This right has a broad-spectrum including elements such as
physical space, home, family life and correspondence. It has consequently been protected
by international human rights law and by the domestic legislation of many countries.

Private life is a fundamental right that deserves universal respect by every state. It
achieved recognition in international human rights law after the Second World War.
However, since this right is a complex one it is covered in various areas of law. These
include property rights, health, insurance and financial law.

Rapid technological developments in the twenty-first century have led to increased
surveillance of individuals’ private lives. Monitoring can take place by means of
smartphones and computers and data on consumers is easily obtained from search engines,
social media and credit card use. This monitoring is in general carried out by states on
security grounds.



In this article, apart from taking a brief look at the antecedents of private life, the
definition and range of this right will be put under the microscope. An examination of
the definition of this right in Article 8 of the European Convention on Human Rights
(‘ECHR’ and/or ‘the Convention’) will also be undertaken. Hence, this article will
explore in the light of the current case law of the European Court of Human Rights
(‘ECtHR’ and/or ‘the Court’) to what degree the right to privacy, one of the most
important freedoms for the existence of human dignity, has been restricted in the digital
world, and examine the challenges facing these freedoms. Indeed, the reason it is
different to many previous studies is that it makes a detailed examination of ECtHR
judgments relating to developments in the digital world, something that is absent from
the literature. Thus, this article will look closely at it will make a major contribution to
the literature. Moreover, the article will endeavour to find answers to the following
questions: How in private life can the balance be struck between the gathering of personal
data and the maintainance of security? What does the term personal data mean? In what
situations may it be valid to limit this freedom? What are the threats to this freedom in
our lives which digital devices dominate? By whom are these threats being created?
What is the attitude of the ECtHR towards these threats?

2. Definition and history of the right to privacy

The term private life is derived from the Latin word privatus meaning ‘separate
from public life, belonging to the individual’.? The term private life is sometimes
used as a synonym for the concept of intimate relations. However, this is not correct,
as private life is the ‘private space’ that a person shares with those they trust, that they
keep separate from all other persons and do not want others to learn about. This
space is not one included in an individual’s private space, but one which s/he also
shares with close family members and friends. In short, it embodies not only a person’s
private space, but also a part of non-private space.®

The origins of this right can be observed in primitive communities. In communities
where no dividing walls or screens existed ‘imaginary walls’ were used to create abstract
private areas. The Yagua people in the northeast of Peru who live in houses without
inner walls or screens turn and face the wall of the house when they wish to have a
private space. When they do this, the message they convey is that the are not present in
that space. In Europe, with the collapse of the Western Roman Empire and the
emergence of powerful tribes, people looked to have more protected houses, and privacy
gained in significance.* The increasing importance of privacy was accompanied by
protection being introduced for the inviolability of domicile and the right to privacy. For
instance, the ‘Justices of the Peace Act’ of 1361 envisaged the arrest of those who
eavesdropped or followed other people.> With urbanisation in the 16th century, the
beginning of industrialisation and invention of the printing press, steps were taken to
protect privacy. In 1710 it was made illegal to open letters in England without official
permission. In the nineteenth century in the United States of America debates took place
regarding respect for private life. Following the Second World War there was increasing
international interest in this subject. Technological advances in the twenty-first century
have made it abundantly clear that there is an urgent need for this right to be given
serious protection.®



While in certain international documents, for instance, Article 8 of the Convention, the
term ‘private life’ is used, in Article 12 of the Universal Declaration of Human Rights
(UDHR) and Article 17 of the International Covenant on Civil and Political Rights
(ICCPR) the term ‘privacy’ is used. In short, the term private life means the right to
privacy. Furthermore, in international documents there is not a clear, concise definition
of private life. Article 8 of the ECHR contains no definition at all, and in the ECtHR
judgment Niemietz v. Germany was the following:

The Court does not consider it possible or necessary to attempt an exhaustive definition of
the notion of ‘private life’. However, it would be too restrictive to limit the notion to an ‘inner
circle’...”

There are also problems regarding the meaning of private life and uncertainty over
establishing its scope in the literature. Arthur Miller felt it was a difficult concept to define
on account of a troubling ambiguity and inclination to vanish.® And Julie C. Innes said:
‘Exploring the concept of privacy resembles exploring an unknown swamp... We turn to
the legal and philosophical literature on privacy in the hope of gaining a foothold. Instead,
we find chaos; the literature lacks an accepted account of privacy's definition and value’.°
Nevertheless, difficulties encountered in defining the right does not mean it is of no
importance or does not exist. This right is crucial as regards human dignity, freedom
and democracy and a prerequisite for a democratic society. It has been described as the
most fundamental of all freedoms, offering an individual the opportunity to be creative
and ensuring they can engage in social relations with others, while also protecting
autonomous life and physical tranquillity.’® The Special Rapporteur to the Human
Rights Council said the following in a report in 2016:

Recognizing that the right to privacy can enable the enjoyment of other rights and the free
development of an individual’'s personality and identity, and an individual’'s ability to
participate in political, economic, social and cultural life, and noting with concern that
violations or abuses of the right to privacy might affect the enjoyment of other human rights,
including the right to freedom of expression and to hold opinions without interference, and
the right to freedom of peaceful assembly and association ... 1

It is evident how this right has been infringed, both by state and non-state bodies,
especially given recent technological advances. The United Nations (UN) Special
Rapporteur noted in 2016 that ten per cent of citizens worldwide had been the victim of
human rights violations regarding their personal data. Moreover, this right has yet to be
provided with legal protection by more than 70 UN member states.*?

3. Scope of the right to privacy (Article 8)

The right to privacy is protected in international human rights law. The main
international documents have all safeguarded this right. For instance, article 12 of the
UDHR, article 17 of the ICCPR, article 8 of the ECHR, articles 7 and 8 of the European
Union (EU) Charter of Fundamental Rights, article 5 of the American Declaration of
the Rights and Duties of Man (ADRDM) and article 11 of the American Convention
on Human Rights (ACHR) are the relevant provisions. While the above articles answer
the question as to why the right to privacy needs protection, no answers are provided
as regards when, how and by whom this freedom should be safeguarded.*®



The Council of Europe is one of the most important institutions in Europe. It was
established after the Second World War, guaranteeing rights and freedoms in the
Convention, which came into force on 3 September 1953. In order for these rights and
freedoms to be guaranteed the ECtHR was created.

Article 8 of the ECHR states:

(1) Everyone has the right to respect for his private and family life, his home and his
correspondence.

(2) There shall be no interference by a public authority with the exercise of this right
except such as is in accordance with the law and is necessary in a democratic
society in the interests of national security, public safety or the economic well-
being of the country, for the prevention of disorder or crime, for the protection of
health or morals, or for the protection of the rights and freedoms of others.

A general framework regarding this freedom is outlined in the first paragraph of this
article. The freedom in question provides protection for an individual’s private life and
also to family life, the home and confidentiality of correspondence. In the second
paragraph, it is stated that these rights are not absolute and that in certain circumstances
the public authorities may intervene. In the chapters below an examination will be
made as to in which circumstances such interventions may take place.

Private life is a concept too broad to be defined with all its aspects.’* This concept
cannot be expressed through the narrow concept of privacy and is interpreted by the
ECtHR in a dynamic way, taking into consideration social and technological
developments. This right incorporates a sphere that provides everyone with the
opportunity to develop a free personality. In Niemitz v Germany the Court stated:

[private life] would be too restrictive to limit the notion to an “inner circle” in which the
individual may live his own personal life as he chooses and to exclude therefrom entirely
the outside world not encompassed within that circle. Respect for private life must also
comprise to a certain degree the right to establish and develop relationships with other
human beings.'

When ECtHR judgments are examined, it will be seen that those concerning private life
are in three categories. The first category is one that may be called that of ‘physical,
psychological or moral integrity’. This includes issues such as victims of violence,
reproductive rights, forced medical treatment and compulsory medical procedures,
mental illness, health care and treatment, end of life issues, disability issues, issues
concerning burial, environmental issues, sexual orientation and sexual life and
professional or business activities. The second category is that of ‘identity and
autonomy’. This category incorporates the right to personal development and autonomy,
right to discover one’s origins, religious and philosophical convictions, desired
appearance, right to a name/identity documents, gender identity, right to ethnic identity,
statelessness, citizenship and residence and marital/parental status. The last category is
under the heading ‘privacy’. This category includes the right to one’s image and
photographs, the publishing of photos, images and articles, protection of individual
reputation and defamation, data protection, right to access personal information,
information about one’s health, file or data gathering by security services or other organs
of the State, police surveillance and stop and search



police powers and privacy during detention.® In these categories ‘privacy’ constitutesthe
main element of this article, and below a more detailed examination of this topic within
the framework of ECtHR judgments will be made. However, before the term privacy is
explored, it would be fruitful to examine briefly the terms of ‘family life’, ‘home’ and
‘correspondence’ in the light of the ECtHR’s case law.

Family life, too, has undergone many social and legal changes since the Convention
came into force in 1953, and the Court has interpreted this concept according to
contemporary circumstances. It has adopted a flexible approach, taking into
consideration the diversity of modern family arrangements, the consequences of divorce
and developments in medicine.!” The first issue the Court examines is to establish
whether the persons involved in the case have close personal links. For instance, in the
event of it being proved to be legal and natural, a family based on marriage and the
relationship of this family to the children of this family are within the scope of this right.
However, it has been made clear that if the relationships of unmarried persons living
together are stable, they will be accepted within the concept of family.*® But in order to
talk about a concept of family it is not necessary for the persons to be living together.
Hence, people who are not living together on account of divorce, separation or wish are
also within  the scope of this right.® While the Court in general seeks a blood tie
between persons, it has on one occasion handed down a judgment finding that those
without a blood tie may have a family life. For example, in the case of X, Y and Z v the
United Kingdom (UK) the Court found that a femal-to-male transsexual who had a child
using AID (artificial insemination) had set up a family life.?% It noted that a co-habiting
same sex couple in a stable relationship could have the same kind of family life as a
heterosexual couple.?

Another right safeguarded within the scope of this article pertains to home.?? The term
‘home’ is an ‘autonomous’ concept.® The meaning of autonomous is as follows: the way
states that are signatories to the Convention define the concept of home in their domestic
legislation and what are classified as dwellings are not binding for the ECtHR.
According to its case law, home is the physically defined area where private life and
family life develops.2* As regards whether a place will be accepted by the ECtHR as a
home, it uses a factual criterion as to whether there are ‘sufficient and continuous links
with that place’. For instance, it is not necessary that the persons own the place in
question.?® The Court has found a property owned by a person to be a home if they
continually intend to return there and if they have connections to the property in
question.?® Furthermore, workplaces have also been put into the scope of home, with
‘caravan’, ‘bungalow’, ‘summer house’ and ‘second homes’ also being accepted as
‘home’.2” Even a hotel room may be accepted as a home as long as ‘sufficient and
continuing links’ have been established.?

Lastly, the right to correspondence is safeguarded by Article 8. A person’s right to
respect for their correspondence is a right to correspond with others without interruption
or censor.?® This includes an individual’s communication with others by means such as
letter, electronic mail, telephone, internet, telex or fax.3® Apart from individuals, legal
entities are also able to benefit from this right.3* In Bernh Larsen Holding AS and others
v. Norway three Norwegian companies received a demand from the tax authorities to
provide a copy of all their data from a joint server. The companies made an application
to the Court claiming a violation of paragraph 1 of Article 8 of the Convention had



taken place. The ECtHR examined the application within the framework of the right to
respect for the home and correspondence right, finding there had been an
intervention in both rights, but reaching the conclusion that these rights had not been
violated.®? Moreover, conversations that are the subject of correspondence do not in any
case have to be about private life, as professional topics are also within the scope of this
protection. For instance, a lawyer’s conversation with a client may come within the scope
of article 8.3

4. Positive and negative obligations under Article 8

Since the rights in this article are in the category of ‘qualified right’, the state authorities
are legally permitted to interfere in certain situations. In order for restrictions to be
placedon this freedom there are three stage tests that must be applied:

(1) Any state intervention must be legal (in accordance with law). This includes statutes,
decree laws, codes, regulations and court judgments.>* The legislation in question
should be sufficiently precise and incorporate a provision to protect against arbitrary
measures by the authorities.® In other words, the law in question should contain
foreseeability and accessibility safeguards against arbitrariness in implementation.*

(2) One of the legitimate aims cited in Article 8(2), that is, national security, public safety
or the economic well-being of the country, the prevention of disorder or crime, the
protection of health or morals, or the protection of the rights and freedoms of others,
should be used as justification.

This is a question asked by the Court at the second stage. Since it is up to the
respondent State to make clear the purpose or purposes of the interference, and
the fact that reasons that may be cited for any interference are so all-encompassing
— for instance, in the interests of national security — a State is usually able to con-
struct a reasonable justification to support interference. Applicants very often claim
that the justification asserted by the State is not the ‘real’ grounds for the
interference at issue, but the Court has not been open to accepting such claims. On
the contrary, the Court has generally not examined in detail the justifications
cited by the State as the reason for its actions, often combining the aims cited — such
as the protection of health and morals and the protection of the rights and freedoms
of others — into one reason.®” Hence, the Court has very rarely taken the step of
rejecting the reasons given by States, and accepted that they were acting in
pursuit of the stated aims. This has been the case even when the applicant may
disagree.®

(3) It ‘must be necessary in a democratic society’. This means that any intervention must
‘be a pressing social need’,* and that this intervention ‘be proportionate to the
legitimate aim pursued’.*’ As for a ‘democratic society’, it is a society based on the
principles of pluralism, tolerance and open-mindedness.*! For a State to have ‘some’
justification for taking the measures in question is obviously not sufficient as any
interference must be ‘necessary’. As regards the meaning of ‘necessary’, in Handyside
v. the UK the Court said that while

... it is not synonymous with “indispensable”... neither has it the flexibility of such

expressions as “admissible”, “ordinary”, “useful”, “reasonable” or “desirable”.*?



National authorities are granted a margin of appreciation when it comes to the matter of
pressing social need.*® The reason for states having a margin of appreciation is on account
of the fact that as some cases are very complex and sensitive, national authorities may be
able to better evaluate each case in their own circumstances and ascertain the appropriate
steps to take.** Of course this margin of appreciation changes according to the existing
circumstances, the issue in question and its antecedents.*®

In addition to State parties having a margin of appreciation, they also have obligations
within the framework of this right. In brief, while the margin of appreciation is being used
States have to constantly fulfil the positive and negative obligations arising from the
Convention. As a matter of fact, these obligations arise from Article 1 of the
Convention. In this article, it is stipulated that High Contracting Parties shall secure to
everyone in their jurisdiction the rights and freedoms defined in the Convention. Hence,
it is the negative obligation of States to ensure there is no arbitrary interference in the
exercise of this freedom. Thus, the fundamental purpose of Article 8 is to protect
individuals against the arbitrary interference of public authorities.

There are also positive obligations incumbent on States to make sure that legal entities
act respectfully towards each other.*® However, the meaning of the concept ‘respect’ here
has not been defined by the Court. Hence, respect differs in each situation. While it has
been defined according to circumstances what respect necessitates, States have a very
broad margin of appreciation. The State should look to see whether a fair balance has
been struck between the general interests of the individual and those of society.*” In
brief, within the scope of positive obligations are the ‘obligation to take measures’ and
‘obligation to be effective’. Examples of the obligation to take measures may be listed as
follows: to enact legal provisions with regard to the issue in question, to carry out
supervision and carry out a fair and unbiased investigation. Within the framework of
these measures States should achieve effective outcomes.*®

5. European Court of Human Rights’ current case law on the right to
privacy

As mentioned above all four main rights contained in Article 8 will not be covered in this
article. Since the topic of this special edition is privacy, the ECtHR’s case law regarding this
right, what it encapsulates, in what circumstances it may be restricted and its relationship
to other rights and freedoms will be examined.

As constantly expounded by the Court, ‘private life’ is a concept that is not easy to
define. It includes matters of a personal nature, such as an individual’s name and photo
and a person’s physical and psychological integrity. The main purpose of Article 8 of
the Convention is to safeguard the development of an individual’s personality and their
relations with others without external interference. Hence, a person’s area of interaction
with others, even if it takes place in public, may possibly come within the scope of
private life.*°

5.1. Privacy and personal data

Another significant right connected to privacy is ‘an individual’s right to protect his
privacy’. While one aspect of the right to privacy is ‘the right to be left alone’, another



is ‘the right of an individual to control information about themselves’, that is, ‘the right to
control personal data’.>

The Court considers the collection of data relating to an individual’s private life and the
holding and use of this data under Article 8. For instance, the case of S. and Marper v. the
UK involved two applicants. The first of these, Mr S., was arrested in January 2001 and
charged with attempted robbery. He was eleven years old at the time. His fingerprints
and DNA samples were taken but he was later found not guilty. Mr Marper, the second
applicant, also had his fingerprints and DNA samples taken after being arrested in
March 2001 and charged with harassment of his partner. Before a pre-trial review took
place, Mr Marper and his partner repaired their relationship and in June 2001 the
charges were dropped. Both Mr S and Mr Marper asked for their fingerprints and DNA
samples to be destroyed, but the police refused. The Court found that the gathering and
holding of personal data, even when it was not used, constituted a violation of Article
8.%! This judgment highlights the limits of police powers as regards the gathering and
holding of personal data for crime prevention, and the human rights implications of
such retention by national authorities of DNA and fingerprint data for use on criminal
identification databases.>?

After this judgment, in April 2010, the Crime and Security Act was introduced in the
UK. However, after the change of government in May 2010, it was not enacted. In its place
the Coalition Government brought in a new Protection of Freedoms Bill to bring the law
in England and Wales into line with Scotland which was eventually adopted in May 2012
as the Protection of Freedoms Act and came into force at the end of 2013. In May 2011, the

Supreme Court declared that existing Association of Chief Police Officer (ACPO)
guidelines relating to the retention of DNA, fingerprints and Police National Computer
(PNC) records were unlawful on account of being incompatible with the ECHR.*
These developments are in fact a good example of the positive obligations pertaining to
the measures High Contracting Parties should take in domestic law in line with
judgments of the Court. Additionally, the Court considers the type of data collected and
held, how it is used and potential effects. Thus, in Klass and others v. Germany the
Court found that states could not justify the blanket monitoring of individuals on the
grounds of espionageand counter terrorism.>* The Court stressed that interference with
the rights of individuals must be subject to ‘an effective control’ and that the principle
of proportionality was important.>® In its judgments the Court often refers to the
Convention for the Protection of Individuals in connection with Automatic Processing of
Personal Data (the Convention on Personal Data).*® In Avrticle 1 of the above Convention,
it is stated that its aim is the safeguarding of individuals’ right to privacy with regard to
automatic processing of personal data. This Convention incorporates provisions concerning
the automatic processing of personal data. Article 2 of this Convention outlines the concept
of personal data in the following way: ‘any information relating to an identified or
identifiable individual...” Although the Convention includes individuals, High
Contracting Parties may, if they wish, also extend protection to legal entities. However,
as this is dependent on the will of States, the fact that the Convention does not provide
complete protection to legal entities is worthy of criticism. Moreover, according to
paragraph c of this article this includes storing data, applying logical or mathematical
processes to the data, making changes, deleting data, retrieval and distribution.
Additionally, Article 3 makes clear that personal data processed by both the public and
the private sector are within the scope of the Convention. Article 4 states:



‘Each State shall introduce the necessary provisions in its domestic law to protect the
fundamental principles concerning data protection that are listed here’.

According to Article 5 data to be automatically processed must meet the following
criteria:

(a) obtained and processed fairly and lawfully; (b) stored for specified and legitimate purposes
and not used in a way incompatible with those purposes; (c) adequate, relevant and not
excessive in relation to the purposes for which they are stored; (d) accurate and, where
necessary, kept up to date; (e) preserved in a form which permits identification of the data
subjects for no longer than is required for the purpose for which those data are stored.

Article 6 deals with sensitive data. Personal data concerning racial or ethnic origin,
political opinions, religious or other beliefs, health and sexual life and criminal
convictions are examples of special personal data.

The ECtHR takes its definition of personal data from Article 2(a) of the above
Convention.%” According to the Court the protection of personal data is vital as regards a
person exercising their right to respect for their private life.®® With regard to personal
data the Court only takes into account individuals, in parallel with Article 2 of the
Convention. For instance, the Court examined the claims of three Norwegian
companies, in Bernh Larsen Holding AS and others v. Norway within the scope of
‘right to respect for home’ and ‘right to respect for correspondence’, not ‘right to respect
for private life’ in Article 8(1) of the ECHR. In this way the Court did not allow legal
entities to take advantage of the right to protection for personal data.>® This approach
of the Court is open to criticism, as to accept legal entities as the subject of the right to
respect for the home and correspondence, but to exclude them with regard to personal
data does not seem consistent. Furthermore, in Court judgments the divulging of
personal data, the sharing of this data with other organisations, not allowing access to
information, the failure to correct erroneous personal data or the rejection of demands
for personal data to be deleted, surveillance of telephones, revealing of names and
addresses without the permission of the individual, the gathering of a person’s data,
their storage, use and the failure to allow the opportunity to disprove the veracity of
data held have all been found to be in violation
of Article 8.5

When Court judgments are examined it is seen that the following are generally within
the category of personal data: name, postal address, email address, IP address, bank
accounts, medical data, GPS data, camera records, photographs, voice and blood
records, fingerprints and DNA records.® In other words, the Court separates data into
two categories: specific and other data. Specific data relates to data referred to in Article
6 of the Convention on Personal Data such as ‘racial origin’, ‘political opinions or religious
or other beliefs’, ‘health or sexual life’ or ‘criminal convictions’. However, the issue here
concerns other data not referred to in the article, but which may give a clue to a
person’s identity. The case law of the ECtHR needs to be examined in connection with
this issue. In the Court’s judgments the concept of personal data includes a person’s
profile, photographs, fingerprints, DNA profile, cell samples, personal medical data,
voice, security number, home address and personal spending.®> Moreover, the Court
identifies data according to it being either of a personal or public nature. That is, it con-
siders a person’s picture to be of a personal nature, while their political activities are
classed as being of a public nature.



5.2. A person’s photographs

The Court makes the observation that a person’s photographs identify them due to their
unique character. Hence, they are important for a person’s personal development. In the
event of a well-known person’s photographs being shared, this is particularly true and can
have serious consequences. The reason for this is that it is important to find the middle
ground between a person’s reputation, as protected by Article 8, and Article 10, that
safeguards freedom of expression. Regarding this point the Court poses these questions:

contribution to a debate of general interest; how well known is the person concerned and
what is the subject of the report?; prior conduct of the person concerned; content, form
and consequences of the publication; circumstances in which the photos were taken; and
severity of the sanction imposed.®®

Hence, every person, including people in the public eye, may reasonably expect that
there will be safeguards in place to protect their private life. In Von Hannover v.
Germany (no. 2), two German newspapers published photographs of members of a royal
family on holiday. The Monaco royal family applied for an injunction to prevent further
publication of the photographs in question, claiming that their right to private life had
been violated. The German courts complied with the first Von Hannover ECtHR
judgment, finding that two of the photographs contravened the right to privacy as they
were not relevant to any public concern in the accompanying text. However, since the
third photograph showed a Prince who was not well, and the health of members of the
royal family was considered a matter of public concern, the ECtHR concluded there had
been no violation of the Article 8 right to privacy in the ECHR. In coming to this
conclusion, the Court adhered to the 5-point analysis it had outlined in the original Von
Hannover case. The ECtHR concluded that, despite the photos featuring a public
official, the accompanying articles were not relevant to the photographs. Hence, while
the articles contained topics of public interest, two of the three photographs in the
article did not, and that therefore, the domestic courts had not been wrong to prevent
further publication of the two photographs in question. Secondly, the ECtHR found
that the individuals in question were definitely public figures, on account of their
political positions. So, once more the domestic courts had been right in their judgment.
Thirdly, the ECtHR also concluded that, while the Applicants might have previously
cooperated with the media, this did not mean they had given permission for the
photographs in question to be published. Fourthly, the Court concluded that the
photographs were not in essence offensive in nature. Lastly, the ECtHR judged that the
domestic courts had not been wrong in their implementation of German law as regards
harassment or other circumstances covering the taking of a photograph. Therefore, the
domestic courts were not at fault as regards this part of their judgment. In conclusion,
the ECtHR did not find that the German courts’ implementation of the judgment in the
previous Von Hannover case had been wrong. As a result, the ECtHR unanimously
found there had been no violation of the Article 8 right to privacy in the ECHR.®*

For Princess Caroline to be deemed a ‘public figure’ contrasts with the Court’s earlier
Von Hannover judgment of 2004 (Von Hannover (No.1)), when she was considered to be a
‘private’ individual, ‘in whom the interest of the general public and the press was based
solely on the membership of the reigning family, whereas she herself did not exercise
any official functions’.®® In Von Hannover (No.2), the Court did not accept that
the



applicants could be deemed to be ‘ordinary private individuals’. Therefore, ‘they must be
regarded as public figures’. However, the Court in the original case had not said Princess
Caroline was an ‘ordinary’ private individual, instead saying she was a ‘private’ individual
who was well known. Nevertheless, it appears that the scope of what constitutes a
Convention-compliant publication has widened, even if it has become less clear. It does
seem apparent that ‘public figures’ who wish to prevent the publication of photographs
will find it more difficult, especially if they appear in articles that are considered to
meet the general interest threshold. The ECtHR’s conclusion that the decision of the
German Court was within the margin of appreciation points to be an understanding
that the middle ground between Article 8 and Article 10 will not on every occasion be
as the court saw it in the first von Hannover judgment. Taking into consideration how
a similar situation would have been addressed under English law, it is a matter of
conjecture whether the judgment will have an effect in this country. Nevertheless,
publishers may see the judgment as welcome recognition that the concept of privacy
varies across Europe.®®

Apart from this, in the circumstances of the police taking a person’s photograph, what
will happen? At this juncture the Court would examine whether the taking of photographs
was a private or public matter and whether the photographs would be used deliberately or
whether there was the possibility of making a public statement.®” In Friedl v Austria a
photograph of the applicant was taken by the police on a demonstration and a file
relating to the applicant was concealed. The Court did not find a violation in this case,
listing three reasons why: (1) since the police had not entered the applicant’s home to
take the photo, the ‘inner circle’ of his private life had not been intruded upon; (2) the
photographs in question were of a public gathering, which the applicant participated in;
(3) the reason for taking the photos was to record the nature of the demonstration and
how those involved behaved to assist any subsequent investigation.®

The Court stated that the file in question might contain the person’s criminal record
and documents concerning the investigation in addition to the photographs taken by
the police.®® In McVeigh v. the UK the applicants, who were questioned, searched,
fingerprinted and photographed under anti-terrorism legislation, claimed that the
retention of relevant records was an interference in their private life. Initially, the
Commission looked at the question of the taking and retention of fingerprints as part of
investigative procedures. It reached the conclusion that some of the measures taken
interfered with the applicants’ private life, while keeping an open mind regarding whether
solely the retention of fingerprints could be considered interference. The Court accepted
the argument that the information was necessary for intelligence purposes, and conceded
that there was a pressing social need to combat terrorism, a factor it considered to be
more important than insignificant violations of the applicants’ rights.”® The McVeigh
judgment was an indication that the Court was prepared to be flexible regarding
Convention norms in order to assist states in exceptional circumstances.” In Murray v.
the UK, after being arrested the applicant’s personal details and photograph were
recorded. This was deemed to be acceptable within the framework of the process of
combatting terrorism. The Court found that all of the personal details recorded were
relevant to legal procedures. This case gives the impression that the Court will examine
the information recorded by the police and security forces as regards its nature and
extent, allowing for the wide margin of appreciation which is usually applied.’



However, public authorities should take care not to abuse their powers on the grounds
of protecting national security. The Court therefore wants to be satisfied that there are
sufficient and effective assurances against all manner of abuse. For instance, in Leander
v. Sweden the applicant was prevented from taking up a permanent post and his part-
time employment was ended by the authorities on account of their seeing him as a security
risk due to some secret information.”® The person in question made an application
claiming a violation of his right to respect for his private life under paragraph 1 of
Article 8, claiming that in addition to the information being concealed from him and
used, he was not given the opportunity to refute the allegations against him. Although
the Court accepted that the personnel control system had interfered in the applicant’s
private life, it pointed out, taking into consideration the existing measures to prevent
abuse of the applicant’s rights, that this system was necessary in a democratic society. In
the twelve point list that the Court believed the Swedish government utilised to ensure
sufficient protection against abuse, the Court attached importance to certain measures
that aim to reduce the effects of personnel control procedures to the required minimum
level. They are as follows:

(i) the existence of personnel control as such is made public through the Personnel
Control Ordinance;
(i) there is a division of sensitive posts into different security classes;
(iii) only relevant information may be collected and released,;
(iv) arequest for information may be made only with regard to the person whom it is
intended to appoint;
(v) parliamentarians are members of the National Police Board;
(vi) information may be communicated to the person in question; the Government did,
however, concede that no such communication had ever been made, at least under
the provisions in force before 1 October 1983;
(vii) the decision whether or not to appoint the person in question rests with the
requesting authority and not with the National Police Board,;
(viii) an appeal against this decision can be lodged with the Government;
(ix) the supervision effected by the Minister of Justice;
(x) the supervision effected by the Chancellor of Justice;
(xi) the supervision effected by the Parliamentary Ombudsman;
(xii) the supervision effected by the Parliamentary Committee on Justice.”

This case indicates significant points pertaining to how control of the proper
implementation of the system should be, and is for this reason important. Hence, the
Court stated that it attached great importance to the fact that supervision of the system
was given to independent bodies such as Parliament, the Justice Ministry, Parliamentary
Ombudsman and Parliamentary Committee on Justice.”

5.3. Accessing personal data held by the state

Another issue is whether a person whose data has been gathered by the public authorities
has the right to access it. That said, the question also arises as to whether this can be
extended to include the gathering of data by individuals and legal entities in addition to



the data collection by public authorities. In the case of Gaskin v the UK the applicant was
in public fostercare until reaching adulthood. After becoming an adult the applicant
wished to access the file relating to his care, but his wish was rejected. The applicant
argued his rights arising from Article 8 had been violated. The Court found that as the
records in question related to a person’s private and family life the case came within the
framework of Article 8. The Court endeavoured to strike a balance between public
interest (holding of social service records in a confidential system) and the private and
family life of the individual. Hence, the Court stated:

persons in the situation of the applicant have a vital interest, protected by the Convention, in

receiving the information necessary to know and to understand their childhood and early

development. On the other hand, it must be borne in mind that confidentiality of public

records is of importance for receiving objective and reliable information, and that such
confidentiality can also be necessary for the protection of third persons.”

The Court holds that where such a system is in use the rights of the individual whowants
to access records concerning his private and family life must be safeguarded in the event of
the non-availability of a contributor to the records or their refusing permission. A system
of this kind can only comply with the principle of proportionality if it ensures that an
independent authority has the final say regarding the question as to whether access has
to be allowed when a contributor fails to reply or refuses to give permission. In the case in
question no such option existed for the applicant. The Court consequently found that the
procedures followed did not respect Mr Gaskin’s private and family life as enshrined in
Article 8 of the Convention, and that a violation of that provision had occurred.”’

The Gaskin case is seen as a notable victory for individuals who were put in public
care at a young age. Such people are now granted limited access to their own records in
order that they may learn about their childhood. However, the records of those who
grew up in the care of the independent sector (the charities) are not covered by
provisions contained in the Data Protection Act. Access to such files is only possible if
these organisations grant permission. Nevertheless, the Gaskin case is considered a
landmark case in the UK. The Data Protection Act has special provisions granting
people previously in public care access to all manner of social services records, both
electronically kept records and those in a paper-based filing system. Whereas prior to the
judgment in the Gaskin case individuals could only access electronically stored data
under Data Protection Act, computer systems and all other filing systems are now
covered. The Information Commission was also established as an independent appeal
body after this case.”®

5.4. Disclosure of personal data to third parties

Is the revealing of personal data to third parties or the public a violation of Article 87 First
of all, during the investigation and trial of a crime in the event of information relating to
the suspect or accused what will happen? In Doorson v the Netherlands the Commission
stated that the showing by the police of a photograph of the applicant to a third party did
not constitute a violation of Article 8. Firstly, this was because the photograph had been
used for the purpose of investigation. Secondly, there was no public access to the
photograph or other information concerning the applicant. And, finally, the photograph
had been taken legally during an arrest procedure.” It also found that the police
informing



the public was legitimate and since the incidents were a summary based on the truth no
violation of Article 8 had taken place.!® This case is also a good example of the
circumstances in which Article 8 is taken together with Article 6. The Court for the
first time expressed its opinion on the relation between a fair trial and the rights of the
witness.

Moreover, the sharing of personal data with third parties results in conflict
between public interest and a person’s privacy and in addition to this their honour and
reputation. In other words, in practice the protection of the right to respect and dignity
clashes with freedom of expression. Hence, the freedom of expression is safeguarded by
Acrticle 10. One of the criteria of restriction is the ‘protection of the reputation and rights
of others’. The ECtHR uses the following criteria in striking a balance between the
right to respect for private life and freedom of expression: (i) Whether the information
in question contributes to an argument that is in the public interest; (ii) Whether the
subject of the news item or the person commented on is a public figure; (iii) Previous
behaviour of the person in question; (iv) The content of the publication, its form and
consequences; (v) The circumstances of the photograph taking; (vi) The severity of the
sanction in question.®

It is important to state that the ECtHR only accepts penal sanctions/prison sentences in
the case of hate speech or abetting a crime. Rather than penal sanction it considers
measures taken during judicial procedures to be a sufficient legal remedy for attacks on
a person’s right to respect and reputation.®

It is not acceptable for the Convention to be interpreted in a way that requires
individuals to put up with being the target of accusations of criminal activity without a
factual basis levelled at them by State officials. The public reasonably expects the
authorities to have concrete information regarding such accusations.®* An example of
such a case is Egill Einarsson v. Iceland. The applicant, a well-known figure in Iceland,
was called a ‘rapist’ on Instagram with an accompanying photograph. The Court found
that such a comment could constitute interference with the private life of the applicant,
since it was sufficiently serious. It stated that Article 8 should be interpreted in a way
that even when public figures create controversy through their actions and public
comments, they should not be expected to endure public accusations of violent criminal
acts without a factual basis.®®

As regards the Internet, the Court has stressed the importance of gauging the degree of
seriousness.® Millions of comments are posted online every day, and many of these
comments can be considered offensive or even defamatory. However, most of these
comments are trivial and with a limited publication and are therefore unlikely to
seriously damage a person’s reputation. In the case in question, the applicant argued that
comments in a blog had damaged his reputation. In its deliberations the Court concurred
with the national courts in their conclusion that while most of the comments in question
were offensive, they were in reality only a form of ‘vulgar abuse’ frequently encountered
on the Internet. Moreover, the Court considered that the more specific and potentially
damaging allegations made would, in all probability, have been seen by those who read
them as speculation which could not be taken literally.®’

This judgment narrows the scope of freedom of expression by finding that a breach of
the applicant’s right to respect for his private life had been caused by the rejection of a
defamation claim regarding his being called a ‘rapist’ online. The ECtHR made this
judgment in spite of the importance attached by the domestic courts to the applicant’s



previous statements of a derogatory nature made against women, and the fact he was a
well-known person who attracted public interest. One of the most worrying aspects of
this judgment is that the Court did not take into consideration the character of online
comment, and how they are understood by users. Such an observation was conspicuous
by its absence in this judgment, but the Court has addressed this issue in other
decisions.®®

For instance, in Tamiz v. the UK, the Court dealt with the scope of the right to respect
for private life as safeguarded by Article 8 relating to the freedom of expression of service
providers such as Google Inc enshrined in Article 10.% This case encapsulates an
interesting example of conflict between Article 8 and Article 10, in that our personal
information is on the internet, while, on the other hand, the public has a right to access
information. In the present time individuals’ personal information is frequently used on
search engines like Google. Hence, this situation is in fact a classic example of personal
data being shared with the entire public. This is also a good example of the ‘right to be
forgotten’. This right involves a person securing the prevention of access to their
personal data. This right first became a topical issue in the Google v Spain judgment of
the Court of Justice of the EU in 2014.%°

In Tamiz v. the UK, the ECtHR acknowledged that online communication is very often
on the ‘lower register of style’, noting that the allegations made regarding the applicant
would, in all likelihood, be understood by those reading them ‘as conjecture which
should not be taken seriously’.** The Court in this judgment, too, neglected to properly
acknowledge that domestic courts are best able to evaluate the meaning of comments in
their social and cultural context. Nevertheless, this judgment broadens the scope of
expression in stating that the UK’s ‘real and substantial tort’ test is acceptable as
regards striking a reasonable balance between the rights to freedom of expression and
to personal reputation in the event of libelous statements being made in comments in
online blogs. The test in question seriously restricts the degree of liability of blog
hosting service providers. As aresult, thisalso serves to reduce the possibility of businesses
and other actors being put off by the fear of liability from creating websites that
encourage the free debating of ideas.®

The case of M.L. and W.W. v. Germany addressed the question of internet archives
featuring previously reported news for the first time at the ECtHR. The two applicants
had been found guilty of murdering a popular German actor in 1991. In 2000, the media
reported that they had made an application to have the case reopened. In 2007, the
applicants went to court to attempt to have their names removed from those media
reports, to protect their anonymity. After German Courts ruled against the applicants on
the grounds that the right of the public to be informed of matters of public interest would
then be violated, they went to the ECtHR. The Court remarked that the case incorporated
conflict between two fundamental Convention rights: the applicants’ right to respect for
their private life under article 8 and the media’s right to freedom of expression enshrined
in article 10. The Court noted that the right to freedom of expression did not refer only
to the right enjoyed by the specific media outlets in this case, but that it included the
general freedom of the press to inform the public. The Court placed this case in the
context of digital channels of communication having increased the risk for privacy. It
examined the conflict between the two rights, weighing the relative importance of the
contribution made by the articles to a general interest debate; the infamy of the
applicants and the object of the report; M.L. and W.W’s. previous behaviour towards
the media; and



the content, form and effect of the publication. The Court found that public interest in
coverage of the crime and conviction existed, and also in the efforts to reopen the case,
and that in general the public is interested in being informed about past events. The
Court noted that to require the media to either remove personal information from
their archives or no longer store their work would profoundly affect the freedom of
expression. The Court also observed that on account of their murder conviction

M.L. and W.W. were well known, and that this meant the public were likely to take
an interest in developments. Furthermore, M.L. and W.W. had actively endeavoured
to ensure press participation in their attempts to reopen the case. The Court mentioned
relevant media reports, noting that the judicial decision had been accurately and
objectively reported. It also noted that there was limited access to the reports, as they
only appeared on news pages of websites which were only available to subscribers.
Hence, the Court found that, having struck a balance between the two rights in question,
there had been no violation of article 8.%

To sum up, the ECtHR endorsed the protection of media archives under article 10 of
the Convention, and drew attention to the potentially serious effect of the request to
remove personal details from articles in the archives of media organisations.** In this
judgment the right to be forgotten was touched upon, in that in the digital world the
freedom of expression and data protection imperatives are interrelated. Therefore, both
domestic courts and international courts have to be prepared to hand down judgments in
an efficient and just manner.%®

In Khadija Ismayilova v. Azerbaijan the Court found there had been a violation of
Article 8. The case involved the revealing of the applicant’s personal data and financial
and personal relationships in a press statement made by prosecution authorities, which
the authorities claimed was part of a report regarding a criminal investigation.” In
J.S. v. the UK, the Court found a complaint by the applicant about personal data in a
press statement made by the prosecution service was manifestly ill-founded.®” In this
case the information in question did not include the applicant’s name, age, school
attended, or any other personal data, not going beyond what is normally issued to the
media regarding court proceedings.*®

In the case of Satakunnan Markkinapérssi Oy and Satamedia Oy v. Finland the
Grand Chamber of the ECtHR found no contravention of the right to freedom of
expression and information.*® Satakunnan Markkinaporssi Oy (Satakunnan) had,
since 1994, been engaged in gathering tax data from the Finnish tax authorities and
publishing data relating to individuals’ taxable income and assets in the Veroporssi
newspaper. There were other companies involved in such publishing in Finland, but not
as much as Satakunnan. The Grand Chamber reached the conclusion there had been no
violation of Article 10. It based its judgment on a narrow, public interest, interpretation
of journalism and granted a wide margin of appreciation to the verdict of the
domestic authorities.’® In fact, the Grand Chamber agreed with the domestic courts as
regards the wide margin of appreciation it allowed in balancing the right to freedom
of expression against the right to respect for a private life. The Grand Chamber was
unable to conclude that en masse publication of tax data made a contribution to a public
interest debate. It also considered that despite certain tax data being publicly
accessible in Finland, it was necessary to distinguish between this situation and the
way in which data was published by the companies, since this made the data



accessible to an unintended extent. The Grand Chamber thus found that the restrictions
imposed were legal and had the legitimate aim of protecting taxpayers’ right to
privacy.1%

The above case narrows the concept of expression in that no breach of the right to
freedom of expression was found in the event of domestic authorities and courts
placing restrictions on the publication of taxation data in catalogues, even if the data
was already accessible to the public. The judgment is puzzling in that it agrees with
the domestic courts that the publication of data en masse in a journalistic file
cannot be considered publication for journalistic purposes, or in the public interest.
Moreover, the Court did not mention the fact that Finland has never made clear by
means of administrative and judicial decisions, what the acceptable limits are as
regards how and to what degree taxation data may be published in the country. The
decisions merely stipulated that the applicants were not permitted to publish taxation
data ‘in the manner and to the extent that had been the case in 2002’. This leads to
confusion as regards to which publication of this sort of data will come within the
journalistic derogation from data protection law and, consequently, could have an
alarming effect on data journalism.1%2

5.5. Monitoring by CCTV or different technological equipment

Control of personal information does not only occur through the internet, as surveillance
of our movements can also be carried out in public spaces by CCTV or other technological
equipment. The question that arises now is what will happen to the footage recorded by
video surveillance of public spaces. The Court generally considers these circumstances
under Article 8.

In Peck v. the UK, a Brentwood Borough Council CCTV camera filmed the applicant
in a street only seconds after he had cut his wrists with a knife in an attempt to commit
suicide. Several months later, the Council used two photographs from that CCTV
footage in a published article concerning the role of CCTV in crime prevention. In the
photographs the applicant’s face was not obscured, whereas in the CCTV footage that
was also shown on regional television the applicant’s face was concealed at the request
of the Council. The applicant went to court to seek a judicial review of the Council’s
decision to use the CCTV footage. After his application was rejected and the decision
ratified by the Court of Appeal he applied to the ECtHR.!® After the release of the
CCTV footage, the actions of the applicant were made accessible to a much larger
number of people, vastly more than being seen by a passerby or a security observation,
and to an extent the applicant could never have foreseen. Hence, the Council’s actions
were a grave interference with his right to respect for private life. The Council could
not justify its disclosure without the permission of the applicant, or failing to take
reasonable steps to ensure his identity was concealed. The applicant’s later appearances
on the media did not reduce the serious implications of the interference. Since the
publishing of the footage by the Council was not sufficiently safeguarded it constituted
a disproportionate interference with the applicant’s rights under Article 8. In brief, this
case is an example of the ECtHR considering that incidents which occur in public can
still fall within the scope of a person’s private life and, therefore, an individual can have
areasonable expectation of privacy.%



The Court also stated that the publication of photographs taken by the police or public
authorities of persons in custody without their consent constitutes a violation of Article
8. However, in the case of the disclosure of photographs of a suspected terrorist, a
breach of Article 8 was not found on account of the state being granted a broader
margin of appreciation.1%®

State monitoring of communications is an issue that causes fierce debate in modern
times. Although State public authorities are allowed a margin of appreciation on the
question of evaluating policy in this field, they are entitled to carry out unlimited covert
surveillance of persons within their jurisdiction. Nevertheless, the Court has emphasised
that States cannot use any measures they deem legitimate on the grounds of fighting
espionage and terrorism; rather, adequate and effective measures to prevent abuse must
be applied regardless of the type of surveillance used.' The clandestine monitoring of
citizens is only acceptable when it is absolutely necessary in order to protect democratic
institutions.%” There must be concrete reasons for all procedures utilised, and they must
be proportionate to the legitimate aims pursued.%®

In Weber and Saravia v. Germany the first applicant, Ms. Gabriele Weber, a German
citizen resident in Montevideo, the capital of Uruguay, was a freelance journalist who
investigated issues subject to surveillance by the Federal Intelligence Service (armaments,
drug trafficking, etc.). As part of her job, she travelled all over Europe. The second
applicant, Mr. Cesar Richard Saravia, was a Uruguayan national living in Montevideo,
who was working for Montevideo City Council. When Ms. Weber was on assignments,
Mr Saravia took phone messages for her, forwarding them to her. The applicants
claimed that the Fight against Crime Act in Germany allowed surveillance of
telecommunications without any concrete justification, using secret passwords. They
argued that such monitoring was used to prevent journalists from doing effective research
regarding sensitive issues covered by the above Act. The Court found that the interference
in question was ‘necessary in a democratic society’ in order to meet the respondent State’s
aim, since the surveillance had sufficient safeguards against misuse. Strict conditions
relating to the communication and use of personal data existed, restricting the utilisation
of information obtained to what was necessary. Moreover, personal data was destroyed
to prevent abuse, and individuals under surveillance were informed as soon as possible
of any restriction imposed on the confidentiality of their communications.®® Although
the Court has yet to make a clear judgment regarding whether personal data obtained
from foreign intelligence services leads to a breach of Article 8, as can be seen in this
judgment, a state’s national security interests are given priority over the rights of
individuals. Although of course this does not mean that states can do anything in the
name of national security, as the Court points out that domestic legislation must
contain sufficient safeguards in law to protect individuals and to avoid abuse of power.
In this context, this is a significant judgment.

The ECtHR issued a long-awaited judgment in Big Brother Watch and others v. the
UK. This judgment came in the first mass electronic monitoring case against the UK,
which examined the issue of mass interception of communications. This judgment was
the conclusion of a protracted challenge to the espionage powers possessed by Britain,
which had been exposed by Edward Snowden in 2013. The Court found that these
powers, which enable the UK to carry out mass surveillance, constituted a violation of
the rights to privacy and freedom of expression. Firstly, the Court found that Britain’s
use of mass interception violated the right to privacy enshrined in Article 8 of the



ECHR on account of the ‘absence of robust independent oversight of the selectors and
search criteria used to filter intercepted communications’,'! and the freedom of
expression under Article 10. It also found that these rules were illegal, since interception
of communications data was a serious violation of privacy. Finally, the Court found that
allowing mass interception of communications conflicted with the principle of
proportionality as regards interference only being of a degree necessary in a democratic
society. The Court added that any interception must be in accordance with the six
minimum requirements cited in Weber and Saravia v. Germany, to reduce the risk of
abuse of power. The Regulation of Investigatory Powers Act 2000 (RIPA) allows the
security services to scrutinise ‘related communications’ data, with no limitations
attached, which was not considered to be sufficient protection and therefore constituted a
violation of Article 8 of the ECHR. Although this was certainly an important victory for
human rights organisations, it is also true that the judgment was based the on the rather
technologically outdated principles established more than a decade before in Weber and
Saravia. The surveillance capabilities of security services in Europe are now many times
greater. Digital monitoring is now carried on indiscriminately and en masse. Hence,
individuals who have absolutely nothing to do with terrorism and organised crime are
more likely to be affected by mass interception of data. There may well be widespread
disgruntlement that the Court did not establish more updated principles to cope with the
latest digital bulk monitoring systems.*'?

5.6. Disclosure of medical data and confidentiality

According to the Court, it is necessary for there to be respect for the privacy of medical
data. This requirement is not solely to do with an individual’s privacy, but also concerns
confidence in the medical profession and health services in general.**® Hence, since the
disclosure of a person’s medical data will sometimes lead to individuals applying for
medical assistance, the Court has noted that in these circumstances disclosure will
endanger the health of a person or community.!'* For instance, in Z. v Finland the
applicant claimed the disclosure of medical data including an HIV situation at a rape
trial constituted a violation of Article 8. According to the Court, the rights of a patient
and of the community in general regarding the protection of medical data may be of less
importance than the public benefit of the investigation of a crime and the public nature
of the resulting trial. Every case must be evaluated according to its unique character and
the state’s margin of appreciation be taken into consideration. In this case the Court held
that the disclosure of the witness’s medical records was ‘necessary’ in the meaning of
paragraph 2 of Article 8. However, the Court ruled that no legitimate purpose had been
served by the disclosure of the witness’s name and HIV status in the appeal court
judgment. The Court reached the conclusion that Article 8 of the Convention had been
breached on account of court files containing details of the applicant’s medical records
(HIV status) being made public ten years later, given the possibility of the person still
being alive.!™® While this case is important for the emphasis it placed on the
confidentiality of personal data, the principle of respect for private life is not solely the
responsibility of organisations or companies. States are responsible for data protection,
too. Accountability should be allotted and distributed to all relevant entities at a national
level 1°



Additionally, the disclosure by medical institutions of medical data to journalists and a
prosecutor’s office, and the collection of a patient’s medical records by a body tasked
with supervising the quality of medical care were also found to have violated the right to
respect for private life.” However, the provision of medical data to social security
authorities is important as regards a person benefitting from insurance, therefore it is
necessary for insurance companies to have access to the person’s medical history.
Furthermore, since in the event of the insurance companies disclosing the medical data
in question legal action may result, the existing measures were considered to be
proportional and, hence, no violation of Article 8 had taken place.!!

According to the Court the gathering of DNA samples also comes within the scope of
the right to privacy. Moreover, the collection and retention of cellular material, and storing
of DNA profiles extracted from it, has been categorised as interference with the right to
respect for privacy as enshrined in the Convention.'*® However, this prohibition is not
a blanket one, as it does not automatically include the taking and storing of DNA
profiles of those persons convicted of crimes, for the purpose of use in any criminal
trials that may take place in the future. As mentioned above, unless interference of this
nature is deemed to be ‘in accordance with law’, in that it can be justified as being a
legitimate aim under paragraph 2 of Article 8 and as being ‘necessary in a democratic
society’, then it will be considered a violation of Article 8. 12

The ECtHR, while widening the boundaries of Article 8, is also indicating that this
freedom is not unconditional. Hence, when considering the negative and positive
obligations that states have relating to the restriction of this right, one must carefully
apply the three stage test. In other words, in order to avoid a violation of Article 8, there
must be a legal provision, which must be implemented in pursuit of a legitimate aim
and be proportionate and necessary in a democratic society. If this is not the case, then
there will be a possibility that the principle of proportionality may be breached,
constituting a violation of Article 8.

Furthermore, since the right to protection of personal data is not an absolute right, a
balance needs to be struck between both other rights in the Convention and other legal
interests in Article 8. Hence, this right is one that is linked to other articles in the
Convention. For instance, Article 10. Several cases have been mentioned above in which
this right is connected to the freedom of expression. Article 8 has also been interpreted
in combination with Article 14, that prohibits discrimination, in numerous cases. This
is particularly true in cases concerning same sex couples or gender-based discrimination.
Apart from this, connections have also been made with interference with home
relating to states’ positive obligations with regards to property rights (Article 1 of
Protocol No. 1) and the right to life (Article 2). In Kolyadenko and Othersv.
Russia, the ECtHR found that the City of Vladivostock Administration and the
Promorskiy Regional Administration of Russia had contravened Articles 2 and 8 of the
Convention. This case involved the authorities failing in a duty to maintain the
Pionerskaya River and not introducing the necessary legal and remedial measures to
prevent flooding. These failures led to serious damage to property (right to property)
and endangered the lives (right to life) of Vladivostock residents. Articles 2 and 8
enshrine the rights to life and to respect for the home. The Court concluded that Article
2 had been violated both substantively and procedurally, on account of the State
failing to make an adequate judicial response to the claims of violation of the



right to human life. The Court found the Russian State to be responsible for the

damages suffered by residents as a result of the violations.!?

Finally, as regards Article 8 of the ECHR, clear and detailed legal provisions are
required that set forth the rules and guarantees governing the circumstances under which
personal data may be gathered, the period of retention, how they may be used and in
what circumstances they will be destroyed.'?? For instance, in the context of the retention
of personal data, for there to be no difference in the period of retention of criminal records
for those convicted of a crime, without differentiating the nature of the offence, and for
there to be no legal provision relating to the deletion of these records constitutes a violation
of Article 8 of the Convention.'?® The retention for indefinite periods of the fingerprints,
cellular samples and DNA profiles of applicants who have been acquitted on criminal
offences is a violation of Article 8. Hence, this situation constitutes a contravention of the
principle of not holding personal data for longer than is necessary. Individuals have the
right to access information in records relating to them held by public authorities. The lack
of recognition for such a right or the failure to ensure access within a reasonable time
may also be considered a violation of Article 8.* According to the ECHR, the
widespread and reckless use of modern technological techniques in the criminal justice
system jeopardises the right to respect for private life and significantly undermines the
protection provided by Article 8.1%°

6. Conclusion

To set down a precise definition and explanation of the concept of private life is
virtually impossible. Freedom of ideas, expression, religion and conscience in social life
also come within the scope of this freedom. Even accepting the difficulty in defining the
concept of private life and establishing its limits does not mean it does not exist. It is
undoubtedly one of the most fundamental of human rights and is crucial in the
safeguarding of human dignity and autonomy. The right to privacy is the right of an
individual to have a private life without encroachment. This freedom therefore provides
safeguards against interference of an arbitrary and unwarranted nature by either the state
or non-state actors. States have negative and positive obligations, one of which is to
ensure that effective mechanisms are implemented to protect this freedom of individuals.
These obligations have been enshrined in international human rights law and in the
domestic legislation of many countries.

The ECtHR in particular has not only reached judgments on hundreds of applications
on this subject, it has also made many points with reference to private life. Hence, with
technological developments, changes are taking place in our social relations. As a result,
as mentioned above, the definition and scope of private life becomes even more
difficult. Therefore, the case law of the ECtHR is illuminating. As pointed out in this
article, Article 8 of the Convention also incorporates rights relating to family, home and
communication, apart from private life. Both states and large companies occasionally
interfere in the rights of others by using their powers in an arbitrary way. In particular in
the digital world it is difficult to determine the boundaries of private life. The
dimensions of interference in this sphere also vary widely. However, in spite of all these
difficulties, contracting states should not allow their own authorities or others to violate
this freedom. Furthermore, they have a duty to take effective measures to prevent
infringements of these rights, as these are their negative and positive obligations. Of
course, this right is not without restrictions. Any interference must have a legal basis,
permission and comply with the principle of proportionality. Hence, in recent times the



UN, ECtHR and EU mechanisms have brought in provisions (e.g. GDPR) as part of
efforts to prevent arbitrary and unwarranted interference in this right. However, in spite of
these developments, when considering that in today’s world the personal data of one in
ten people has been violated and more than 70 states have yet to introduce legal
measures to safeguard this right, it is clear that sufficient remedies must be brought in as
soon as possible at the international and national level.

As a result, Article 8 is not a right that can be solely interpreted in relation to the right
to privacy. It plays a significant role in an individual’s personal development. For
instance, it relates to the enhancement of identity and personality.*?® This right is also
connected to other rights and freedoms safeguarded by the Convention. It is consequently
a very important and fundamental right and freedom. It is thus incumbent on states that
have yet to enact legal provisions to introduce necessary and effective measures as soon
as possible, an obligation they are required to fulfil in accordance with international
mechanisms.
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